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Welcome 1

1 Welcome

Welcome to the Log Forwarder for Windows help file documentation.

Hopefully you will find the necessary help or assistance you require within these pages.
If however you do not find what you are looking for, then please search the Solarwinds Thwack
forums.

The following topics can be found in this chapter :

e See What is Log Forwarder for Windows for a general overview of the product.
e See Configuration for information on how and where your configuration settings are stored.
e See Deployment for instructions on how to run the MSI version of the installer.

1.1 Whatis Log Forwarder for Windows?

Log Forwarder for Windows is a service which runs on a Windows system, forwarding event log
records to a Syslog Server via UDP (User Datagram Protocol).

Log Forwarder for Windows can be run on the following Windows operating system versions:

Windows 2000
Windows Server 2003 *
Windows XP *
Windows Vista *
Windows Server 2008 *

* x86 and x64 editions supported.

Log Forwarder for Windows comprises of 2 standard application executables (.exe).

¢ the Service (LogForwarder.exe), and
o the User Interface (LogForwarderClient.exe)

The Log Forwarder for Windows Service is named "SolarWinds Log Forwarder for Windows" and is
installed and started during the installation process.

Management of the Log Forwarder for Windows Service (starting, stopping, etc.) is via the Windows
Services manager or Windows command prompt; for example: Net Start "ServiceName".

The Log Forwarder for Windows User Interface (Ul) which allows you to configure the Service, can
(depending on which options were selected during installation) be opened using the SolarwWinds Log
Forwarder for Windows desktop shortcut item, the Quicklaunch item, or from the SolarWinds Log
Forwarder for Windows Program group accessible from the Windows Start button.

Log Forwarder for Windows supports forwarding of both Windows Eventing 5 & 6 event records.

¢ Windows eventing 5 Event Log records - > Windows O/S versions prior to Windows Vista and
Windows Server 2008

e Windows eventing 6 ("Crimson") Windows Event Log records - > versions of Windows based
on the Windows NT 6.0 kernel (Windows Vista and Windows Server 2008)
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1.2  Configuration

The Log Forwarder for Windows Subscriptions and Syslog Server settings are stored in the
configuration file LogForwarderSettings.cfg located in the product installation directory.

When a change is saved within the Ul, the configuration file is updated and the Service reinitializes to
pickup the changes immediately.

e See Deployment for information on how to deploy the configuration to a target machine.
1.3 Deployment

The Log Forwarder for Windows program installer is provided as a Standard application executable file
(.exe) and as a Windows Installer Package file (MSI).

e The Standard application executable file (.exe) is installed simply by double-clicking on the file.
e The Windows Installer Package file (MSI) is provided for 'silent’ deployment using the /quiet
switch.

To run the MSI on the target machine, use the following command syntax:
SolarWinds_LogForwarder_Version_Setup.msi /quiet

Note:

The MSI installer package for Log Forwarder for Windows does not include the prerequisites installer,
which automatically downloads and installs required prerequisite software, such as the .Net
Framework 2.0 from Microsoft. As a consequence, in order to successfully deploy Log Forwarder for
Windows, you will need to first ensure that the required prerequisites are already installed.

MSI Prerequisite install requirements:
Microsoft .Net Framework 2.0 (or above).

Deployment of the configuration file

To deploy the configuration file to a target machine, copy the LogForwarderSettings.cfg file to the Log
Forwarder for Windows installation directory after the MSI has been installed successfully.

For example: ( <Program files>/SolarWinds/Log Forwarder for Windows/... ).

1.3.1 Log Forwarder Configuration File

Configuration information for Log Forwarder for Windows is contained in a file named
LogForwarderSettings.cfg.

The configuration file, located in the installation directory of Log Forwarder for Windows (usually C:
\Programs Files\Solarwinds\Log Forwarder for Windows), contains a nested heirarchy of XML tags
and subtags that specify the configuration settings.

All configuration information resides between the <LogForwarderSettings> and </
LogForwarderSettings> root XML tags. Configuration information between the tags is grouped into
two main sections: <EventLogSubscriptions> and <SyslogServers> both of which are required.

<?xml version="1.0" encoding="utf-8"?>
<LogForwarderSettings xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"™ xmlns:
xsd="http://www.w3.0rg/2001/XMLSchema’">

<EventLogSubscriptions>

;}I-EventLogSu bscriptions>
<SyslogServers>

;}éys logServers>
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</LogForwarderSettings>

For Event Log Subscriptions, each Event Log Subscription is declared with an
<EventLogSubscription> tag. The following LogForwarderSettings.cfg file declares two Event Log
Subscriptions.

<?xml version="1.0" encoding="utf-8"?>
<LogForwarderSettings xmlns:xsi="http://www.-w3.0rg/2001/XMLSchema-instance’™ xmlns:
xsd=""http://www._w3.0rg/2001/XMLSchema’>
<EventLogSubscriptions>
<EventLogSubscription>
<channels>
<string>Security</string>
</channels>
<types>
<int>1</int>
<int>2</int>
<int>4</int>
<int>8</int>
<int>16</int>
</types>
<sources />
<eventlDs />
<categories />
<keywords />
<users />
<computers />
<facility>4</facility>
<enabled>true</enabled>
<name>New Security Event Log Subscription</name>
<description>Security Event Log - All Event Types (Error,
Warning, Information, Audit Success, Audit Failure)</description>
</EventLogSubscription>
<EventLogSubscription>
<channels>
<string>System</string>
</channels>
<types>
<int>1</int>
<int>2</int>
<int>4</int>
</types>
<sources />
<eventlDs />
<categories />
<keywords />
<users />
<computers />
<facility>10</facility>
<enabled>true</enabled>
<name>New System Event Log Subscription</name>
<description>Security Event Log - Error, Warning and
Information Event Types</description>
</EventLogSubscription>
</EventLogSubscriptions>
<SyslogServers>
</SyslogServers>
</LogForwarderSettings>

For Syslog Servers, each Syslog Server is declared with an <SyslogServer> tag. The following
LogForwarderSettings.cfg file declares two Syslog Servers.

<?xml version="1.0" encoding="utf-8"?>
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<LogForwarderSettings xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"™ xmlns:
xsd="http://www.w3.0rg/2001/XMLSchema’">
<EventLogSubscriptions>

</EventLogSubscriptions>
<SyslogServers>
<SyslogServer>
<serverName>Syslog Server A</serverName>
<IPAddress>10.190.2.243</1PAddress>
<Port>514</Port>
<enabled>true</enabled>
</SyslogServer>
<SyslogServer>
<serverName>Syslog Server B</serverName>
<IPAddress>192.168.1.10</I1PAddress>
<Port>514</Port>
<enabled>true</enabled>
</SyslogServer>
</SyslogServers>
</LogForwarderSettings>

1.3.1.1 Event Log Subscriptions

Each Event Log Subscription must include the following tag declarations:

<channels>
A list of valid event log channels (eg. Application, System, Security) that are subscribed to. Each
subtag of type <string>.

<types>
A list of valid event log types. Each subtag of type <int>. Valid values are 1 (Error), 2 (Warning), 4
(Information), 8 (Audit Success), 16 (Audit Failure).

<sources>
A list of valid event log sources. Each subtag of type <string>.

<eventlDs>
A list of event ID's or event ID ranges. Each subtag of type <string>.

<categories>
A list of valid event log task categories. Each subtag of type <string>.

<keywords>
A list of event keywords. Each subtag of type <string>.

<users>
A list of users. Each subtag of type <string>.

<computers>
A list of computers. Each subtag of type <string>.

<facility>
The default syslog facility number to use when generating a syslog message to send. See syslog
facilities.

<enabled>
true/false. If set to true the event log subscription is active. Events collected when the event log
subscription is enabled will be forwarded to the configured syslog servers.
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<name>
The name of the Event Log Subscription.

<description>
The description of the Event Log Subscription.

<?xml version="1.0" encoding="utf-8"?>
<LogForwarderSettings xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"™ xmlns:
xsd="http://www.w3.0rg/2001/XMLSchema’">
<EventLogSubscriptions>
<EventLogSubscription>
<channels>
<string>Application</string>
</channels>
<types>
<int>1</int>
<int>2</int>
<int>4</int>
</types>
<sources>
<string>SolarWindsAlertingEngine</string>
<string>SolarWindsEventSyslLogger</string>
<string>SolarWindsSyslogService</string>
<string>SolarWindsTrapService</string>
</sources>
<eventlDs>
<string>0</string>
<string>1003 - 1006</string>
</eventlDs>
<categories>
<string>(0)</string>
<string>(100)</string>
<string>(101)</string>
</categories>
<keywords />
<users>
<string>System</string>
<string>Administrator</string>
</users>
<computers>
<string>SERVER-A</string>
<string>SERVER-B</string>
</computers>
<facility>0</facility>
<enabled>true</enabled>
<name>New Application Event Log Subscription</name>
<description>Application</description>
</EventLogSubscription>
</EventLogSubscriptions>
<SyslogServers>
</SyslogServers>
</LogForwarderSettings>

1.3.1.1.1 Syslog Facilites

0 kernel messages
1 user-level messages
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2 mail system

3 system daemons

4 security/authorization messages
5 messages generated internally by syslogd
6 line printer subsystem

7 network news subsystem

8 UUCP subsystem

9 clock daemon

10 security/authorization messages
11 FTP daemon

12 NTP subsystem

13 log audit

14 log alert

15 clock daemon

16 local use 0 (local0)

17 local use 1 (locall)

18 local use 2 (local2)

19 local use 3 (local3)

20 local use 4 (local4)

21 local use 5 (local5)

22 local use 6 (local6)

23 local use 7 (local7)

1.3.1.2 Syslog Servers

Each Syslog Server must include the following tag declarations:

<serverName>
The name of the Syslog Server.

<IPAddress>
A valid Syslog Server IP address (IPv4 or IPv6), hostname or FQDN.

<Port>
The Syslog Server port (default is 514).

<enabled>
true/false. If set to true the Syslog Server is active. Events collected will only be forwarded to the
syslog servers which are enabled.

<?xml version="1.0" encoding="utf-8"?>
<LogForwarderSettings xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:
xsd="http://www.w3.0rg/2001/XMLSchema’">

<EventLogSubscriptions>

</EventLogSubscriptions>
<SyslogServers>
<SyslogServer>
<serverName>Syslog Server A</serverName>
<IPAddress>10.190.2.243</1PAddress>
<Port>514</Port>
<enabled>true</enabled>
</SyslogServer>
<SyslogServer>
<serverName>Syslog Server B</serverName>
<IPAddress>192.168.1.10</I1PAddress>
<Port>514</Port>
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<enabled>true</enabled>
</SyslogServer>
</SyslogServers>
</LogForwarderSettings>

2 Subscriptions

This chapter provides information and guidance relating to the Subscriptions screens in Log
Forwarder for Windows.

The following topics can be found in this chapter :

See Overview for a general overview of the Subscriptions screen.

See Add for information on adding a new Subscription item to the list.

See Rename for information on renaming an existing Subscription item.

See Edit Properties for information on editing the properties of an existing Subscription item.
See Remove for information on deleting an existing Subscription item from the list.

2.1 Overview

The Subscriptions screen allows you to add or maintain the subscriptions you have created for the
Log Forwarder for Windows program.

Below is a sample screenshot of the Subscriptions screen with three example subscriptions setup.

¥ SolarWinds Log Forwarder for Windows - v0.1 EI[E'E'

Log Forwarder for Windows® -
solarwinds ¥

Subscriptions s Test Help

|If,;',3 Add | |@:I Renarme | |,3,_' Edit Properties | | € Remove |

Security Event Log - Audit Success & Audit Failure (All Tasks)
Security

g System Event Log - Windows Updates, Service Packs and HotFixes (All Tasks)

System

e Application Event Log - Errors & Warning (All Tasks). This subscription has been
disabled, by unticking the item tick-box [*| therefore the associated log records will not be
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forwarded.
e Security Event Log - Audit Success & Audit Failure (All Tasks).

e System Event Log - Windows Updates, Service Packs and HotFixes (All Tasks).

The screen also contains four command buttons:

The Add button (always enabled)
The Rename button

The Edit Properties button

The Remove button

Note: The Rename, Edit Properties and Remove buttons are ONLY enabled when a
subscription item has been selected.

2.2 Add

To add a new subscription within the Subscriptions screen, click on the Add button.
On clicking the Add button, the Subscriptions Wizard window will appear.

[ subscription Wizard - SolarWinds Log Forwarder for Windows

Please define your Event Log subscription

=[] Eventviewer (Local)

I Application Eventtype: Error [Z] Warning Infarrmation [ Audit Success [ Audit Failure

[J[E] Microsoft Office Diagnostics

[J[8] Microsoft Office Sessions Event sources:

[J[&] Security

(8] solarwinds Met IncludesiExcludes Event IDs: Enter ID numbers andfor ranges separated by commas. To exclude criteria, type a minus sign first. For example 1,3,5-88 -T6
(8] system

Task category:

Keywaords, User(s) and Computen(s): Entervalues separated by commas. For example System,LocalSenice,Administrator

Keywords:

Usger(g):

Computer(s):

Type Dateand Time © Source |Task Catesorny EventlD  Computer  User Keywords | Message

H e > |‘ Cancel

1. Select the event log (or event logs) you wish to subscribe to from the left column treeview
control.

2. Configure the event type, event sources, task category and filtering options:

Field Value
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Event type
Event sources

Includes/Excludes
Event IDs

Task category

Keywords

User(s)
Computer(s)

Filter event records by one or more of the Error, Warning,
Information, Audit Success and Audit Failure event types

Filter event records by one or more event sources. Event sources
field is populated depending on the chosen event log(s).

Filter event records by including and/or excluding event IDs. (for
example: you can apply a filter to only show records with event
ID's 1, 3 or within the range of 5-99, but excluding events with ID's
of 76 by typing: 1,3,5-99,-76

Filter event records by one or more task categories. Task
categories field is populated depending on the chosen event log
(s).

Filter event records by keywords (not available for Windows
eventing 5 versions of Windows)

Filter event records by user(s)
Filter event records by computer(s)

3. Click the Refresh button to preview the event records currently found in your event log(s)

which match your subscription configuration settings.
4. Click the Next > button to navigate to the next Subscription Wizard screen.

LB

[ Subscription Wizard - SolarWinds Log Forwarder, for, Windows

Please specify the default syslog priority for this subscription -
solarwinds 7

Default Syslog Facili. | Kemel (messages) ~
Kernel (messages)

User-level messages

Mail (Systerr)

System (daemons)
Securityauthorization messages
Messages generated internally by syslogd
Line printer subsystem

Wetwark news subsystem
UUCP tsubsystern)

Clack (dagmony
Securttyauthorization messages
FTP (daemon)

TP (subsystem)

Log (audi

Loaalerty

Clack @aemony

Local use 0 (ocall)

Local use 1 (ocall)

Local use 2 (ocald)

Local use 3 (ocald)

Local use 4 (ocald)

Local use 5 (ocalf)

Local use 6 (ocalf)

Local use 7 (ocalT)

<Back |[_Finish | [ cancel

5. Select the Default Syslog Facility that the event records will be forwarded to the syslog
server(s) with. The Default Syslog Facility is combined with the record Event type, to form the
message Priority column data within the Syslog Server display window.

6. Click the Finish button to save your subscription configuration settings and return to the
Subscriptions listing screen.
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10 SolarWinds Log Forwarder for Windows

2.3 Rename

To rename an existing subscription within the Subscriptions screen, select a subscription item then
click on the Rename button.

The subscription item name will then be made editable for you to make changes.

Application Event Log - Errors & Warnings (All Tasks) (Disabled)

&' Application

@ Security Event Log - Audit Success & Audit Failure (All Tasks)

Security

Once you have completed renaming, click out of the subscription item to save the changes.

2.4  Edit Properties

To edit the properties of an existing subscription within the Subscriptions screen, select a
subscription item then click on the Edit Properties button.

On clicking the Edit Properties button, the Subscriptions Wizard window will appear with the existing
fields values displayed.

[ subscription Wizard - SolarWinds Log Forwarder, for, Windows

Please define your Event Log subscription

2
solarwinds ¥

= [E A Eventviewer (Local)

D@ Application Eventype: Eror [7] Warning Information  [7] Audit Success [ Audit Failure

[J[E] Microsoft Office Diagnostics

DJ[E] Microsoft Office Sessians Eventsources: | NiSenicePack, Windows Update Ager, Windowstiedia |
[J[&] Security

(8] solarwinds Met IncludesiExcludes Event IDs: Enter ID numbers andfor ranges separated by commas. To exclude criteria, type a minus sign first. For example 1,3,5-88 -T6

[“1[8] system

Task category: ‘<AHTESR Categaries= "

Keywaords, User(s) and Computen(s): Entervalues separated by commas. For example System,LocalSenice,Administrator

Keywords: [

User(s): [ |
Computer(s): \ \
Systern |
Type Date and Time Source Task Category EventlD | Computer | User Keywards | Message =]

12/03/2008 2:01:03 a.m. windows Update Agent  Installation 19 SWWELS Installation Successful: Windows successiully installer
12/0312009 %:00:58 a.m. Windowshedia @) 1074663705 SWELS... NTAUTHORITNSYSTEM Windows Media Player 11 Hotfix KBG58772_wd11x64
12/0312009 3:00:58 a.m. Windows Update Agent Installation 19 SWELS Installation Successful: Windows suceessfully installer
12032000 200:53am.  NiServicePack [0} 1074663705 SWELS... NTAUTHORITVSYSTEM Windows XP Version 2003 Hatfx KB9B0225 was instal—!
12/03/2008 2:00:38 a.m. windows Update Agent  Installation 19 SWWELS Installation Successful: Windows successiully installe
1203120091 25741 am.  Windows Update Agent Installation 18 SWELS Installation Ready: The following updates are downloa
12/03/2008125720am. Windows Update Agent Installation 18 SWELS Installation Ready: The following updates are downloa |
4 | V
Refresh 81 Events

‘ = Back H e > |‘ Cancel ‘

1. Make your changes to the existing field values accordingly, then click the Refresh button to
preview the effects of your filtering changes on the event log records.

© 2009 SolarWinds, Inc.



Subscriptions 11

2. Click the Next > button to navigate to the next Subscription Wizard screen to check or
change your Default Syslog Facility selection.

I Subscription Wizard - SolarWinds Log Forwarder for Windows FE®X

Please specify the default syslog priority for this subscription -
solarwinds ¥

Defautt Syslog Faility: | Kemel (messages) v
Kemel (messages)

User-level messages

Wil (System)

System (daemons)

Securityauthorization messages

Messages generated intemally by sysiogd

Line printer subsysterm

Network news subsysterm

UUCF (subsysterm)

Clock (daeman)

Securityauthorization messages

FTP (daemon)

NTP (subsystem)

Log (aucii)

Log (alert)
C
Lo

1)
Lotal use 2 (incal2)
Lotal use 3 (Incald)
Lotal use 4 (incald)
Lotal use 5 (Incals)
Local use 6 (local6)
Local use 7 (oeal?)

= Back H Finish |‘ Cancel

3. Click the Finish button to save your subscription configuration settings and return to the
Subscriptions listing screen.

2.5 Remove

To remove an existing subscription item from within the Subscriptions screen, select a subscription
item then click on the Remove button.

On clicking the Remove button, a confirmation message-box will appear.

Confirm §|

\:{’/ Remove subscription?

| [ Mo ] [ Cancel

==
[a1]
L

Click the Yes button to continue with removing the selected subscription item.

3 Syslog Servers

This chapter provides information and guidance relating to the Syslog Servers screen in Log
Forwarder for Windows.

The following topics can be found in this chapter :

e See Overview for a general overview of the Syslog Servers screen functionality.
e See Add for information on adding a new Syslog Server item to the list.
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e See Rename for information on renaming an existing Syslog Server item.
e See Edit Properties for information on editing the properties of an existing Syslog Server item.
e See Remove for information on deleting an existing Syslog Server item from the list.

3.1 Overview

The Syslog Servers screen allows you to add or maintain the syslog servers that the Log Forwarder
for Windows program forwards the log messages to.

Below is a sample screenshot of the Syslog Servers screen with two syslog servers setup.
¥ SolarWinds Log Forwarder for Windows - v0.1 E][E|PZ|

Log Forwarder for Windows® -
solarwinds ¥

Su tions Syslog Servers Test Help

HR Add | |@:I Renarme | |,3,_' Edit Properties | | € Remove |

e The Kiwi Syslog Server has been added using its Hostname and UDP port 514.

e The Orion Syslog Server is using the LocalHost IP Address and UDP port 514. This
syslog server item has been currently disabled by unticking the item tick-box [#| therefore
will not receive forwarded records.

The screen also contains four command buttons:

The Add button (always enabled)
The Rename button

The Edit Properties button

The Remove button

Note: The Rename, Edit Properties and Remove buttons are ONLY enabled when a syslog
server item has been selected.
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3.2 Add

To add a new syslog server within the Syslog Servers screen, click on the Add button.

On clicking the Add button, the Syslog Server - Properties window will appear with pre-populated field
default values.

= Syslog Server - Properties

Serer Mame: |New Syslog Server |

IP Address:  |127.0.0.1 |

Port 514 |

Cancel

Over-type the default field values accordingly, then click the OK button to save your settings.

Field Value

Server Name | Display name for the syslog server

IP Address IPv4 or IPv6 Address, Hostname, or a fully qualified domain name of the
syslog server

Port UDP port to send event log messages via

3.3 Rename

To rename an existing syslog server within the Syslog Servers screen, select a syslog server item
then click on the Rename button.

The syslog server item name will then be made editable for you to make changes.

Ell(iwi Syslog Sen.rer.

Orion Syslog Server (Disabled)

00,1514

Once you have completed renaming, click out of the syslog server item to save the changes.
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3.4

3.5

Edit Properties

To edit the properties of an existing syslog server within the Syslog Servers screen, select a syslog

server item then click on the Edit Properties button.

On clicking the Edit Properties button, the Syslog Server - Properties window will appear with the

existing fields values displayed.

= Syslog Server - Properties

Serer Mame: |Kiwi Syslog Serer

IP Address: |Kiwi5yslug

Port 514

Cancel

Make your changes to the existing field values accordingly, then click the OK button to save your

settings.

Field Value
Server Name = Display name for the Syslog Server

IP Address
Syslog Server

Port UDP port to send event log messages via

Remove

IPv4 or IPv6 Address, Hostname, or a fully qualified domain name of the

To remove an existing syslog server item from within the Syslog Servers screen, select a syslog

server item then click on the Remove button.

On clicking the Remove button, a confirmation message-box will appear.

\__?() Remove syslog server?

| fes | [ Mo ] [ Cancel

Click the Yes button to continue with removing the selected syslog server item.
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4 Test

This chapter provides information and guidance relating to the Test screen in Log Forwarder for
Windows.

The following topics can be found in this chapter :
e See Overview for a general overview of the Test screen functionality.
4.1  Overview
The Test screen allows you to add a test event into one of the available Event Logs.
Provided that the Event Log you are adding a test event into is included within one of your
Subscriptions, and also that you have set-up a Syslog Server to forward the messages to; the Test

screen could then be used to test the Log Forwarder for Windows functionality and ensure that events
are being forwarded.

Below is a screenshot of the Test screen.

B solarWinds Log Forwarder for Windows - v).1 g@f@

Log Forwarder for Windows®

-
solarwinds ¥

Su tions

Help

Wfindows Event Log
Create atest eventin a Windows Event Log to see ifyour subscriptions are working as expected.

Select Event Log(s):

Selecta Log Entry Type:
® @ Infarmatian

O A, Waring
O@Erar

O & Audit Success
O & Audit Failure

¢ Click the Select Event Log drop-down field to select an Event Log you wish to add a test
event to.

¢ Next, from the Select a Log Entry Type radio field item group, choose the event message
type you wish to add to the Event Log.

¢ Finally, click on the Create a test event button to add the test event to the Event Log.
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5.1

If Log Forwarder for Windows is unsuccessful in creating a test event, a message-box will be
displayed. (Below is a common message you may receive if trying to create a test event within the
Security Event Log.)

SolarWinds - Log Forwarder for Windows

@ Creation of a kest event was unsuccessiul,

Cannok open log for source 'Security', You may nok have write access,

Troubleshooting

This chapter contains useful information on troubleshooting issues with the Log Forwarder for
Windows.

The following topics can be found in this chapter :

e See Windows Firewall for information regarding the Windows Firewall exception.

Windows Firewall

If turned on, the Windows Firewall may block programs or program functionality from being executed
on the system.

To prevent blocking of the Log Forwarder for Windows program, the Log Forwarder for Windows
product installer will automatically add an exception for the program to prevent the Windows Firewall
from blocking, when the Windows Firewall is turned on.

If log messages appear not to be forwarding to your designated Syslog Server, please check the
Windows Firewall to ensure that the program exception exists

The Windows Firewall exception is removed automatically when the product is uninstalled using the
Log Forwarder for Windows uninstaller.
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