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(Kiwi Syslog Daemon)

1.8

Kiwi Syslog Daemon

Kiwi Enterprises

2.1

Kiwi Syslog Daemon

Setup Properties | |Manage the service

%6 Xiwi Syslog S2rice Manager

Choose which Virtual
ispla 0 vie

Time Priority
3002 Localb Critical iplaptop

Al ; iplaptop
iplaptop
iplaptop
[Iser_Error iplaptop

Local3 Motice iplapto

Pause/Resume Lt

. . Kemel Info iplaptop
Scrolling displa :

Hews. Info iplaptop

02-28-2003 1529:54 Sypstem3.Cntical |plaptop
02-28-2003 1529:53 Locall Warning jplaptop

Hosztname

Meszage
Thiz iz Spzlog test meszage number 0010
Thiz iz Spzlog test messzage number 0009
Thiz iz Spzlog test messzage number 0008
Thiz iz Spzlog test messzage number 0007
This iz Spslog test messzage number 0006
This iz Spslog test messzage numbher 0005
This iz Spslog test message number 0004
Thiz iz Spslog test messzage number 0003
Thiz iz Syslog test message number 0002
Thiz iz Syslog test message number 0001w

100% 10 MPH | 15:33 | 02-28-2003

Free message
buffer space

Messages Per Hour

2.2 File

2.2.1 Setup ([Ctrl]+[P] )

Kiwi Syslog Daemon Setup

syslog
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2.2.2 Send Test message to local host ([CtrI]+[T] )

(127.0.0.1 ) UDP syslog
Syslog TCP Kiwi SyslogGen
Web
http://www.Kiwisyslog.com

Kiwi Syslog Daemon - Test message number 0001

1
2.2.3 Purge ( )
e E (InstallPath\SendMailLog.txt)
. (InstallPath\Errorlog.txt)
. syslog (1000 )
) E (1000 )
. (InstallPath\MIBs\UnknownlODs.txt)
2.2.4 Debug options ( )
e Enable Syslog Debug ( InstallPath\Syslogd-debug.txt )
e Reset Syslog socket ( )
e View the message buffer ( )
e View mail buffer ( )
2.2.4.1 Create Tech-Support File (Zip) ( )

(C:\Program Files\Syslogd\Syslogd_TechSupport.zip)

e ErrorLog.txt Syslog Daemon ( 1MB
)
e Syslog_Daemon_Settings.ini Syslog Daemon

DNS-debug.txt Syslog DNS/NetBIOS

Syslogd-debug.txt Syslog

Syslogd_Startup.txt Syslog ( )
Syslogd_Service_Startup.txt Syslog Service ( )
Syslogd_Manager_Startup.txt Syslog Manager ( )
KRDP_Sessions.ini Kiwi Reliable Delivery Protocol (KRDP)

CacheSettings.ini Kiwi Reliable Delivery Protocol (KRDP)

install.log Kiwi Syslog Daemon ( / )
StaticHosts.txt DNS

e Unknown_OID_list.txt MIB OID

e Standard-YYYYMMDDHHNNSS-DebugLogN.txt Syslog Debug

¢ Manager-YYYYMMDDHHNNSS-DebugLogN.txt Syslog Debug : (Manager)
e Service-YYYYMMDDHHNNSS-DebugLogN.txt Syslog Debug : (Service)
2.2.5 Export settings to INI file ( INI )

INI
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| File | Setup | Defaults/Import/Export

Kiwi Enterprise
INI
http://www.kiwisyslog.com/support/

2.2.6 Exit( )

WindowsNT Windows NT4, 2000, XP Profesisonal, 2003

oS Kiwi Syslog Daemon Install Kiwi Syslog
Daemon as a Service

Display Minimize to system tray on [X] button [X]
File Exit

2.3 Edit ( )

2.3.1 Select All

syslog

Copy selected items to the clipboard [Ctrl]] [C]

2.3.2 Copy selected items to the clipboard

syslog
[Ctrl] [C]
2.4 View ( )
2.4.1 View sysloq statistics (syslog )
syslog

2.4.2 View e-mail log file (E )
Kiwi Syslog Daemon \SendMailLog.txt
2.4.3 View error log file ( )

14



Kiwi Syslog Daemon

2.4.4 Adjust width to fit screen (

\Errorlog.txt

Kiwi Syslog Daemon

2.4.5 Clear display ( )

Display

2.4.6 Highlighting Options (

syslog
Highlight Items:
syslog
[Field]
Date, Time, Priority, Hostname, Message)
/

default rules based on Syslog Priorities?"(

)
1

String to match:
syslog

[Regular Expression]

syslog

"No highlighting rules have been found. Do you want to create some

syslog
[Yes] syslog

(Regular Expression( ) )

[Invert Match]
[Ignore Case] (

Highlight Effects:

[Apply Foreground Color]

[Apply Background Color]

[Bold Font]

[ltalic Font]

[Underline Font]

[Selected Icon] syslog
Icons:

1 Kiwi Syslog

Kiwi Syslog

<Program Files>\Syslogd\lcons
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O Highliphting Options

Highlight Iberms

| Fiede Sinng o match =L 5
[+] ) Pricaity E i Exampls
[+] & Friciy e Example x
F] E Fricuiy H oba Enampla |_1
2 oy R oo
[+] ﬂ' Fraiiy [ etng Example 3 ‘i'j'
Shing to match

|Irfa @

I Reguls Evpeessesy [ lnosd Mateh [ |gnede Case

Highlight Efscts
w Apply Foregoumnd Color W &prly Backgrownd Color
Chooss Foraground Cokor |. Chaoss Background Color ||

[ Bald Fard [ Rebe Fast [ Usdailos Fod
Sedecied | som

LS TR

oK. | e T

1 - Kiwi Syslog Daemon Highlighting Options

2.4.7 Choose font ( )

ASCII O

MS Office Arial MS Unicode
MS Offfice

http://www.unicode.org
http://www.travelphrases.info/gallery/all_fonts.html

2.5 Manage ( )

2.5.1 Manage ( )

Kiwi Syslog Daemon

16



2.5.2 Install the Sysloqgd service (Syslogd )

Kiwi Syslog Daemon Windows NT4/2000/XP/2003

Manage Start the syslogd Service

2.5.3 Uninstall the Syslogd service (Sysloqd

Kiwi Syslog Daemon

2.5.4 Start the Syslogd service (Sysloqd )

Syslogd

Manage Ping the Syslog service

2.5.5 Stop the Syslogd service (Syslogd )

Syslogd

Manager Ping

20

2.5.6 Ping the Sysloqd service (Syslogd Ping)

Syslogd 5

Ping "The Syslogd Service is Alive!™

2.5.7 Show the Sysloqd service state (Syslogd )

Uninstalled( ) Running( ) Stopping( ) Not Responding(

2.5.8 Debug options( )

17



2.5.8.1 Display the Service version ( )

Service Manager

2.5.8.2 Get diagnostic information ( )

Service Manager

E
Kiwi Syslog Daemon
2.5.8.3 Reset the Syslogd service (Syslogd )
oS
2,3

3

Winsock
2.5.8.4 Clear the service DNS Cache (DNS )

IP DNS
Service Manager DNS
2.5.8.5 Apply new settings to Syslogd service ( )
Syslogd
2.5.8.6  Retrieve last messages ( )
Service Maneger
2.5.8.7 Send keep alive ( )
Service Manager 1 ( )
Service Manager 3
Service Manager Service Manager
CPU

18



2.6 Help ( )

2.6.1 Kiwi Syslog Help ( F1)
2.6.2 Help Topics ( )
2.6.3 Online FAQ ( FAQ)
Web http://www.kKiwisyslog.com FAQ

2.6.4 Request a 30 day trial key (30

)

http://www.kiwisyslog.com/trial

2.6.5 Purchase the reqgistered version (

http://www.jtc-i.co.jp 30

)

http://www.Kiwisyslog.com/register.htm

2.6.6 Enter the registration details (

http://www.jtc-i.co.jp

F2)

2.6.7 Make a suggestion or report a bug (

Kiwi
http://www.Kiwisyslog.com/support/

( ) Submit Enquiry

2.6.8 Join the mailing list (

http://www.Kiwisyslog.com/support/

2.6.9 About Kiwi Sysloqg (Kiwi Syslog Daemon

About Kiwi Syslog Daemon

Kiwi Web

19



3 Syslog

3.1 Syslog Daemon

Kiwi Syslog Daemon

SyslogCatchAll.txt Kiwi Syslog Daemon
\Logs
File Setup [Ctrl] [P]
File Setup Defaults/Import/Export Load default Rules and Settings

3.2

[Delete]
[Insert]

[CtrI-V]

[Ctri-C]

[F2]

[F4]

[Home]

[End]

[Enter] / (
L ]

[Shift + 1t ]

[Shift + ¢ ]

3.3 Rules / Filters / Actions ( / / )

3.3.1

100 100 100

syslog

syslog

25

Default
2 -
Kiwi Syslog Daermon
SyslogCatchAll.txt

20

Log to file
\Logs



3.3.2 Filter Type ( )

3.3.2.1 Simple filer ( )

Include "link up" "link down"

link up link down
1
OR

[C]
[S]

Include: |'"POF3I" "STE" "RMAFI" = || 5

: [S]

(Gl 1 OR
/ POP3 SMTP MAPI

Include: " The link is down" | s |

: [S]
[C]

The link is down
3.3.2.2 Complex filter ( )
1P
-
AND OR NOT-OR NOT-AND Exclude
[(A B) (c D)] [(E
(G H)]
1

OR

21



[C]

[S]
2 3,4
|r'||:||_,||je Ilfl:lxll Ilquickll IIhE”DII C S
And IID"\I"Er” Ilthell [:: ?’
Exclude:|"hello" clls
And:|"brown" - ?
[S]
(G 1 OR
fox quick hell o
over the hello brown
Include: Clls
And; Cll s
Exclude: |"chicken" "duck" C ?
And: O =
chicken duck
« )
[A-nd:]
[And:]
3.3.2.3 Reqular Expression filter ( )
Unix
AND OR NOT-OR NOT-AND Exclude

Unix

22



OR
[C]
2 3,4
Include: |" " The"
.-":"‘.r'ld: ”dDg$"
Exclude;|"chicken”
A | duck"
“ OR
The ( )dog
Include:
And:
Exclude:|"" The"
lﬂ'nd ”dl:lg$"
The dog
2 )
[And:]
[And:]
$
2 10? 10

23
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o [0

o [0
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x|y

{n}

{n.}

{n,m}

[xyz ]

[ xyz]

[a-z]

[*m-z]

\b

\B
\d
\D
\f
\n
\q
\r
\s
\S
\t
\v
\w
\wW
\num

\n

m

foooood

n
fooooood

verb

foooood

er

[0-9]

ASCII 34

24

1 10* 1 10 1000
10+ 10 1000
[T A\ K\
)
z|wood wood (z]w)oo Z0oo wood
n o{2} Bob o
2 o
n o{2,} Bob o
o o{l.,} o+ o{0,} o*
n m o{1,3}
o] 0{0,1} o?
[abc] plain a
[~abc] plain p
[a-Z] a z
[m-z] m z
( ) er\b never er
ea*r\B never early ear
[~0-9]
[ \A\n\r\t\v]

[ \An\rit\v]

[A-Za-z0-9_]

[NA-Za-z0-9 ]

"1 2
n 8 1 2 3 \11 \011
\0011 \001 1 8 256
2 ASCII



\xn 16 n 16 2 \x41 A \x041
1 ASCII
"Astuff” stuff
"stuff$” stuff
"o.d" old, odd, ord
"o[ld]d" old odd
"o[M]d” odd, ord, old
"od?" o od
"od*" o, od, odd
"od+" od, odd
A% ( )
"[A-Z][a-z]*"
"[0-9]+"
"[1-9]+[1-9]*" 0
“[+\-1?[0-9]*[\.]?[0-9]*"
(2 )
"dst=\gqLOCAL MACHINE\q" dst="LOCAL MACHINE*
"dst=\x22LOCAL MACHINE\x22" dst="LOCAL MACHINE* Hex(22) = ASCII 34 @)
"(z]w)oo" Z00 WO0O0
3.3.2.4 IP Address Range filter ( )
P
P
Include Exclude ( ) ( )
Include IP Exclude
Include range start:| 203 | 185 (100 | D0
Include range end:| 203 | 185 | 100 | 255
Exclude range start;| 203 | 185 | 100 | 10
Exclude range end:| 203 | 185 [ 100 | 20
IP 203.185.100.0 203.185.100.255 203.185.100.10

203.185.100.20

25
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Include range start:

Include range end:

Exclude range start:| 203 | 185 | 100 10
Exclude range end:| 203 | 185 100 ll
1P 203.185.100.10 203.185.100.20
3.3.2.5 IP Subnet Mask filter (IP )
/
IP
Include Exclude (
Include
Include IP Address:| 203 | 183 100 I
task:| 56 | 2BB 2hh 0

Exclude IP Address:

hask:
IP Mask: AND
1P 203.185.100.0

203.185.100.255

26
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Include IF Address:

hask:

Exclude IP Address:| 203 185 100 0

bask:| 255 255 Zhh 0

1P 203.185.100.0 203.185.100.255

3.3.2.6 Priority filer ( )

Emerg Alernt Crit Emor Wamm Hotice Info Debug
Kemel @ Q' @ @ O
User (v ] (v ] (v ) (v ]
M ail (v ] (V] (V') (v ]
Daemon (V) v ) (v ]
Auth (v ] (v v ) (v ]
Syslog v VU U U ToggetoON
Lpr Toggle to OFF
Mews Select All
UUCP Inverse
Inverse
Inverse
Select All Toggle to OFF Toggle to ON

27



Emerg Alert Cnt  Emor Warn MNotice Info Debug
Kernel < < <9 < <
User 9 O 9 O 0
M ail O O O 0
Daemon -ﬂ- d- ﬂ- -ﬂ- d-
Auth @ O 0 O o
Syzlog 'ﬁ 'ﬂ 'ﬁ' 'ﬁ 'ﬂ
Emerg Alert Cnt  Emor Warn MNotice Info Debug
Kernel

Uset @ @ © O U 9 9 o

Mail

Daemon
Auth
Syzlog

Emerg Alert Cnt Error Warn HMNotice Info Debug
Kernel V] & & V'] 9 v ] 9
Uszer
Mail @ O 0 9 O 9 O 0
Daemon & @ @ 9 9O 9 9 @
Auth 9 O 9 9 O 9O 9 ¢
Sysld | @ O 9O 9O U VU 9 @

User

3.3.2.7 Time of Day filter ( )

15
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Sun Mon Tue wed Thu Fri
00:00 9 9 <9
00:15 Q& 9 9 9
00:30
00-45 v v v v Toggle to ON
= v v o v Toaggle to OFF
01:00 v v ) V) Select All
01:15 Inverse
01:30
Inverse
Inverse
Select All Toggle to OFF Toggle to ON
Sun Mon Tue wed Thu Fri
07-45
08:00 (v < (v ) V] (v ]
08:15 (v < (v v ] (v ]
08:30 (v < (v v ) (v ]
08:45 (v < (V'] v ] (v
09:00 < < V'] V'] v ]
09:15 < < < < (v ]
8 9 15
8 5
Inverse
3.3.2.8 Time interval filter ( )
1
Flags/Counters
"link down"
message 1

Rule: Link down notify
Filters

29

Sat

Sat

X

send e-mail



Filter: Field=Hostname, Type=Simple.

Include: "central-router.company.com" [S]

Filter: Field=Msg Text, Type=Simple.
Include: "link down" [S]
Filter: Field=Flags/Counters, Type=Time interval

Fire this event once, then wait for 15 minutes before firing again.

Actions
Action: Send E-mail message

E-mail body: The link has gone down, please call the helpdesk.

Alert - %0MsgText

central-router.company.com
(Message text)

link down
E
scan detected
1 60
3.3.2.9 Threshold filter ( )
Y X
Flags/Counters
Threshold
1 5
30 5

link down

Rule: Failed login
Filters
Filter: Field=Hostname, Type=Simple.
Include: "unixhost.company.com™ [S]
Filter: Field=Msg Text, Type=Simple.
Include: "login failed" [S]
Filter: Field=Flags/Counters, Type=Threshold

Filter is true if event occurs 10 times in 120 seconds.

Actions
Action: Send E-mail message

(Message text)

login failed

E-mail body: Intruder Alert — Login failed 10 times in 2 minutes.

Alert - %0MsgText

central-router.company.com 120 10

Maintain individual threshold counts for each host address

Kiwi Syslog Daemon
Y X

login failed

15

port scan detected

Threshold

port



portflapping E
E 1
%MsgHost

Rule: Link Up
Filters
Filter: Field=Msg Text, Type=Simple
Include: "Link Up" [S]
Filter: Fields=Flags/counters, Type=Threshold
Filter is true is event occurs 10 times in 120 seconds,
maintain individual threshold counts for each host address.
Actions
Action: Send E-mail message
E-mail body: Port Flapping Detected - Link Up message on device '%MsgHost’
received 10 times in 2 minutes.
Device - %MsgHost
Alert - %MsgText

3.3.2.10 Timeout filter ( )

Flags/Counters

Syslog
1 200 1 10
E

flags/counters

Priority: Local7.Debug (191)

HostlIP: 127.0.0.1 (localhost)

MsgText: The rule 'Rule name here' has only been matched X times in Y minutes. The threshold was set for Z
times.

Rule: Firewall Monitor
Filters

Filter: Field=Hostname, Type=Simple.
Include: "firewall.company.com" [S]

Filter: Field=Flags/Counters, Type=Timeout
Filter is true if event doesn't occur 1 times in 5 minutes.

Filter: Field=Time of Day, Type= Time of Day
Monday to Friday 8:00 a.m. to 6:00 p.m.

Actions
Action: Send E-mail message
E-mail body: Firewall is not alive
Alert - %MsgText

%MsgText

The rule 'Firewall Monitor' has only been matched 0 times in 5 minutes. The threshold was set for 1 times.

firewall.company.com 5 Timeout
(8:00 a.m. 6:00 p.m )
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3.3.2.11

Import
Export
Import KSD
Export KSR
support@kiwisyslog.com
Kiwi Web
3.3.2.12 Input source
- UDP
- TCP
- SNMP
UDP
UDP TCP SNMP
TCP
TCP UDP SNMP
SNMP
SNMP UDP TCP
3.3.3 Action - Display ( - )
10 Kiwi Syslog Daemon
File | Setup | Display Modify display names
Update
3.3.4 Action - Log to file ( - )
3.3.4.1 Action - Log to file ( - )
Log file name [...]
SyslogCatchAll.txt
InstallPath\Logs\ InstallPath Kiwi Syslog Daemon

3.3.4.2 AutoSplit values ( )
AutoSplit
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AutoSplit Insert AutoSplit value

%PriLevAA
AutoSplit
C:\Logs\MyLogFile%DateD2.txt
%DateD2 23
C:\Logs\MyLogFile23.txt
AutoSplit
C:\Logs\%PriLevAA\MyLogFile-%Datel SO.txt
C:\Logs\Debug\MyLogFile-2002-04-09.txt
C:\Logs\%HostName.%HostDomain\MyLogFile-%PriLevAA.txt
C:\Logs\myhost.mycompany.com\MyLogFile-Debug.txt
Run Script VarCustom VarGlobal
%
AutoSplit

Date

ISO Date (YYYY-MM-DD)

%DatelSO

YYYY-MM-DD 10

2002-10-15

Year (YYYY)

%DateY4

4 4

2002

Year (YY)

%DateY2

2 2

02

Month (MM) with leading zero

%DateM2

2 2

12

Month (MMM) in English

%DateM3

3 3 (Jan, Feb, Mar, Apr...)
Nov

Date (DD) with leading zero
33



%DateD2
05

Day (DDD) in English
%DateD3

3 3 (Sun, Mon, Tue...)
Fri

Time

Hour (HH) with leading zero

%TimeHH

2 2 24 3p.m. =15
14

Minute (MM) with leading zero
%TimeMM

2 2

59

AM/PM indicator (AM or PM)

"%TimeAMPM

2 2 00:00 11:59 = AM. 12:00 23:59 = PM
AM

Priority

Level (Alpha)
%PriLevAA

Debug, Notice, Info
Critical

Facility (Alpha)

%PriFacAA

facility Locall, News, Cron...
User

Level (2 digit numeric)

%PriLev0O

2 00 07
05

Facility (2 digit numeric)

%PriFac00

2 facility 00 23
23

Priority (3 digit numeric)
%Pri000
3 000 191
016
IP Address ( )

IP Address (4 8 , )
%IPAdd4

192.168.001.024

IP Address (3 8 , )
%IPAdd3

192.168.001

34



Host name

Message Text - WELF (
WELF WebTrends
CyberWallPlus, NetScreen
fw=
AutoSplit
Firewall name (WELF format)
% TextFW
protector
Source address (WELF format)
%TextSrc
)
192.168.1.6
Destination address (WELF format)
%TextDst
)
203.57.12.1
Protocol (WELF format)
%TextProto
http
Input Source ( )

IP Address (2 8 s
%IPAdd2

203.056

( )

Hostname (no domain)
%HostName

sales-router

Domain (no host)
%HostDomain

mycompany.co.nz

Reversed domain (no host)
%HostDomRev

nz.co.mycompany

Input Source (UDP/TCP/SNMP)

%InpSrc

(
UDP

Custom/Global script fields(

VarCustomO1 VarCustom16
%VarCustomO1 %VarCustom16

GNATBox, SonicWall,

src=
http://www.Kiwisyslog.com/support
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Run Script 16

autosplit
1
VarGlobal
VarGlobalO1 VarGloball6
%VarGlobalO1 %VarGloabl16
Run Script 16
autosplit
3.3.4.3 Logfile formats ( )
Formatting
Custom File Format Log to file
Kiwi format 1SO yyyy-mm-dd (Tab delimited)
(YYYY-MM-DD HH:MM:SS) [TAB] ( . ) [TAB] [TAB]

: 2002-07-22 12:34:56 [TAB] Local5.Debug [TAB] firewall-inside [TAB] prot=UDP port=53 dst=203.25.36.47
src=192.168.1.2 bytes=64

Kiwi format 1SO UTC yyyy-mm-dd (Tab delimited)
uTC (YYYY-MM-DD HH:MM:SS) [TAB] ( ) ) [TAB]
[TAB]

: 2002-07-22 12:34:56 [TAB] Local5.Debug [TAB] firewall-inside [TAB] prot=UDP port=53 dst=203.25.36.47
src=192.168.1.2 bytes=64

Kiwi format mm-dd-yyyy (Tab delimited)
(MM-DD-YYYY) [TAB] (HH:MM:SS) [TAB] ( . ) [TAB]
[TAB] t

: 07-22-2002 [TAB] 12:34:56 [TAB] Local5.Debug [TAB] firewall-inside [TAB] prot=UDP port=53
dst=203.25.36.47 src=192.168.1.2 bytes=64

Kiwi format dd-mm-yyyy (Tab delimited)
(DD-MM-YYYY) [TAB] (HH:MM:SS) [TAB] ( . ) [TAB]
[TAB]

: 22-07-2002 [TAB] 12:34:56 [TAB] Local5.Debug [TAB] firewall-inside [TAB] prot=UDP port=53
dst=203.25.36.47 src=192.168.1.2 bytes=64

Kiwi format UTC mm-dd-yyyy (Tab delimited)
UTC (MM-DD-YYYY) [TAB] UTC (HH:MM:SS) [TAB] ( . )
[TAB] [TAB]

: 07-22-2002 [TAB] 12:34:56 [TAB] Local5.Debug [TAB] firewall-inside [TAB] prot=UDP port=53
dst=203.25.36.47 src=192.168.1.2 bytes=64

Kiwi format UTC dd-mm-yyyy (Tab delimited)
uTC (DD-MM-YYYY) [TAB] UTC (HH:MM:SS) [TAB] ( ) )
[TAB] [TAB]

1 22-07-2002 [TAB] 12:34:56 [TAB] Local5.Debug [TAB] firewall-inside [TAB] prot=UDP port=53
dst=203.25.36.47 src=192.168.1.2 bytes=64
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Comma Separated Values yyyy-mm-dd (CSV)
(YYYY-MM-DD HH:MM:SS), ( . ), )

: 2002-07-22 12:34:56,Local5.Debug,firewall-inside,"prot=UDP port=53 dst=203.25.36.47 src=192.168.1.2
bytes=64"

Comma Separated Values UTC yyyy-mm-dd (CSV)
uTC (YYYY-MM-DD HH:MM:SS), ( . ), ,

: 2002-07-22 12:34:56,Local5.Debug,firewall-inside,"prot=UDP port=53 dst=203.25.36.47 src=192.168.1.2
bytes=64"

BSD Unix syslog format
(Mmm DD HH:MM:SS) [SPACE] [SPACE] ( PID )

1 Jul 22 12:34:56 [SPACE] firewall-inside [SPACE] amd[308]: key sys: No value component in "rw,intr"

XML tagged format

<Message><DateTime> (YYYY-MM-DD HH:MM:SS) </DateTime><Priority>
(Facility. ) </Priority><Source_Host> </Source_Host><MessageText>
</MessageText></Message=>

: <Message><DateTime>2002-07-23
21:53:35</DateTime><Priority>Local7.Debug</Priority><Source_Host>firewall-inside</Source_Host><Message
Text> prot=UDP port=53 dst=203.25.36.47 src=192.168.1.2 bytes=64</MessageText></Message>

RnRsoft ReportGen format
rnrsoft [TAB] (YYYY-MM-DD) [TAB] (HH:MM:SS) [TAB] [TAB] (0-7 )
[TAB] Message text

: rnrsoft [TAB] 2002-07-23 [TAB] 22:02:51 [TAB] firewall-inside [TAB] 7 [TAB] prot=UDP port=53
dst=203.25.36.47 src=192.168.1.2 bytes=64

SonicWall, PIX, GNATbox Netscreen ReportGen Web
http://www.reportgen.com

WebTrends format
WTsyslog[2001-11-12 12:44:45 ip=192.168.168.1 pri=6] <134=id=firewall time="2001-11-15
08:43:42" fw=192.168.1.1 pri=6 src=192.168.1.34 proto=http

: WTsyslog[2001-11-12 12:44:45 ip=192.168.168.1 pri=6] <134=>id=firewall time="2001-11-15 08:43:42"
fw=192.168.1.1 pri=6 src=192.168.1.34 proto=http

Webtrends firewall suite Web
http://www.netig.com/products/fwr

Cisco PIX PFSS format (Raw logging)
<Priority value (0-191)>

: <191>Built outbound TCP connection 12004 for faddr grc.com/80 gaddr 192.168.2.2/4120 laddr
192.168.1.1/4391

3Com 3CDeamon format (BSD space delimited)
(Mmm DD HH:MM:SS) [SPACE] [SPACE]

:Jul 22 12:34:56 [SPACE] 192.168.1.1 [SPACE] key sys: No value component in "rw,intr"

Raw - Message text only (no priority)

: Built outbound TCP connection 12004 for faddr grc.com/80 gaddr 192.168.2.2/4120 laddr 192.168.1.1/4391

Sawmill format 1SO yyyy-mm-dd (Tab delimited)
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(YYYY-MM-DD HH:MM:SS) [TAB] ( ) [TAB] [TAB]

2002-07-22 12:34:56 [TAB] Local5.Debug [TAB] firewall-inside [TAB] prot=UDP port=53 dst=203.25.36.47
src=192.168.1.2 bytes=64

Sawmill Web
http://www.sawmill.net

3.3.4.4 Log File Rotation

( :logfile.txt.001)

logfile.txt.001 logfile.txt.002 logfile.txt.001

)

SyslogrCacheaillid

Y ot

byl atcte®ll ot Syiloglatchall e 0l

E ROTATE 3 ROTATE B

SyEhaCatchell it SylogCatchAlten OOl SyshogrCabchall it 00z
j ROTATE j ROTATE Ij ROTATE D MOTATE @
Sraloglabelnll =t Syileglalehll 0Ol Tyl ale A 1 [N SylagUatchilll B A [ Lacall
Log to file
Enable Log File Rotation
Total number of log files
4 <logdfile=, <logfile.001>,<logdfile.002> <logfile.003> 4

Maximum log file size

Maximum log file age
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3.3.5 Action - Forward to another host ( —

Syslog UDP TCP syslog
Destination IP address or hostname
IP
IP

l.e. Myhost.com, SecondHost.net, 203.75.21.3

Protocol
Syslog UDP( ) TCP KRDP
Kiwi Reliable Delivery Protocol (KRDP) 2 Kiwi Syslog Daemonn TCP
New Port
UDP: 514
TCP: 1468 601
KDRP: 1468
New Facility /7 New Level
-No change-
KDRP connection identifier
KDRP syslog daemon
ID
Source: RemoteOfficel SyslogDaemonl
syslog daemon
Forward to another host ID
KRDP 1 ID
ID %MACAddress
MAC
Source: RemoteOfficel-%MACAddress
ID
Source: RemoteOfficel-AA-BB-CC-DD-EE-FF-00
MAC
Send with RFC3164 header information
RFC3164
<Priority>Date Hostname PID Message text
Priority 0-191
Date Mmm DD HH:NN:SS(July 4 12:44:39)
PID 32
Retain the original source address of the message
syslog syslog /
UDP TCP
Kiwi Syslog Daemon
Original Address=192.168.1.1 Original Address= IP

Retain the original source address of the message
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OriginalAddressStartTag
/

Spoof Network Packet
1P

Use a fixed source IP address
Original Address=

OriginalAddressEndTag 2

Original Address=

IP
syslog daemon 1

syslog 10.0.0.x

Spoof Network Packet

IP
Spoof Network Packet
WinPcap 3.0+ Windows 2000/XP/2003
UDP syslog
Syslog Server IP

Syslog Daemon UDP/IP Selected Network Adapter

Kiwi Syslog Daemon

Windows 2000/XP/2003 (Window 95/98/Me/Vista ) WinPcap

syslog IP

Original Address=

syslog

syslog daemon

syslog

Kiwi

3.0

WinPcap (Windows Packet Capture library) http://www.winpcap.org/

Test
Test

3.3.6 Action - Play a sound (

Syslog

Filename of wav. sound file

\sounds

[...]

Test

3.3.7 Action - Run external program ( —

Syslog
[---]
Command line options
Syslog

Insert message content or counter

Syslog
counter

Program file name

[1]

Insert message content or counter
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Command line options

"555-1234", "Syslog - A link has gone down - %MsgAll"
: "Warning, message received from host %MsgHost at %6MsgTime"

Process Priority
Windows

LOW_PRIORITY
BELOW_NORMAL_PRIORITY
NORMAL_PRUIRITY( )
ABOVE_NORMAL_PRIORITY
HIGH_PRIORITY
REALTIME_PRIORITY(

AboveNormal
Normal High

BelowNormal

Idle Normal
High
Normal
Task List oS
CPU

Low
Low

Idle
Normal
Realtime

os
Window Mode

Window Mode
Syslog Daemon
Hide
Normal
Minimized
Maximized
Wait for program initialization to complete before continuing
Syslog
Inputldle Kiwi Syslog
Syslog
Syslog

3.3.8 Action - E-mail message ( —E )

Syslog
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Syslog Syslog E

E-mail SMTP

E-mail recipient

E-mail subject 1

E-mail message

length %MsgText

[Test] E
Setup

Insert message content or counter

Syslog
Insert message content or counter

E-mail Subject: Syslog Alert from %MsgHost

Syslog

Max subject length

Max message
Syslog

Test

Insert message content or counter

%MsgText

E-mail Message:Message from Host %oMsgHost at %MsgTime on %MsgDate Message: Y%oMsgText

Kiwi Syslog Daemon Syslog E

%MsgAll Syslog E

E E
1,000 Syslog
E 1
E-mail Delivery Options
E Importance( ) Priority( ) Sensitivity( )
E

Importance: Unspecified ( ) / High / Normal / Low
Priority: Unspecified ( ) / Normal / Urgent / Non-Urgent
Sensitivity: Unspecified ( ) / Personal / Private / Confidential
Expand <013><010> in message
<013> <010=> CR LF
replace non printable characters with ASCII value Syslog CR
LF E
3.3.8.1 Insert message content or counter ( / )

%MsgText Syslog

%
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E-mail Subject : Syslog Alert from %MsgHost

All of the message
%MsgAll

2002-10-10 11:28:04 Local7.Debug host.company.com This is a test message

Date
%MsgDate

YYYY-MM-DD
2002-02-18

Time
%MsgTime

HH:MM:SS
22:30:16

Facility
%MsgFacility

Local7, Mail

Level
%MsglLevel

level
Debug, Info

Host address of sender
%MsgHost

IP
192.168.1.1

The message text
%MsgText

syslog

This is a test message

Alarm min msg threshold
%MsgAlarmMin

100 (1 )

Alarm max msg threshold
%MsgAlarmMax

5000 (1 )

Alarm disk space threshold
%MsgAlarmDisk

MB

90 (MB)

Message count this hour
%MsgThisHour

254

Message count last hour
%MsgLastHour

1
254
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Machine Mac address

Script

%MACAddress
MAC
AA-BB-CC-DD-EE-FF-00
Custom/Global/Statistics ( )
VarCustomO1 VarCustom16
%VarCustomO1 %VarCustom16
Run Script 16
autosplit
1
VarGlobal
VarGlobal0O1 VarGloball6
%VarGlobalO1l %VarGloabll16
Run Script 16
autosplit
VarStatsO1 VarStats16
%VarStatsO1 %VarStats16
Run Script 16
options E
3.3.9 Action - Send Syslog message ( — Syslog )
Syslog
Syslog Syslog
Syslog
IP address or Hostname IP
[ 1]
IP
. Myhost.com, SecondHost.net, 203.75.21.3
New facility New level

[Test] Syslog
Insert message content or counter

syslog
link
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%MsgText syslog Syslog message text:

Syslog message text:  Syslog Alert from %MsgHost

Syslog message text: Message from Host %MsgHost at %MsgTime on %MsgDate Message: %MsgText

3.3.10 Action - Log to database ( - )

3.3.10.1 Action - Log to database ( - )

ODBC Data Source Name (DSN)

Datalink connection string
Datalink connection string DSN ID

[---] ODBC DSN
Datalink connection string

Data Source Name
ODBC DSN [---] ODBC Data Source Names

UlID=UserlID;
PWD=Password;

DSN=Syslogd;UID=Admin;PWD=Password;

UserID Password DSN
DSN=Syslogd ;
DSN DSN=
Database table name
Syslogd
ODBC [Test] /

Database type/field format
[Edit custom format]

Access
SQL
MySQL
Oracle

Microsoft Access database
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Field

Date

Time

Priority
Hostname
Message text

SQL database (Microsoft SQL

Field

Date

Time

Priority
Hostname
Message text

MySQL database

Field

Date

Time

Priority
Hostname
Message text

Oracle database

Field

Date

Time

Priority
Hostname
Message text

ODBC

Name
MSGDATE
MSGTIME
MSGPRIORITY
MSGHOSTNAME
MSGTEXT

Name
MSGDATE
MSGTIME
MSGPRIORITY
MSGHOSTNAME
MSGTEXT

Name
MSGDATE
MSGTIME
MSGPRIORITY
MSGHOSTNAME
MSGTEXT

Name
MSGDATE
MSGTIME
MSGPRIORITY
MSGHOSTNAME
MSGTEXT

Type
Date
Time
Text
Text
Memo

generic SQL)

Type
DateTime
DateTime
VarChar
VarChar
VarChar

Type
Date
Time
VarChar
VarChar
Text

Type
Date
Time
VarChar2
VarChar2
VarChar2

Size
10

30
255
1024

Size
10

30
255
1024

Size
10

30
255
1024

Size
10

30
255
1024

MDAC (Microsoft Data Access Components)

http://www.microsoft.com/data/

ODBC

Kiwi Syslog Daemon

http://www.Kiwitools.com/downloads/Syslog_ODBC_Samples.zip

Zip

ODBC Control Panel

[

Create table
DSN

Query table

databases

[ODBC]

Move previous

5

ODBC

DSN ODBC

DSN

2.50
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Field name Type Size Data

-——+ + + >
MsgDate adDBTimeStamp 16 28/07/2002
MsgTime adDBTimeStamp 16 14:45:16
MsgPriority advVarWChar 30 Local7.Debug
MsgHostname  adVarWChar 255 host.company.com
MsgTex adLongVarWChar 1024 This is a test message from Kiwi Syslog Daemon

Edit custom format
Database type/field format
Custom DB formats

Show SQL commands
SQL

Create table Kiwi Syslog Daemon

sSQL

Database type: Access database
Database name: Kiwi Access format 1SO yyyy-mm-dd

SQL
CREATE TABLE Syslogd (MsgDate DATE,MsgTime TIME,MsgPriority TEXT(30),MsgHostname TEXT(255),MsgText
MEMO)

SQL INSERT
INSERT INTO Syslogd (MsgDate,MsgTime,MsgPriority,MsgHostname,MsgText) VALUES
('2002-07-28","14:58:04",'Local7.Debug’,'host.company.com’,'This is a test message from Kiwi Syslog Daemon")

Connection Inactivity timeout

600 (10 ) 0 86400 @)
Run debug command
SQL
INSERT query
Select From
Show SQL commands
Run script syslog
16 syslog
( )
\Scripts
3.3.10.2 To configure an ODBC database DSN (ODBC DSN )
[ 1 [ (ODBC)] (32 )
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[ DSN] [ 1 (
DSN )

Kiwi Syslog Daemon

( Microsoft Access Driver
[ ] (Syslogd
[ 1
[OK] DSN
Log to Database Data link connection string

3.3.10.3 Problems logging when running as a Service (

DSN

Service Manager OoDBC

ODBC

Administrator

[ 1 I 1

Local System

3.3.11 Action - Log to NT Event log ( - NT Event log )
3.3.11.1 Action - Log to NT Event log ( - NT Event log )
syslog NT
NT Error, Warning, Information, Success Audit Failure Audit 5
NT
3.3.11.2
3
Single insertion string
%1
— Tab — — — Tab — — Tab —

5 Tab delimited insertion strings

%1 Tab %2 Tab %3 Tab %4 Tab %5
%1 =

%2 =

%3 =

%4 =

%5 =

5 Space delimited insertion strings

%1 Space %2 Space %3 Space %4 Space %5
%1 =

%2 =

%3 =

%4 =
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%5 =

[Test] NT Windows 95/98 NT
NT NT System
NT
3.3.12 Action - Send pager or SMS message via NotePage Pro ( - NotePage Pro
ISMS )
NotePagerPro SMS E
http://www.notepager.com NotePager
NotePager Pro SMS

NotePager Pro

SNPP, WCTP, SMTP

NotePager Pro
http://www.notepager.com

NotePager Pro NotePager Pro
SNPP TAPI

Insert message content or counter Syslog
Syslog

Send Page To:
NotePager Pro Recipients and Groups
NotePager Pro
1
Send to: Joe

Send To: All-Network-Staff.

Message From:

NotePager Pro E
NotePager Pro
"company.com" Syslog Syslog@company.com
Message:
SMS %MsgText %MsgText
syslog

Insert message content or counter
Max message length
%MsgText Syslog

%MsgText Message
1=link up, 2=link down, 9=Router unreachable

Test
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[Test] [Test Setup]

Insert message content or counter
Insert message content
or counter

%MsgText syslog

Message: Message from Host %MsgHost at %oMsgTime on %MsgDate Message: %MsgText

3.3.13 Action - Send ICQ instant message ( —ICO )
Syslog ICQ ICQ
WWPager ICQ 1CQ
ICQ Web ICQ

http://www.icq.com

ICQ 2 1
http 1CQ Web 80
80 Web
http://wwp.icq.com
Syslog Syslog
ICQ number:
ICQ
From name:
ICQ
From e-mail address:
ICQ E
Subject:
%MsgHost syslog
Insert message content or counter Max
message length
Message:
1CQ %MsgText %MsgText syslog
Insert message content or counter
Max message length
%MsgText Syslog ICQ

Expand <013><010> in message
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<013> <010=> CR LF replace non printable characters with ASCII
value Syslog CR LF ICQ

ICQ

Nickname: Syslog Daemon

E-mail: syslog@company.com

Sender IP: XXX.XXX.XXX. XXX

Subject: firewall.company.com

Firewall Alert - Unauthorized login attempt: User=Administrator

[Test] 1CQ 1ICQ [Test Setup]

Insert message content or counter
1CQ Insert message
content or counter

%MsgText syslog

subject: Syslog Alert from %MsgHost
message: Message from Host %oMsgHost at %MsgTime on %MsgDate Message: %MsgText

3.3.14 Action - Send SNMP Trap ( — SNMP )

Syslog IP SNMP

File | Setup | Action Add New item

Send SNMP trap

Destination host
SNMP IP

Message text
SNMP
Insert message content or counters (Message text )

Agent IP address
SNMP IP From original sender From this machine (
Kiwi Syslog Daemon )

Generic type
6 version 1

Cold Start

Warm Start

Link Down

Link Up
Authentication Failure
EGP Neighbor Loss
Enterprise Specific

O WNEO

51



Version

Kiwi Syslog Daemon SNMP

Enterprise OID
SNMP MIB
2

Generic Type 6

Variable OID
2 SNMP MIB

Community

Specific type
MIB

Remote port
SNMP

SNMP

SNMP

( 1.3.6.1.X.X.X.X)

( 1.3.6.1.X.X.X.X)

3.3.15 Action — Stop processing message (

public, private

162

(vi

monitor

(

v2)

syslog

3.3.16 Action - Run Script ( —

Main()
OK
(vB ):
Function Main()

' Your code goes here

' Set the return value
Main = "OK"

End Function

Script file name

txt

OK
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Script description

Script Language

Windows Script Visual Basic® Scripting Edition Microsoft Jscript® 2
VBScript - MS Word Excel Visual Basic VBA (Visual Basic for Applications)
Jscript — Web Java Java
Kiwi
Jscript
VBScript Web
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/script56/html/vtoriVBScript.asp
J Script Web
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/script56/html/js56jsoriJScript.asp
Perl, Python, Ruby
PerlScript Web
http://www.activestate.com/Products/ActivePerl
Python Web
http://www.activestate.com/Products/ActivePython
ActiveScriptRuby Web
http://arton.hp.infoseek.co.jp/index.html
Edit script
/ [Test]
Test
Main() Syslog Daemon
Main() OK
show test results
Setup ([Test] )
Show test results
show test results
Kiwi Syslog Daemon File | Debug options | Clear the script file script

file cache
[CtrI]+[F8]

Kiwi Syslog Daemon
Manage
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Field Read/Write permissions

CPU Read/Write
Read
Write
VarFacility
VarLevel
VarlnputSource
VarPeerAddress
VarPeerName

VarPeerDomain
VarCleanMessageText

VarDate

VarTime
VarMilliSeconds
VarSocketPeerAddress
VarPeerAddressHex
VarPeerPort
VarLocalAddress
VarlLocalPort
VarPriority
VarRawMessageText

VarCustomO1 VarCustom16

Read/Write

Inter-script
VarGlobalO1 VarGloball6

Custom Statistics
VarStatsO1 VarStats16

Control Counter
ActionQuit

SecondsSinceMidnight
SecondsSinceStartup

Keep-alive input

3.3.16.1 -

Syslog

30
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http://www.kiwisyslog.com/trial

1.
Replace Text

Run Script
Script file name ReplaceText.txt
Script description Replaces occurrences of "cat" with "dog"
Script language VBScript
Field Read/Write permissions
Common fields: Read=Yes, Write=Yes
Other fields: Read=No, Write=No
Custom fields: Read=No, Write=No

[Edit Script]

Function Main()

' Replace cat with dog within the message text field
Fields.VarCleanMessageText = Replace(Fields.VarCleanMessageText, "cat", "dog")

' Return OK to tell syslog that the script ran correctly.
Main = "OK"

End Function

2.
Log to file
Path and file name of log file MyCustomLog.txt
Log file format
New action [F4] Log to file

Display
Display number
New action [F4] Display

Run script Display Log to file
1

Rules
Rule: Replace Text
Filters
Actions
Run Script
Display
Log to file

3.
Run Script
[Test Setup]
message text The cat sat on the mat
[Show action]
[Show test results]

[Test]
cat dog
4. SyslogGen
Kiwi Syslog Daemon Setup [OK]
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Kiwi SyslogGen www.Kiwisyslog.com
Kiwi Syslog Daemon
Send send message once

Destination localhost (127.0.0.1)
Message text This is a test. The cat sat on the mat
[Send]

This is a test. The dog sat on the mat .

3.3.16.2

Fields

/ Fields.

Fields.VarFacility

(0-32767)
0 23

Fields.VarLevel

(0-32767)
:0 7

Fields.VarlnputSource

(0-32767)

Read/Write permissions

: 0 to 2. O=UDP, 1=TCP, 2=SNMP, 3 = KeepAlive, 4 = NT Event Log, 5 = Log file, 6 = Comm port

(4,5,6 )

Fields.VarPeerAddress

IP (
A.
(192.168.1.1) --->
(192.168.1.3)
192.168.1.1
B.
(192.168.1.1) --->
192.168.1.1
D nNNNn.nNnn.NnnNn.NnNnN
: 192.168.1.67

Fields.VarPeerName

DNS
VarPeerAddress

> myhost

Fields.VarPeerDomain

nnn.nnn.nnn.nnn)

Syslog

Syslog (192.168.1.2) ---> Syslog

Syslog (192.168.1.3)

nnn.nnn.nnn.nnn FQDN
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FQDN

> mydomain.com
Fields.VarCleanMessageText

( , DNS , , Cisco

DNS

%SEC-6-1PACCESSLOGRP: list 101 denied udp 10.0.0.3 (firewall) (137) -> 216.7.14.105

(webserver.company.com) (137), 1 packet

Fields.VarDate

(10 )
: YYYY-MM-DD
: 2002-03-17

Fields.VarTime

(8 )
: HH:MM:SS
: 23:10:04

Fields.VarMilliSeconds
: 1/1000

: €] )

: 000 999

:nnn (3 , )

Fields.VarSocketPeerAddress

A.
(192.168.1.1) ---> Syslog
(192.168.1.3)
192.168.1.2.

B.

(192.168.1.1) ---> syslog
192.168.1.3.

> nnn.nnn.nnn.nnn.
:192.168.1.67
Fields.VarPeerAddressHex

IP 8 16

16 IP IP VarPeerlPAddress

VarPeerAddressHex
: (8 )
: 00000000 FFFFFFFF
: COA80102 (192.168.1.2 2 16

Fields.VarPeerPort
: UDP/TCP
(0-65535)
:0 65535
: 1023
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Fields.VarLocalAddress

:127.0.0.1, 192.168.1.2
Fields.VarLocalPort
(0-65535)

:0 65535
: UDP 514, TCP
Fields.VarPriority

(0-32767)
o) 191

Fields.VarRawMessageText

UDP/TCP

1468, SNMP 162

( <pri= , )
Log to file Log to Database
message content or counter AutoSplit
16 9 (varCustom1

Fields.VarCustomO1

Fields.VarCustoml16

%VarGlobal01 Insert message content or counter

16 1 9 (VarCustoml
)
Fields.VarGlobalO1 Fields.VarGloball6
message content or counter
Syslog Statistics Counters
Scripting
16 1 9 (VarStatsl

Fields.VarStatsO1

Fields.ActionQuit

Fields.VarStats16
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AutoSplit
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a= 1 3= 3 ) 100
(0-32767)

o) 1000

: 0= , 1-99= , 100=

Fields.SecondsSinceMidnight
: 0

: (0-20 )
:0 86400

Fields.SecondsSinceStartup

(0-20 )
3.3.16.3
Fields

Fields
Fields

Fields.IsValidlIPAddress(IPAddress as string) as Boolean
: IP true
1P
(true/false)

If Fields.IsValidIPAddress(Fields.VarPeerAddress) = True then
Fields.VarCustomO1l = Fields.VarPeerAddress
End if

Fields.ConvertlPtoHex(IPAddress As String) As String
D IP 8 16
1P
18 16

If Fields.IsValidIPAddress(Fields.VarPeerAddress) = True then
Fields.VarCustomO1l = Fields.ConvertlPToHex(Fields.VarPeerAddress)
End if

Fields.GetDailyStatistics() As String
CRLF

MyStats = Fields.GetDailyStatistics()
E

Fields.ConvertPriorityToText(PriorityValue)

0 191

191 Local7.Debug
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Filename = "C:\Program files\Syslogd\Logs\TestLog.txt"
' Use the date and time from the current message
With Fields
MsgDate = .VarDate & " " & .VarTime
MsgText = "This is a test message from the scripting action”
Data = MsgDate & vbtab & .ConvertPriorityToText(.VarPriority) & vbtab & _
.VarPeerAddress & vbtab & MsgText
Call .ActionLogToFile(Filename, Data)
End with

Fields.ActionPlaySound(SoundFilename As String, RepeatCount as Long)

wav X
RepeatCount :
0= ( )
1 100 =
1 5

' Play the squeak sound 5 times
Call Fields.ActionPlaySound(C:\Program Files\Syslogd\Sounds\Squeak.wav", 5)

' Play the squeak sound until cancelled
Call Fields.ActionPlaySound("C:\Program Files\Syslogd\Sounds\Squeak.wav", 0)

' Play the system beep sound 10 times
Call Fields.ActionPlaySound(", 10)

' Play the system beep sound until cancelled
Call Fields.ActionPlaySound("", 0)

Fields.ActionSendEmail(MailTo, MailFrom, MailSubject, MailMessage , [Maillmportance] ,

[MailPriority] , [MailSensitivity] )
: E

E-mail Delivery Options(Importance Priority Sensitivity)

E
E Importance( ) Priority( ) Sensitivity(
E
Maillmportance: O - Unspecified ( )
1 - High
2 - Normal
3 - Low
MailPriority: O - Unspecified ( )
1 - Normal
2 - Urgent
3 - Non-Urgent
MailSensitivity: O - Unspecified ( )
1 - Personal
2 - Private

3 - Confidential

MailTo = "userl@company.com,user2@company.com,user3@company.com”
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- E joe@company.com E
MailTo = "joe@company.com"
MailFrom = "server@company.com"
MailSubject = "This is a test of the scripting action”
MailMessage = "This is a test mail message" & vbCrLf & "Multiple lines."

Call Fields.ActionSendEmail(MailTo, MailFrom, MailSubject, MailMessage)

E Importance = High Priority = Urgent Sensitivity = Confidential
joe@company.com E
MailTo = "joe@company.com"
MailFrom = "server@company.com"
MailSubject = "This is a test of the scripting action”
MailMessage = "This is a test mail message" & vbCrLf & "Multiple lines."
Maillmportance = 1
MailPriority = 2
MailSensitivity = 3
Call Fields.ActionSendEmail(MailTo, MailFrom, MailSubject, MailMessage, Maillmportance,
MailPriority, MailSensitivity)

Fields.ActionLogToFile(Filename, Data, [RotateLogFile] , [RotationType] , [NumLogFiles] ,
[Amount] , [Unit])

AutoSplit
%TimeHH

: Filename = "C:\Program files\Syslogd\Logs\TestLog%TimeHH.txt"

Filename = "C:\Program files\Syslogd\Logs\TestLog.txt"

MsgPriority = "Local7.Info"

MsgHostAddress = Fields.VarPeerAddress

' Use the date and time from the current message

MsgDate = Fields.VarDate & " " & Fields.VarTime

MsgText = "This is a test message from the scripting action”

Data = MsgDate & vbtab & MsgPriority & vbtab & MsgHostAddress & vbtab & MsgText

Call Fields.ActionLogToFile(Filename, Data)

Other fields Read VarDate VarTime

Kiwi Syslog Daemon

RotatelLogFile, RotationType, NumLogFiles, Amount Unit

RotateLogFile: 0 =

1=
RotationType: 0 = Amount Unit
1= Amount Unit
NumLogFiles:
Amount: For RotationType=0 : Amount
For RotationType=1 : Amount
Unit For RotationType=0 : Amout
0=
1
2=
3=
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For RotationType=1: Amount

Filename = "C:\Program files\Syslogd\Logs\TestLog.txt"
MsgPriority = "Local7.Info"

MsgHostAddress = Fields.VarPeerAddress

' Use the date and time from the current message

MsgDate = Fields.VarDate & " " & Fields.VarTime

MsgText = "This is a test message from the scripting action”
Data = MsgDate & vbtab & MsgPriority & vbtab & MsgHostAddress & vbtab & MsgText
RotateLogFile = 1 'Rotate this log

RotationType = 0 'Using File size rotation -

NumLogFiles = 4 'Use up to 4 log files

Amount = 1000 'Each log file no more than 1000

Unit = 0 'bytes in length

Call Fields.ActionLogToFile(Filename, Data, RotateLogFile, RotationType, NumLogFiles, Amount,
Unit)

(2):
Filename = "C:\Program files\Syslogd\Logs\TestLog.txt"
MsgPriority = "Local7.Info"
MsgHostAddress = Fields.VarPeerAddress
' Use the date and time from the current message
MsgDate = Fields.VarDate & " " & Fields.VarTime
MsgText = "This is a test message from the scripting action"
Data = MsgDate & vbtab & MsgPriority & vbtab & MsgHostAddress & vbtab & MsgText
RotateLogFile = 1 'Rotate this log
RotationType = 1 'Using File age rotation -
NumLogFiles = 12 'Use up to 12 log files
Amount = 1 'Each log file no more than 1
Unit = 5 'month old

Call Fields.ActionLogToFile(Filename, Data, RotateLogFile, RotationType, NumLogFiles, Amount,
Unit)

Fields.ActionSendSyslog(Hostname, Message, Port, Protocol)

syslog Protocol
Hostname: IP
Message: syslog
Port: 1 65535 (514 syslog )
Protocol: O 1 (O=UDP, 1=TCP)
UDP TCP syslog

Hostname = "10.0.0.1" ' Remote syslog host

Priority = 191 * Local7.Debug

Port = 514 ' Use the standard syslog port

Protocol = 0 ' O=UDP, 1=TCP

' Construct the syslog message by adding <PRI> value to the front of the text
Message = "<" + Cstr(Priority) + ">" + "This is an example of a syslog message"

Call Fields.ActionSendSyslog(Hostname, Message, Port, Protocol)
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Fields.ActionSpoofSyslog(AdapterAddress, SrcAddress, DstAddress, DstPort, Message)

Syslog (UDP ) DstAddress DstPort
AdapterAddress: IP MAC ( IP 192.168.0.1 MAC
00:50:56:C0:00:08)
SrcAddress: IP ( )
DstAddress: ( ) IP
DstPort: 1 65535 (514 syslog )
Message: syslog
UDP syslog

AdapterAddress = "192.168.1.100"

SrcAddress = "192.10.10.1"
DstAddress = "10.0.0.1"

' Adapter Address (Can be IP Address- ie "192.168.0.1", or MAC address -
ie. "00:50:56:C0:00:08")

' Source of message

' Destination of message

DstPort = 514
Priority = 191

' Use the standard syslog port
' Local7.Debug

' Construct the syslog message by adding <PRI> value to the front of the text
Message = "<" + Cstr(Priority) + "=>" + "This is an example of a syslog message"

Call Fields.ActionSpoofSyslog(AdapterAddress, SrcAddress, DstAddress, DstPort, Message)

Kiwi Syslog Daemon

Windows 2000/XP/2003 (Window 95/98/Me/Vista ) WinPcap 3.0
WinPcap (Windows Packet Capture library) http://www.winpcap.org/

Fields.ActionLogToFileWithCache(Filename, Data, [RotateLogFile] , [RotationType] , [NumLogFiles],
[Amount] , [Unit])
100 5
ActionLogToFile 10

AutoSplit
%TimeHH

Filename = "C:\Program files\Syslogd\Logs\TestLog%TimeHH.txt"

Filename = "C:\Program files\Syslogd\Logs\TestLog.txt"

MsgPriority = "Local7.Info"

MsgHostAddress = Fields.VarPeerAddress

' Use the date and time from the current message

MsgDate = Fields.VarDate & " " & Fields.VarTime

MsgText = "This is a test message from the scripting action"

Data = MsgDate & vbtab & MsgPriority & vbtab & MsgHostAddress & vbtab & MsgText

Call Fields.ActionLogToFileWithCache(Filename, Data)

Other fields Read VarDate VarTime

Kiwi Syslog Daemon
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RotatelLogFile, RotationType, NumLogFiles, Amount Unit

RotateLogFile: 0 =

1=
RotationType: 0 = Amount Unit
1= Amount Unit
NumLogFiles:
Amount: For RotationType=0 : Amount
For RotationType=1 : Amount
Unit For RotationType=0 : Amout
0=
1=
2 =
3=
For RotationType=1: Amount
0=
1=
2=
3=
4=
7=

Filename = "C:\Program files\Syslogd\Logs\TestLog.txt"

MsgPriority = "Local7.Info"

MsgHostAddress = Fields.VarPeerAddress

' Use the date and time from the current message

MsgDate = Fields.VarDate & " " & Fields.VarTime

MsgText = "This is a test message from the scripting action"

Data = MsgDate & vbtab & MsgPriority & vbtab & MsgHostAddress & vbtab & MsgText

RotatelLogFile = 1 'Rotate this log

RotationType = 0 'Using File size rotation -

NumLogFiles = 4 'Use up to 4 log files

Amount = 1000 'Each log file no more than 1000

Unit = O 'bytes in length

Call Fields.ActionLogToFileWithCache(Filename, Data, RotateLogFile, RotationType, NumLogFiles,
Amount, Unit)

(2):
Filename = "C:\Program files\Syslogd\Logs\TestLog.txt"
MsgPriority = "Local7.Info"
MsgHostAddress = Fields.VarPeerAddress
' Use the date and time from the current message
MsgDate = Fields.VarDate & " " & Fields.VarTime
MsgText = "This is a test message from the scripting action”
Data = MsgDate & vbtab & MsgPriority & vbtab & MsgHostAddress & vbtab & MsgText
RotateLogFile = 1 'Rotate this log
RotationType = 1 ‘'Using File age rotation -
NumLogFiles = 12 'Use up to 12 log files
Amount = 1 'Each log file no more than 1
Unit = 5 ‘'month old

Call Fields.ActionLogToFileWithCache(Filename, Data, RotateLogFile, RotationType, NumLogFiles,
Amount, Unit)

Fields.ActionDeleteFile(Filename)
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Filename = "C:\Program files\Syslogd\Logs\TestLog.txt"
Call Fields.ActionDeleteFile(Filename)

Fields.ActionDisplay(DisplayNumber, TabDelimitedMessage)

TabDelimitedMessage 5
[TAB] [TAB] [TAB] [TAB]

With Fields
MsgPriority = ConvertPriorityToText(.VarPriority)
MsgHostAddress = .VarPeerAddress
' Use the date and time from the current message
MsgDate = .VarDate & " " & .VarTime
MsgText = "This is a test message from the scripting action”
Display = MsgDate & vbtab & MsgTime & vbtab & MsgPriority & vbtab &_
MsgHostAddress & vbtab & MsgText
Call .ActionDisplay (0, Display)
End with

Fields.ActionLogToODBC(DSNString, TableName, InsertStatement, Timeout)

DSNString TableName InsertStatement
Timeout
"KiwiSyslog" System DSN MS Access
SQL MS Access 97 2000
"Syslogd"

MyDSN = "DSN=KiwiSyslog;"
MyTable = "Syslogd"
MyFields = "MsgDate,MsgTime,MsgPriority,MsgHostname,MsgText"

' MS Access DB SQL INSERT command example:

" INSERT INTO Syslogd (MsgDate,MsgTime,MsgPriority,MsgHostname,MsgText)
' VALUES ('2004-08-08','13:26:26','Local7.Debug’,'host.company.com’,

' 'This is a test message from Kiwi Syslog Daemon')

With Fields
' Construct the insert statement
SQLcmd = "INSERT INTO " & MyTable & " (" & MyFields & ") VALUES (" & _
Quote(.VarDate) & "," & Quote(.VarTime) & "," & _
Quote(.ConvertPriorityToText(.VarPriority)) & "," & _
Quote(.VarPeerAddress) & "," & Quote(.VarCleanMessageText) & ")"
' Log the data to database using DSN, Table, SQLcmd and Timeout of 30 seconds
.VarCustom0O1 = .ActionLogToODBC(MyDSN, MyTable, SQLcmd, 30)
' VarCustomO1 now holds the return value from the function.
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End with

Function Quote(Data)

" Replace all occurrences of ' with " to escape existing quotes
' Wrap data with single quotes

= "" & Replace(Data, "™, ") & """

End Function

Other fields Read VarDate VarTime
:\Scripts
3.3.16.4
Kiwi Syslog Daemon 8.1
Fields VarGlobal
PERL
dictionaries

Dictionaries

Storeltem(dicName As String, dicKey As String, dicltem As Variant)
Storeltem

dicName
dicKey
dicltem

Call Dictionaries.Storeltem("MyDictionary", "MyKeyName", "MyltemValue")

Additem() .Updateltem() Kiwi Syslog Daemon 8.1.4 .Storeltem()
Addlitem(O .Updateltem()

Addltem(dicName As String, dicKey As String, dicltem As Variant)

Addltem dicKey dicName

dicName
dicKey
dicltem

Call Dictionaries.AddlItem(*MyDictionary”, "MyKeyName", "MyltemValue™)

Updateltem(dicName As String, dicKey As String, dicltem As Variant)

Updateltem dickKey dicltem
dicName dicName dicKey
dicName

dicKey

dicltem

Call Dictionaries.Updateltem("MyDictionary", "MyKeyName", "MyNewltemValue™)
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Removeltem(dicName As String, dicKey As String)

Removeltem dicName dicName
dicKey

dicName
dicKey

Call Dictionaries.Removeltem("MyDictionary", "MyKeyName")

RemoveAll(dicName As String)

RemoveAll dicName dicName

dicName

Call Dictionaries.RemoveAll("MyDictionary")

Delete(dicName As String)
Delete dicName dicName
dicName

Call Dictionaries.Removeltem("MyDictionary", "MyKeyName")

DeleteAll)
DeleteAll

Call Dictionaries.DeleteAll()

GetltemCount(dicName As String) As Long

GetltemCount dicName dicName

dicName

ItemCount = Dictionaries.GetltemCount("MyDictionary")

Getltem(dicName As String, dicKey As String) As Variant

Getltem dicName dicKey dicName
dicKey

dicName
dicKey

Myltem = Dictionaries.Getltem(*MyDictionary”, "MyKeyName")

ItemEXxists(dicName As String, dicKey As String) As Boolean

ItemEXists dicKey dicName True dicName

dicName
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dicKey
If Dictionaries.ltemExists("MyDictionary”, "MyKeyName™) Then

End If

GetKeys(dicName As String) As Variant

GetKeys dicName dicName
dicName

MyKeyArray = Dictionaries.GetKeys("MyDictionary™")

For i = 0 to UBound(MyKeyArray)

ThisKey = MyKeyArray(i)

Next
Getltems(dicName As String) As Variant
Getltems dicName dicName
dicName

MyltemArray = Dictionaries.Getltems("MyDictionary")
For i = 0 to UBound(MyltemArray)
Thisltem = MyltemArray(i)

Next

GetName() Script Error executing .GetName() - Dictionary does not exist
Delete() Script Error executing .Delete() - Dictionary [x] does not exist
Addltem() Script Error executing .AddIitem() - Dictionary Key [x] already exists in dictionary

vl
Updateltem()

Removeltem()

RemoveAllltems()
GetltemCount()

Script Error executing .
.Updateltem() - Dictionary [x] does not exist

.Removeltem() - Dictionary Key [Xx] does not exist in dictionary [y]
.Removeltem() - Dictionary [x] does not exist

.RemoveAllltems() - Dictionary [x] does not exist

.GetltemCount() - Dictionary [x] does not exist

Script Error executing
Script Error executing
Script Error executing
Script Error executing
Script Error executing

Updateltem() - Dictionary Key [x] does not exist in dictionary [y]

Getltems() Script Error executing .Getltems() - Dictionary [x] does not exist
GetKeys() Script Error executing .GetKeys() - Dictionary [x] does not exist
Getltem() Script Error executing .Getltem() - Dictionary Key [x] does not exist in dictionary [y]

ItemExists()

Script Error executing

Script Error executing .

.Getltem() - Dictionary [x] does not exist

ItemExists() - Dictionary [x] does not exist

3.3.16.5
Web http://www.kiwisyslog.com
E
Kiwi Syslog Daemon \Scripts
support@kiwisyslog.com E Kiwi
Web
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3.3.16.5.1 PIX

PIX Send
e-mail

Cisco Web
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix_v53/syslog/pixemsgs.htm

Common fields: Read=yes
Custom fields: Write=yes

Rules
Rule: Lookup PIX msg
Filters
Filter: Host IP address: Simple: Match PIX firewall address
Actions
Action: Run Script: Lookup PIX msg
Action: Send e-mail
To: helpdesk@company.com:
Subject: Problem with PIX
Body: %MsgText%
Explanation: %VarCustomO1
Action to take: %VarCustomO02

Function Main()

' Set the return value to OK
Main = "OK"

' By default, skip to the next rule, don't take the actions that follow

" If we exit the function before we get to the end, the default 'skip to next rule’
" will be used.

Fields.ActionQuit = 100

" Example of a PIX message
' %PI1X-4-209004: Invalid IP fragment...

Dim M ' Message
Dim E ' Explanation
Dim A ' Action

' Copy message to local variable for speed
M = Fields.VarCleanMessageText

' If message length is too short, exit function
If Len(M) < 15 then exit function

' Grab the first 15 chrs
M = Left(M,15)

' Check the message is a valid PIX message
If Mid(M,1,5) <> "%PIX-" then exit function

' Add any additional checks you want to perform here

' Grab the important part ("4-209004")
M = Mid(M,6,8)

E=""
A=
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" Now lookup the values and create an explanation and action for each match
Select Case M
Case "4-209004"
E = "An IP fragment is malformed. The total size of the reassembled IP packet exceeds the maximum
possible size of 65,535 bytes"
A = "A possible intrusion event may be in progress. If this message persists, contact the remote peer's
administrator or upstream provider."
Case "2-106012"
E = "This is a connection-related message. A IP packet was seen with IP options. Because IP options are
considered a security risk, the packet was discarded."
A = "A security breach was probably attempted. Check the local site for loose source or strict source routing."

' Insert other values to lookup here

End Select

' Exit if we don't have any values to pass

If len(E) = 0 then exit function

If len(A) = 0 then exit function

' Pass the Explanation and Action to take to the custom variables

Fields.VarCustomOl1 = E

Fields.VarCustom02 = A

' Since we have a valid match, we want to execute the send e-mail action which follows.
' Setting ActionQuit to O means we won't skip any actions.

Fields.ActionQuit = 0

End function

3.16.5.2 (Info )

Function Info()

' // Common fields

' VarFacility

' VarLevel

' VarlnputSource

' VarPeerAddress

' VarPeerName

' VarPeerDomain

' VarCleanMessageText

' // Other fields

' VarDate

'VarTime

' VarMilliSeconds

' VarSocketPeerAddress
' VarPeerAddressHex

' VarPeerPort

' VarLocalAddress

' VarLocalPort

' VarPriority

' VarRawMessageText (Read only)

' // Custom fields
' VarCustomOl1 to VarCustom16

' // Inter-Script fields
' VarGlobalO1 to VarGloball6

' // Custom Stats fields
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' VarStatsO1 to VarStats16

' // Control and timing fields

' ActionQuit
0=No skip, 1-99=skip next n actions within rule,
100=skip to next rule, 1000=stop processing message

' SecondsSinceMidnight
' SecondsSinceStartup

' // Functions and Actions

" IsValidIPAddress(IPAddress as string) as boolean

' ConvertlPtoHex(IPAddress as string) as string

' ActionPlaySound(SoundFilename as string, RepeatCount as long)

' RepeatCount O=until cancelled, 1-100=repeat x times
Soundfilename ""=system beep, "wav file name"=play wav file

" ActionSendEmail(MailTo as String, MailFrom as string, MailSubject as string, MailMessage as string)
Sends an e-mail message to the addresses specified in MailTo

End function

3.3.16.5.3 Jscript

Jscript
") Jscript

\b

\f ( )
\n « )

\r (\r\n)
\t

\v ( )

\ @)

\" ™

\\ h )

\n 8 ASCII *
\xhh 2 16 hh ASCII
\uhhhh 4 16 hhhh Unicode

*n 0 377(8 )

\a

2 )

'The log file path is c:\\Program Files\\Syslogd\\SyslogCatchAll.txt’

'The caption reads, \"This is a test message from V'Kiwi SyslogGen\'.\"’

|
"

3.4 Setup — Schedules (

Schedules add new schedule
Schedules New
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100

3.4.1

Kiwi Syslog Daemon

Kiwi Syslog
Daemon /

Kiwi Syslog Daemon (
Kiwi Syslog Script ) Windows

1

Archive
Clean-up
Run Program
Run Script

e y
Tazk Typs i,_lh azk Trigger: |Eln a schadule ﬂ

Schedule l Source ] Destination ] Archive Options ] Archive Notifications ]

1 - Schedule Task Type

( )

Tazk Type: |.-'1'-.r|:hi\'e j Tazk Trigge n,;l a schedule Py j

Schedule l Source ] Destination ] Archive Options ] Archive Notifications ]

2 - Schedule Task Trigger
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Task Type: |.ﬂ-.r|:hive j Task Trigoer: IEIn a schedule LI

Schedule | Souicc | D estination I Archive Ophionsz I Archive Notifications I
— Schedule Start

% Date: |02 Aug 2007 = Time:[12:00 = [ UTC " Mever

— Schedule Frequency

)
Once b itz Hour Dray YWieek, b anth Vear
Fun 2 | 00 E minutes after the howr, Evene: 14 =2 howifs]

— Schedule Exceptions
Weekends " Daiy | H o] BT uic

o Wweeklnlv 5 T Wl T Wl T Flv 5
 Selected das:

— Al day
= O Eetweenl —
od 4 | (=] | Curc andl—E
— Schedule Finish
" Date: | = Tiime: | S 0T @ Mever | PRunMNow
3 - Archive 4

Kiwi Syslog Daemon  Setup
[Create new item]

B Kiwi Syslog Daemon Setup

L

=¥l Default
wo Filkers
EI Actions
- Digplay
- Lag ta file

B Schedules
o File clean-up
Forrnatting

RS Pl e e

Schedule

( Setup
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= Schedules

EEEEEY Delete schedule
Rename schedule

M5 Fezolution
Modifiers Enablz schedule u

Disable schedule
Mowve up
Miovve down

Formatiing

Scripting
Dizplay
Appealance
E-mail
Alarms

Copy schedule

3.4.2 On aschedule

)
Schedule Start:
Schedule Start
(¢ Date: |08 Aug 2007 = Time: [ UTC " Mewes

Never

Schedule Frequency:

Once
Minute
Hour
Day
Week
Month
Year

Schedule Frequency - Once:

(

UTC(Coordinated Universal Time =
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Schedule Freguency
|
.

DI"IIDG Mir':utc Hn:lnur D::_l,' 'W'i_.:ch Ml:lll"ltl"l ' mar

Taszk will un at Schedule Start Date and Time

Schedule Start 1
Schedule Frequency - Minute:

Schedule Frequency
|
/

Elr:uc-: Mir':ut-: Hn:lvur D-I:_l,' 'W'cl;-:k Mn:rlnth IL‘r’-::-:lr

Run Evernr: |1 3: mitiLike(s]

N
1 ( 00:00, 00:01, 00:02, 00:03, ..., 23:59
)

Schedule Frequency - Hour:

Schedule Frequency
|

/
I:Ir!n:c Mirte: Hour Day Week Fanth ‘r’e:ar
Runat |00 == minukes after the hour, Eveny: |1 j hiour(z)
[ UTC
X N
1 ( 00:00, 01:00, 02:00, 03:00, ...
23:00 )
UTC(Coordinated Universal Time = )
Schedule Frequency - Day
Schedule Frequency
[
J
1 1 1 1 1 1 1
Once Minte Hawr Dray week Fanth Year

Hunat:lﬂl]:l]l] = | UTC, Exvery: |1 EI: day(z]

X HH:MM
00:00 ( 2007-08-30 00:00, 2007-08-31 00:00,
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2007-09-01 00:00, ... )

UTC(Coordinated Universal Time = )
Schedule Frequency - Week:
Schedule Frequency |
Once Mirke H awar Dray wWeek Fanth “ear

Run at; |00:00 = [ UTC
o B Sun ¥ Mon ¥ Tus v ‘wied W Thu & Fr ¥ Sat

Ewven: |1 EI: wesk[z]

X HH:MM
0:00 ( 00:00, 00:00, 00:00, ...
)
UTC(Coordinated Universal Time = )
Schedule Frequency - Month
Schedule Frequency
[
1 1 1 1 1 i/I 1
Once Mirute Hour Dray wWeek FManth Year

Fun O [Tzt 3: day of the maonth, at: | 00:00 == [ UTC

i« Ewery |'| 3: monthz]

" On these manths [+ o [+ [ d I
[v v [v [ v ¢
N HH:MM

1 1 1 00:00,2 1 00:00,3 1 00:00...,12
1 00:00
UTC(Coordinated Universal Time = )

Schedule Frequency - Year:

Schedule Frequency

)

I:Ir'lucc Mir':utc Hcluur D::_l,l 'W'clck Mnlnth Year

FunOm: |18 Janway = at|00:00 == [ UTC, Even: [1 EI: pearz)]

N X N HH:MM
1 18 2008 1 18 00:00, 2009 1 18 00:00,
2010 1 18 00:00, ...

Schedule Finish:
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Never

Schedule Exceptions:

Daily :

UTC(Coordinated Universal Time =
00:00 23:59 )

— Scheduls Exception

& Daiy [00:00 = to |23:59 = [ UTC
 Weekh ¥ 5 ¥ 1F TW wWF T F¥ 5
" Selected date:

— &l day
I = Betweenl [
% | % | @ | e B
Weekly :
1
— Schedule Exception
 Daily | = to | =

o Weekly W ST MO T Wl T Flv 5

™ Selected date:
Al day

I =] g Betweenl —
q-|x| EE| Fluic i =

Selected Date :

UTC(Coordinated Universal Time =
8 13 00:00 23:59

8 13

— Scheduls Excephion

 Daiy | =1 = = urc
C oWeekly v S v Mv T Wk T FI¥ 5
f* Gelected date:

= Al day
I13 Augusl B9 @ BetweenIDD:DDE

q-|x||im| e il
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3.4.3 On application/service startup ( /

Kiwi Syslog Daemon

Archive
Clean-up
Run-Program
Run-Script

3.4.4 On application/service shutdown ( /

Kiwi Syslog Daemon

Run-Script

3.4.5 Archive ( )

v.8.3.0 Kiwi Syslog Daemon /

E Web

Source

Destination

Archive Options
Archive Notification

Source:

Source Location:

Source Location

|E:'\F"n:|:|ram Filez\SuyzloadsLogs |
v |nciude sub-folders

/ Include sub-folders

Source Files:
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Source Fles

File b ask: | txt

File Size: € Any Size

« Atleast [500 - [MB (Megabytes] |

" Ak Mot | :H J

" Between Iﬂ | :H J

File Age: 7 Ay Age
* Atleat |6 = |Months) | dd
O AtMogt |24 =] =
" Between Iﬂ | :“ J

500MB 6 *.txt

Destination:

Destination Location:

Deztination Location

|E:"~Pru:unran'| Filez"\SyzlnadhD ated Logs J

Iv Create sub-folders [preserve source directony structue)

/ Create sub-folders preserve source directory
structure
Drestination files
{o" Move files from source to deshination " Copyfiles from zource o destination

[+ Ize a dated foldsr name |‘~r‘rW-HM-DD 200s-01-29

Iv Lze dated fie names |"|"‘|"‘|"‘F'-HM-DD 2008-01-219

io |nzert the formatted dake before the beginning of fle name

(" Inzert the formatted date before the end of file name

[v Adjust Hedfalder datelz] to that of the previous | Dals) -
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/
Move/Copy files from source to destination:

Copy Files from Source to Destination Move Files from
Source to Destination

/ /

Use dated file name:

( )/
/
- .log
- log
Use a dated folder names:
/
Adjust file/folder date(s) to that of the previous ... :
/ /
/
Archive Options:
Zip Options:
Zip options
[v Zip fileg after moving/copying
Compreszion lewvel; |Me::|ium j v Erciypt zip file
Cornpreszion method: |Deflate j Fazzward: |
[ Al files into a single zip Encryption type: Compatible
v Multipart zip [.2i, 201, 207, 4032, ste,|  CHETYRtion strength: 192 bit r
Split size: |EI :II |KEI [Flobytes) j v Prezerve Paths in Zip file(z)
Zip files after moving/copying:
/ zip
Compression Level:
None
zip
Low
Deflate Medium

1%—~15%
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Medium
BurrowsWheeler (BWT)

High
Deflate

Compression Method:

Stored
/

Deflate
Deflate /

Deflate 64
Deflate64™ Deflate

BurrowsWheeler

BWT
Deflate

All files into a single Zip:
/ 1 zip
/ zip

Multi-part Zip (.zip, .z01, .z02, .z03, etc.) / Split size:

zip
Split size
Encrypt Zip file:

zip
Encryption password:

/
zip
- zip
79

Encryption Type:

Compatible
zip ()

WinZip AES
WinzZip 9.0  AES ()

Encryption Strength:
( ) Compatible
Preserve Paths in Zip file(s):

zip /

Deflate

Archive Options:
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Run External Program:

Fun Estesnal Program
v Rurn program after each file iz moved/copied e el s
Man3nie optarns:
File: |E:\wihdnw3'\mtcpad.cﬂc ... | Command-line: |&FileLong

[w “fail for program completion

kA axirnuamm birme boowailt: |'| EI: seconds

[ Run program after all filez are moved/copied

=

Run program after each file is moved/copied:

Windows /

Wait for program completion:

Run program after all files are moved/copied:

Windows /

Wait for program completion:

Archive Notification:

E -mail nofification
" HTML format " Plair test farmat

Iv Sendreport by email

Recipient[z]: |iu:ue@cu:umpany.cum
v Include file hazhes in repoit

|v Generate hash before zip

|v Generate hash after zip

Hazhing method: | SHAZEE -

[+ Sendreport to disk \Wanable options

|E: “Program FileztSyzlogdReport_%D atel S0 Hml

| Uze abzaolute pathz in repart [don't use relative paths)
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HTML

Send Report by e-mail:

Recipient(s):

Include file hashes in report:

Generate Hash before zip:

zip

Generate Hash after zip:

zip

Hashing Method:
MD5
MD5 (Message Digest Algorithm 5)
MD5
SHA1
SHA-1 (Secure Hash Algorithm 1)

SHA-1 160
SHA256
SHA256 ( SHA-2 = Secure Hash Algorithm 2 (256))

SHA-2(256)

Send Report to disk:

Variable options:

83

1991
128

(NIST)
160

Recipient(s)

RSA Data Security, Inc

(NIST)
256
(AES)

R. Rivest

MD5

128



[w Sendreport b dizk \ariable ooliese

Date ¥

IS0 Daks (Y Y-MM-00)
Tine ¥ ear (YY)

C:\Pragram FileztSyslogdsRepart_ D atal S0 html

Year [¥Y)

Monkh (MY with [eading zero
Manth (PR in English

Date (DI with leadng zero
Day (D0D] in Engish

[ Use abzolte patz in report [don'l use ielative paths)

Use absolute paths in report (don't use relative paths):

( E )

3.4.6 Clean-up ( )

Source
Clean-up Options
Clean-up Notification

Source:

Source Location:

Sounze Location

|E:HF‘rDuram Filez"SysloodsLoo: |
v Include sub-foders

Include sub-folders

Source Files:
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Souce Filez

File M azk. |“.M J

File Size: 1 Any Size
(v At Least |5|I| :fHME (Meoabstes] ﬂ

O atMos | = =]
L Eetweenl :l | jl J

File Age: Ay Ao

~
{o AbLeast |E ::HMEINHS] ﬂ':'ld

ooz [0 =
" Between | :l | :H J
500MB 6 > txt

Clean-up Options:

Remove empty folders:

Clean-up Notification:

Clean-up notification
f+ HTHML lormat £ Plain lest fomal

Iv Serd dean-up nofitication eport by e-mail

Recipient[z]. | joe@Ecompany. con; jane@compan. Com
¥ Serd clean-up naofitication report ko dzk

||::'\CD|:|E'\5!,IS|D§| Y\ CleanlpReport_%DatelS 0. himl

“ariable optorns

[ Usze abzolute paths i report [don't uze relative paths)
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HTML
Send Clean-up Notification Report by e-mail:
E Recipient(s)

Recipient(s):

Send Clean-up Notification Report to disk:

Variable options:

v Serd report o disk ratiabla gl
Lo Program Fles\SyekogdhA epat_SDatel 50 him| s |:r-.".--r-1r-1-|:||:|_|
. ) Vear (v
[ U abaolube patka i repo (don't wse iedative pabis) Markh (M with leading zeto

Harth [M¥H] in Englsh
Dk (000 vath leading zeo
Dizy [DDD) i Englsh

Use absolute paths in report (don't use relative paths):

( E )

3.4.7 Run Program ( )

Windows Run Program ( )
Run Program ( ) 2

Run Program Options
Run Program Notification

Run Program Options:
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Aun Program Optoms

Program file name:

|c:\windum\mtepad. ere

Command |he ophong:

Frocess Priority:

| Hormal j

“window Mode

| Normal j

[w “ail for program nitialization to complete belare continuing

I azimurm e to vt |1|:IIII :Il s

Program file name:

Windows

Command line options:

Process Priority:

Windows

Low

Below_Normal
Normal ( )
Above_Normal

High

Realtime (

AboveNormal
Normal High
BelowNormal
Idle Normal

High
Task List oS

Low

Low

Idle
Normal
RealTime
oS
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Window Mode:
Window Mode

Hide
Normal
Minimized
Maximized

Wait for program initialization to complete before continuing
Syslog

Run Program Notification:

Rur Program Notfication
{# HTML format " Plain text Farmat

[v Send BunFrogram Nofiicaion Report by emal

Recpient(z): |i-:-a@mmpar‘grl.mm

[v Send RunProgram Mafiicaion Report to disk \fariabls options

|E: SProgran Filesh3eslogdsAurProgranBepart. html

E
Run Program HTML

Send Run Program Notification Report by e-mail:
Run Program E Recipient(s)

Recipient(s):
Run Program

Send Run Program Notification Report to disk:

Run Program

3.4.8 Run Script ( )
Kiwi Syslog Daemon  Run-Script Run Script ( )
/ /
Run Script ( ) 2

Run Script Options
Run Script Notification

Run Script Options:
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Faun Eopt Dpiom
Ecipt s nams
L:Progran FiestSytopovsonotsitest_sospt b

Senpl v i
i'l gl VS ook R Sonpt Tk hrom Schediles

Scnpl lanouace
D gl =
Fdr] Heasd o vls Dl
LT Aimre
Comnon Fisid: w =]
O Fisdde - =
Luziom rsdds = [
Script file name
.txt
Script description
Script Language
Windows Script Visual Basic® Scripting Edition Microsoft Jscript® 2
VBScript - MS Word Excel Visual Basic VBA (Visual Basic for Applications)
Jscript — Web Java Java
Kiwi
Jscript
VBScript Web

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/script56/html/vtoriVBScript.asp

J Script Web
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/script56/html/js56jsoriJScript.asp

Perl, Python, Ruby

PerlScript Web
http://www.activestate.com/Products/ActivePerl

Python Web
http://www.activestate.com/Products/ActivePython

ActiveScriptRuby Web
http://arton.hp.infoseek.co.jp/index.html

Field Read/Write permissions

CPU Read/Write
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Read

Write

Run Script Notification:

Run Program Notfication
& HTML farmat ™ Plair bzt farmat

[v Send BunProgram Mofiicaion Report by emal

Recipient(z]: |ina@mmpary.mm

[v Send RunProgram Mofiicaion Report to disk Warisble oplions
|E:'\F'n:|gam FileshS wslogdSAurPrograrnBepart. html

N e, T

E-mail format:
Run Script HTML
Send Run Script Notification Report by e-mail:
Run Script E Recipient(s)
Recipient(s):
Run Script

Send Run Script Notification Report to disk:

Run Script

3.4.9 Schedule Report ( )

HTML

Kiwi Syslog Daemon - Scheduked Archive Task Report - New Schedule
Archive ik, perfrrned: Tussday, 28 August 2007 at 10: 40:32

Source kecabone C; PROGAAM FILES EYSLOGD ogal
Detina tion Incation: C:\PROCEAM FILESEYELOCD DGt Lage)

Source file Coped [Hoved 1o File gare [bytes) Date orested Hazh [SHA-256)

SyslogCatchall et ByslogTaich (2 it 1,350 ST 10 X2 JIESRSIAA L AT ] LESED T L SE9GES LOEE 500 00 549 1R 30 306 P80 39EF 200257

Kiwi Syslog Daemon - Scheduled Archive Task Report - Archive on a schedule
Archive Task, performed: Friday, 24 August 2007 at 16:10:01

Source location: C:\Program Files\Syslogd\Logs\

Destination location: C:\Program Files\Syslogd\Dated logs\

File 1:

Source file: SyslogCatchAll.txt

Copied/Moved to: 2007-08-24\SyslogCatchAll2007-08-24(2).txt

File size (bytes): 259,509,414

Date created: 24/
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Hash (SHA-256): D6034A75FCA28DEAA839D8536839B9745C1DAF2BEA4F6ADCC5D06B86CO5D3BAE

3.5 Setup — Formatting ( — )
3.5.1 Custom file formats ( )
Custom file formats add new custom file format
Custom file formats New
Log to File Log File Format
Log file fields
Date Time Date-Time

Field delimiter

syslog
Qualifier
©)
Adjust time to UTC (-9hrs)
UTC(GMT) uTC 1 )
Run Script syslog
16 syslog
( )
\Scripts
Custom field 16
Fi el d name Exanpl e
_____________________________________________________ >
Dat e 28/ 01/ 2005
Ti me 16: 12: 54
Dat e- Ti ne 28/ 01/ 2005 16:12:54
M1 1i seconds 123
Ti neZone -13 hrs
Facility Local 7
Level Debug
Priority Local 7. Debug
Host Addr ess 192.168.0.1
Host nane host . conpany. com
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| nput Sour ce UDP

Message Text This is a test nessage from Kiwi Sysl og Daenon
Cust om Cust om0l CustonD2 CustonD3 etc
3.5.2 Custom DB formats ( DB )
Custom DB formats add new custom DB format
Custom DB formats New
Access database Type

Unknown format

Function
Function
Function
Function /

INSERT

Field name
DATE
DATE MSG
Time 8
INSERT
255 300 255
VarChar
Access Text SQL VarChar
Run Script syslog
16 syslog
( )
\Scripts

Fi el d name Type Si ze Dat a
--------------- e
MsgUni que adl nt eger 4 1
MsgDat e adDBTi meSt anp 16 28/ 01/ 2005
MsgTi me adDBTi meSt anmp 16 16:12: 54
MsgDat eTi e adDBTi meSt anp 16 28/ 01/ 2005 16: 12: 54
MsgUTCDat e adDBTi meSt anp 16 28/ 01/ 2005
MsgUTCTi e adDBTi meSt anp 16 04:12: 54
MsgUTCDat eTi ne adDBTi neSt anp 16 28/ 01/ 2005 04: 12: 54
MsgTi meNVs adl nt eger 4 0
MsgPriorityNum adl nt eger 4 191
MsgFaci | i tyNum adl nt eger 4 23
MsgLevel Num adl nt eger 4 7
MsgPriority adVar WChar 30 Local 7. Debug
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MsgFacility adVar WChar 15 Local 7

MsgLevel adVar WChar 15 Debug
MsgHost Addr ess adVar WChar 15 192.168.0.1
MsgHost name adVar WChar 255 host . conpany. com
Msgl nput Sour ce adVar WChar 10 ubP
MsgText adLongVar WChar 1024 This is a test nessage fromKiwi Syslog Daenon
HostAddress 0] 0
15 IP
Format

Show SQL commands

Syslogd
SQL

Dat abase type: MySQ. dat abase

Dat abase name: New For mat

SQL conmmand to create the table:

CREATE TABLE Sysl ogd (MsgDat e DATE, MsgTi me TI ME, MsgPriority VARCHAR(30), MsgHost nane
VARCHAR( 255) , MsgText TEXT)

SQL | NSERT conmand exanpl e:

I NSERT | NTO Sysl ogd (MsgDat e, MsgTi e, MsgPri ority, MsgHost nane, MsgText) VALUES (' 2005-01-
28','16:22:44' ' Local 7. Debug', ' host. conpany.com ,"' This is a test nessage from Kiwi Syslog
Daenon')

3.6 Setup - DNS Resolution ( — DNS )
3.6.1 Resolve the address of the sending device ( )
IP 203.50.23.4 sales-router.company.com
Hostname

Remove the domain name

3.6.2 Remove the domain name (show only the host name)

( - )
Resolve the IP address of the sending device
sales-router.company.com sales-route r
3.6.3 Resolve IP addresses within the message text (Syslog IP
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Web IP

IP Web
IP IP
IP
*NetBIOS DNS NetBIOS DNS 20
30
Replace IP address with host name Web http://192.168.1.2/index.html.
src=192.168.5.100 rxbytes=64 Test

Test user connected to website http://website.company.com/index.html. src=userpc.company.com rxbytes=64
Place host name next to IP address

Test user connected to website http://192.168.1.2 (website.company.com) /index.html. src=192.168.5.100
(userpc.company.com) rxbytes=64

Remove the domain name

If domain name contains

".companyabc.com", ".companyxyz.co.uk"
mypc.company.co.uk 1P mypc

Host name tagging

Place host name next to IP address ]
hostname=[ 1
WELF resolved_host=
3.6.4 DNS query timeout (DNS )
DNS 8 DNS
NetBIOS Windows
NetBIOS 20
DNS 3
1,000
Syslog
3.6.5 Setup - DNS Setup ( — DNS )
3.6.5.1 Internal IP address — Name Resolution ( IP - )
Internal IP address range(s):
1P
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RFC1918/3330/3927
IANA

10.0.0.0 - 10.255.255.255 (10/8 prefix)
172.16.0.0 - 172.31.255.255 (172.16/12 prefix)
192.168.0.0 - 192.168.255.255 (192.168/16 prefix)
169.254.0.0 - 169.254.255.255 (link-local)

1P
Internal IP address range [Add]
IP X X 0-255
10.0.0.0 — 10.255.255.255 10.x.X.X
syslog IP Internal IP Address — Name Resolution
IP External IP Address — Name Resolution
DNS NetBIOS 1P DNS 1P
Resolve internal addresses using NetBIOS
Kiwi Syslog Daemon NetBIOS
Resolve internal addresses using DNS server
Kiwi Syslog Daemon DNS DNS

Preferred 7/ Alternate internal DNS server addresses
DNS

DNS

DNS

3.6.5.2 External IP address — Name Resolution ( P

Kiwi Syslog Daemon

DNS

Resolve external address using NetBIOS
Kiwi Syslog Daemon NetBIOS IP

Resolve external addresses using DNS server
Kiwi Syslog Daemon DNS DNS

Preferred 7/ Alternate external DNS server addresses
DNS

DNS
DNS

3.6.6 Setup - DNS Cache ( — DNS )

3.6.6.1 DNS

P DNS
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DNS DNS

DNS
DNS 100
[View]
[Refresh]
[Clear]
(DNS )
[Clear All]
( ) DNS
3.6.6.2 Cache settings ( )
Flush entries after X seconds:
1440 1
Enable pre-emptive lookup of IP addresses:
IP
100 ( 10 )

IP

Pre-load the cache with static entries from a hosts file:

StaticHosts. txt

20,000

DNS

chr 9)

Host

# Static DNS host file

# Each entry nmust consist of an I P address, a tab, then a host nane

# The | P address is in the format aaa. bbb. ccc. ddd

# The host nane can be any text value that you like up to 63 characters in |length
#

# Conmments can be on a separate line and nust start with a # character
#

# Exanpl e:

# 192.168. 1.1 nyhost. myconpany. com

#

# NOTE: The | P address and host name MJST be separated with a tab (ASCl I
# Spaces will not be recognised as a valid separator

# Default value for |ocal host

127.0.0.1 | ocal host

# | ocal machi nes

192.168. 1. 2 nyfunny. val enti ne.com
192.168.1.5 fl ynme2.thenoon. com

3.7 Setup — Modifiers ( — )

CR/LF
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3.7.1 Syslog message modifiers (Syslog )

Remove imbedded date and time from Cisco messages
Cisco syslog

Cisco Cisco PIX
Cisco

Allow messages with no priority (use default priority)

Syslog
<100>This is a test message
Unix 0 191

Maximum message length (bytes)

4096
Syslog Daemon
Syslog RFC 3164 ( )1024
Allow messages with priority > 191 (use default priority)
Syslog Unix 0 191
191 191
191
191
Remove CR/LF from end of messages
CR/LF 2
CR/LF
Replace non-printable characters with <ASCII value>
CR LF
ASCII
CR <013>
3.8 Setup — Scripting ( — )
16
Syslog Statistics Counters Statistics
E
0 1000 Run
Script 1
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Debug options | Initialize custom statistics syslog

3.9 Setup — Appearance ( — )

3.9.1 Wallpaper ( )

3.10 Setup - E-mail options ( -E )
3.10.1 E-mail setup options ( -E )
Send syslogd alarm messages to:
E ( Alarms
E

noc@company.com,helpdesk@company.com,pagerl23@company.com
E /
E
Send syslog statistics to:
0:00 E E
Facility Level
Courier new

E

Short alarm messages (for pagers)

Keep a log file of e-mail activity

E
SendMailLog.txt
[View log]
[delete log]
Enable verbose logging
(
Hostname or IP address of SMTP mail server:
SMTP IP ISP
mail.company.com smtp.company.com

SMTP Mail Direct
98
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Mail Direct http://www.ocloudsoft.com

Valid 'from’ e-mail address on SMTP server:

SMTP
SMTP
E message from ( )
(XXXXX) XXXXX
From ( )
noc@company.com (Syslog Server)
Syslog Server From( ) SMTP
from( ) E
SMTP port:
SMTP
SMTP 25
1 65535
Timeout:
SMTP SMTP
30 1 240
SMTP Username and Password:
SMTP E SMTP
SMTP
SMTP ISP
POP before SMTP POP
5 SMTP POP before SMTP

authentication

3.10.2

Syslog Alarm 2198 nessages received this hour.

The current maxi mumthreshold is set at 3 messages per hour.

This could indicate a problem please check the log files and syslog statistics bel ow
/1l Kiwi Syslog Daenon Statistics ///

24 hour period ending on: Fri, 26 Jan 2005 15:39:16 +1200

Sysl og Daenon started on: Wed, 17 Jan 2005 11:39:53

Sysl og Daenon uptime: 9 days, 3 hours, 59 ninutes

+ Messages received - Total: 361965
+ Messages received - Last 24 hours: 37964
+ Messages received - Since M dnight: 26530
+ Messages received - Last hour: 2821
+ Messages received - This hour: 2198
+ Messages per hour - Average: 1582
+ Messages forwarded: 3063
+ Messages | ogged to disk: 26530
+ Errors - Logging to disk: 0

+ Errors - Invalid priority tag: 0

+ Errors - No priority tag: 0

+ Errors - Oversize nessage: 0

+ Di sk space remaining on drive C 59505 MB

o e e e e e e e e o e o oo S R +
| Top 20 Hosts | Messages | Percentage |
o e e e e e e e o e o oo S [ +
| pix_firewall _inside | 26530 | 100. 00% |
o e e e e e e e e e e o oo B S [ +



Br eakdown of Syslog nessages by severity

o e e e e e e e e o e o oo [ B +
| Message Level | Messages | Percentage |
o e e e e e e e e o e o oo S [ +
| 0 - Enmerg | O | 0.00% |
| 1 - Aert | © | 0.00% [
| 2 - Critical | © | 0.00% |
| 3 - Error | 123 | 0.46% |
| 4 - Warning | O | 0.00% |
| 5 - Notice | 715 | 2.70% |
| 6 - Info | 25692 | 96.84% |
| 7 - Debug | © | 0.00% |
o oo o +

24 hour period ending on: Fri, 26 Jan 2005 00: 00: 01 +1200
Sysl og Daenon started on: Wed, 17 Jan 2005 11:39:53
Sysl og Daenon uptime: 8 days, 12 hours, 19 m nutes

+ Messages received - Total: 335435

+ Messages received - Last 24 hours: 35206

+ Messages received - Since Mdnight: 35967

+ Messages received - Last hour: 1149

+ Messages received - This hour: 366

+ Messages per hour - Average: 1467

+ Messages forwarded: 0

+ Messages | ogged to disk: 35967

+ Errors - Logging to disk: 0

+ Errors - Invalid priority tag: 0

+ Errors - No priority tag: 0

+ Errors - Oversize nessage: 0

+ Di sk space remaining on drive C 59573 MB
Br eakdown of Sysl og messages by sending host

o e e e a o SRS R +
| Top 20 Hosts | Messages | Percentage |
o e e e oo S [ +
| pix_firewall _inside | 35967 | 100. 00% |
o m e e e oo S [ R +

o eeeee e e Fommmee e e +
| Message Level | Messages | Percentage |
o eeeeee e e e Fommme e e e +
| 0 - Energ | O | 0.00% [
| 1- Alert | 0 | 0.00% |
| 2 - Critical | o | 0.00% [
| 3 - Error | 69 | 0.19% |
| 4 — Warnin | O | 0.00% [
| 5- Notice | 731 | 2.03% |
| 6 - Info | 35167 | 97.78% |
| 7 - Debug | o | 0.00% |
o m e e e oo S [ R +
End of Report.
3.11 Setup - Alarm thresholds ( — )
3.11.1 Notify by Mail ( )
E-mail

100



3.11.2 Audible Alarm ( )
Kiwi Syslog Daemon
11
Play sound file 5
3.11.3 Run Program ( )

Pager.exe ""555-1234" ""Syslog - Warning, lots of messages received, Max set at Y%oMsgAlarmMax but
received %oMsgThisHour so far this hour."

[Test]

@)

3.12 Setup - Input options ( - )

3.12.1 Setup - Input options ( - )

UDP TCP syslog SNMP Versionl/2c
UDP 514 syslog
(Cisco PIX) syslog TCP syslog Cisco PIX TCP 1468
TCP

SNMP Versionl1/2c
SNMP UDP 162

UDP TCP SNMP 3

3.12.2 Inputs — UDP ( - UDP)

Kiwi Syslog Daemon UDP 514 UDP syslog syslog
1 65535 514 syslog
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Kiwi Syslog Daemon UDP syslog

Listen for UDP Syslog messages

Kiwi Syslog Daemon UDP UDP
Bind to Address:
UDP
Bind to address IP
(Bind to address
)
192.168.1.1 192.168.2.1
192.168.1.1 syslog
Data Encoding:
Other-->
Windows Web
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/act/htm/actmli_ref _scpg.asp
System 1 System Code Page
ANSI (0] ANSI
UTF-8 65001 Unicode Transformation Format 8
Shift-JIS 932 Japanese
EUC-JP 51932 Japanese Extended Unix Code
BIG5 950 Traditional Chinese
Chinese 936 Simplified Chinese
Unicode UTF-8
UTF-8 Web
http://en.wikipedia.org/wiki/UTF-8
3.12.3 Inputs — TCP ( —TCP)
Syslog UDP 514
UDP UDP
Cisco PIX TCP syslog TCP
syslog
3
TCP TCP syslog
PIX Cisco PIX
Bind to Address:
TCP
Bind to address IP
(Bind to address
)
192.168.1.1 192.168.2.1
192.168.1.1 syslog
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Cisco PIX 1468 syslog

Cisco Pix Firewall Web
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/pix

Data Encoding:

Windows Web
http://msdn.microsoft.com/ja-jp/library/aa288104.aspx

System 1

ANSI (0] ANSI

UTF-8 65001 Unicode Transformation Format 8
Shift-JIS 932

EUC-JP 51932 (EUC)

BIG5 950

Chinese 936

Unicode UTF-8

UTF-8 Web
http://ja.wikipedia.org/wiki/UTF-8

Message Delimiters:

TCP syslog 1 TCP
TCP
syslog
( ) syslog
TCP syslog

CRLF (ASCII 13, ASCII 10)
CR (ASCII 13)

LF (ASCII 10)

Null (ASCII 00)

3.12.4 Inputs — SNMP ( - SNMP)

Kiwi Syslog Daemon SNMP v1/2c

Listen for SNMP traps:
SNMP

UDP port:
SNMP UDP 162 1 65535

Bind to Address:
SNMP
Bind to address IP
(Bind to address
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192.168.1.1

SNMP fields:
SNMP

Community:

Enterprise:
SNMP MIB
v2 2

Uptime:

v2

Agent address:

IP
Trap type:
Generic Type Specific Trap-Type Specific Trap-Name 3
vl 6 Generic Type
Enterprise
Version:
vl 2
Message:
8
MIB
Syslog priority to use:
SNMP syslog
SNMP

Local0.Debug

SNMP field tagging:

fieldname=value
XML 0

fieldname=value

192.168.1.1

"public”, "private"

(1.3.6.1.x.X.X.X)

Specific Type

syslog
SNMP

facility

192.168.2.1

syslog

"monitor"

vl

vl

Generic Type

facility

level

community=public enterprise=1.3.6.1.2.1.1.1 enterprise_mib_name=sysDescr uptime=15161
agent_ip=192.168.0.1 generic_num=6 specific_num=0 version=Verl generic_name="Enterprise specific"
var_count=01 varO1_oid=1.3.6.1.2.1.1.1 varO1_value="This is a test message from Kiwi Syslog Daemon"

varOl_mib_name=sysDescr

Q)
Use LinkSys Display filter:
LinkSys Display PPP
LinkSys

Perform MIB lookups:
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Kiwi Syslog Daemon ID
Allied Telesyn, SonicWall, Nokia, Checkpoint, BreezeCom, Nortel, SNMP MIB-I1

MIB Kiwi Syslog Daemon MIBs
60,000 MIB
MIB 5
MIB /
MIB zip MIB

http://www.Kiwisyslog.com/option,com_enquiry/ltemid,459/

Cisco, 3Com,

KiwiMIBDB.dat

OID Unknown_OID_ list.txt zip
MIB MIB
oID
Log failed lookups to debug file:
OID oID
Kiwi Syslog Daemon MIBs Unknown_OID_list.txt
zip
http://www.Kiwisyslog.com/option,com_enquiry/Itemid,459/
Show additional OID suffix info:
OID
MIB
Cisco 1.3.6.1.2.1.2.2.1.2.3 Link up OID
MIB ifDescr
MIB .3 IfDescr.3=SlowEthernet0/3
ifDescr=SlowEthernet0/3
3.12.5 Beep on every message received (
syslog SNMP
*
(View
)
3.12.6 Cisco PIX (TCP)
Cisco PIX UDP TCP PIX
TCP 1468 1 65535
TCP (Kiwi Syslog Daemon)
PIX PIX Kiwi Syslog
Daemon Kiwi Syslog Daemon
PIX TCP Kiwi Syslog
Daemon PIX PIX
PIX
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3.12.7 Inputs - Keep-alive ( —

PIX

syslog
rule Rule
syslog
syslog ”l am still alive and well”
Facility Level IP
varlnputSource
ngn
Enable keep-alive messages:
Frequency:
60 1 1 86400 1
Syslog facility:
Syslog Syslog
Syslog level:
/
info
From IP Address:
IP 1.1.1.1 255.255.255.255

127.0.0.1

Message text:

Rules/Filters

Rules
Rule: MyScript
Filters
Priority: Match Syslog.Info only
Actions
Action: Run script
Action: Stop processing (Exits the rule engine here)
Other Rules here...

varlnputSource
g

106

Keep-alive message



Rules
Rule: Send keep alive message
Filters
Priority: Match Syslog.Info only
Actions
Action: Forward to host (send to another host via a syslog message)
Action: Stop processing (Exits the rule engine here)
Other Rules here...

Stop processing

Syslog.info (forward message) rule
3.13 Setup — Display ( — )
3.13.1 Display window is always on top of others ( )

Kiwi Syslog Daemon

3.13.2 Number of display rows ( )
40 ( )
10 50
5 1000
CPU CPU

3.13.3 Minimize to System Tray on start-up (

Kiwi Syslog Daemon

Kiwi Syslog Daemon  Windows

3.13.4 Use 3D text in display heddings (3D )
Kiwi Syslog Daemon Setup 3D ( )
3.13.5 Use MM/DD/YYYY date format ( MM/DD/YY )
us mm-dd-yyyy
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3.13.6 Show messages per hour in title bar (

)

3.13.7 Blink System Tray Icon when receiving messages (

)

3.13.8 Word wrap long message text( )

Kiwi Syslog Daemon

3.13.9 Adjust column widths automatically ( )

View Choose
font

3.14

Test Test Setup syslog

[Test]

Test Test Setup Test message Test

Test true
Test message
Test

Test message syslog

Web Kiwi SyslogGen
Kiwi Syslog Daemon syslog

http://www.Kiwisyslog.com/downloads

4 Syslog statistics window (sysloq )

4.1 Syslog statistics window (Sysloqg )

Kiwi Syslog Daemon View View Syslog Statistics [Ctrl]] [S]

Syslog Statistics
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™ Syslog Statistics

Help [F1) | Riefresh [F5) | e

syslog 10 Refresh [F5]
4.2 History [1hr] (1 )

60 1

1

4.3  History [24hr] (24 )

24 1

24
4.4 Severity ( )
0-Emergency

7-Debug
4.5 Top 20 Hosts ( 20 )
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4.6 Counters ( )

Messages-Average ( )

syslog

1 0 HH:MM:SS
up-time

Messages - Total:

Messages - Last hour:
0 1

Messages - This hour:

1
0
Messages - Last 24 hours:

24 ( )

23

LastHours(1 23) + messages this hour
Messages - Average:

24

Messages - Forwarded:
Forward message syslog

Messages - logged to disk:

Log to file
0:00
Errors - logged to disk:
0:00 0
Disk space remaining:
MB
C
CustomStats:
Counters
Setup

5 Kiwi Syslog Daemon

5.1 Kiwi Syslog Daemon

(0:00)

23

0:00

(View | Error log

Alarms Disk space monitor

Run Script

Scripting

Kiwi Syslog Daemon Windows NT
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Windows NT4 (SP4 ) / Windows 2000 / Windows XP Professional / Windows 2003 Server
Microsoft Internet Explorer Version 5.x

e RAM 128MB
. 800 x 600, 256

5.2 Installing the Service edition ( )
NT Kiwi Syslog Daemon

Kiwi Syslog Daemon
installation .exe
Kiwi Syslog Daemon Service Manager
[ ] Kiwi Syslog Daemon

Manage NT
Manage Install the Syslogd Service

Kiwi Syslog Daemon

[ 1l [ ]
C:\Program files\Syslogd\Syslogd_Service.exe —install

—uninstall
C:\Program files\Syslogd\Syslogd_Service.exe —uninstall

NT Manage Start the Syslogd service
[CtrI]+[F3]

C:\>net start "Kiwi Syslog daemon®

The Kiwi Syslog Daemon service is starting.
The Kiwi Syslog Daemon service was started successfully.

C:\>net stop “Kiwi Stslog Daemon”

The Kiwi Syslog Daemon service is stopping.

The Kiwi Syslog Daemon service was stopped successfully.
20

[ 1 I 1 NT

Ping
Manage Ping the Syslogd service

Syslog [Ctri]+[T] localhost

Kiwi Syslog Daemon - Test message number 0001

File Properties Display

5.3

Kiwi Syslog Daemon Service Manager Syslogd
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Manage

5.4
1). Ping
Manage Ping Syslogd service
2). OK
Syslog Service Manager [Ctri]+[T] localhost
3).
Web Kiwi SyslogGen

http://www.Kiwisyslog.com/

5.5 Kiwi Syslog Daemon NT Service

5.5.1 Kiwi Syslog Daemon NT Service

Kiwi Syslog Daemon

Kiwi Syslog Daemon Web
http://www.jtc-i.co.jp
http://www.kiwisyslog.com/

5.5.2

1). Service Manager
Manage Stop the Syslogd service

2). Service Manager
Manage Uninstall the Syslogd service

3). Service Manager

4. [ 1 I 1

5.5.3

1). Kiwi Syslog Daemon NT

2).
3).[ 1 Syslogd Service Manager
[ 1L 1 [Kiwi Syslog Daemon] [Kiwi Syslog Daemon Service Manager]
4). [Yes] [No]
[No]
5). Syslogd Service
Manage Install the Syslogd service

6). Syslogd Service
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Manage Start the Syslogd service

7). ping

Manage Ping the Syslog service
8).

[CtrI]+[T] localhost

6 syslog

syslog
syslog

http://www.kiwisyslog.com/support/

6.1 SNARE Windows

Kiwi Syslog Daemon Windows
Windows

Snare Agent for Windows Web
http://www.intersectalliance.com/projects/SnareWindows/index.html
Snare  Windows syslog Kiwi Syslog Daemon
Windows / Web

http://support.microsoft.com/kb/300549

Snare Agent for Windows
Network Configuration

1. Destination Snare Server address Kiwi Syslog Daemon

2. Destination Port Kiwi Syslog Daemon syslog 514

Snare Network Configuration

The following network configuration parameters of the SNARE unitis set to the following values:

Override detected DNS Name with:

Destination Snare Server address 192.1681.20
Destination Port 514

Perform a scan of ALL objectives, and display the maximum criticality? F

Allow SHMARE to automatically s=t audit configuration?

Allow SNARE to automatically set file audit configuration?

Export snare Log data to a file? L

Enable SYSLOG Header?

SYSLOG Facility User b
SYSLOG Priority DYMNAMIC w

Change Configuration ] [ HesetForm
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[Change Configuration] Windows [ 1 [ 1

Kiwi Syslog Daemon syslog (514) Windows

syslog Web
http://www.kiwisyslog.com/kb/info: -kiwi-syslog-daemon-is-not-receiving-messages/

6.2 3Com NetServer

NetServer 8/16 Syslog

NetServer Telnet
Add Syslog

ADD SYSLOG <IP Address> LOGLEVEL <logging level>
IP address Kiwi Syslog Daemon PC IP
logging level

COMMON

CRITICAL

DEBUG

UNUSUAL

VERBOSE

ADD SYSLOG 10.0.10.23 LOGLEVEL VERBOSE

LIST SYSLOGS syslog

Console Prompt=LIST SYSLOGS

SYSLOG SINKS

SysLog Log Level Msg Count
192.168.203.203 COMMON 507
192.168.203.230 COMMON 4551

SAVE ALL NVRAM

6.3 3Com Total Control Chassis

Total Control Chassis Syslog

HiPer Access Router Card (HiPer ARC) Telnet
Add Syslog

ADD SYSLOG <IP Address> FACILITY <Facility>= LOGLEVEL <logging level>
IP address Kiwi Syslog Daemon PC IP
Facility

LOG_AUTH
LOG_LOCALO
LOG_LOCAL1
LOG_LOCAL2
LOG_LOCAL3
LOG_LOCAL4
LOG_LOCAL5
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LOG_LOCAL6
LOG_LOCAL7

Logging level

COMMON
CRITICAL
UNUSUAL
VERBOSE

ADD SYSLOG 10.0.10.23 FACILITY LOG_LOCAL7 LOGLEVEL VERBOSE

LIST SYSLOGS syslog

Console Prompt=LIST SYSLOGS
SYSLOG SINKS

SysLog Log Level Msg Count Facility

192.168.203.203 COMMON 507 LOG_LOCAL7

192.168.203.230 COMMON 4551 LOG_AUTH
SAVE ALL NVRAM

6.4 Alliant Cellular Gateway

Mark Hamilton

Alliant Cellular Gateway Web
http://www.alliantnetworks.com/

SYSLOG

SYSLOG SYSLOG
e SYSLOG IP
o ( : public)
e Telnet CLI IP
. CLI

SYSLOG

1. Telnet CLI
2.

CG=> login <password=>
CG# configure system
CG(sys)# configure syslog
CG(sys-sys)# set status on

3. show log

SYSLOG messages are enabled

First SYSLOG server's IP address: 10.0.1.2
Second SYSLOG server's IP address: 0.0.0.0
Severity threshold 6

CG(sys)#

4. severity error
(severity 3) error

CG=> login <password=>
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CG# configure system
Maintenance Onboard logging
CG(sys)# configure syslog
CG(sys-sys)# set status on
CG(sys-sys)# set severity 3

6.5 Allied Telesyn

Allied Telesyn New Zealand Taylor Wilkens
syslog daemon
create log output=1 destination=syslog server=address

address Kiwi Syslog Daemon IP

add log output=1 type=IPFILT

ISDN :
add log output=1 mod=ICC type=CALL subtype=DOWN

add log output=1 filter=1 all

/ Imi
add log output=1 filter=1 type=vint
add log output=1 filter=1 type=dlink

Web
http://www.alliedtelesyn.co.nz/documentation/arrouter/241/pdf/log.pdf

6.6 Arris Cable Modem Termination System

Dale Hutchinson

Kiwi Syslog daemon Arris CMTS1000 DOCSIS 1.0 Cable Modem Termination System
Cable Modem Termination System

manage

event-level

syslog-ip-addr XXX.XXX.XXX.XXX // Kiwi Syslog Daemon IP
admin-status-of-throttle unconstrained

6.7 Extreme Summit

Telnet (admin)
config syslog
Configure syslog add <IP address of syslog server> <Facility name=>=
Configure syslog add 192.168.1.1 localO
config syslog
Configure syslog delete <IP address of syslog server> <Facility name>

Configure syslog delete 192.168.1.1 localO
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CLI

enable cli-config-logging

6.8 Barracuda Spam Firewall

Barracuda Spam Firewall

Web
http://www.barracudanetworks.com/ns/support/documentation.php

Barracuda syslog

Barracuda syslog Barracuda Spam Firewall
syslog Spam Firewall Barracuda
syslog
Barracuda Spam Firewall
syslog Web GUI Advanced Syslog syslog IP
: Web GUI syslog
syslog syslog UDP 514 Barracuda syslog
514
syslog mail debug Barracuda syslog

Barracuda Syslog
Barracuda Spam Firewall syslog
syslog
syslog syslog
syslog

Timestamp Host Barracuda Process Client IP Message ID Start End Service Info

Sep 8 17:38:48 devl inbound/pass1[27564]: XX.XX.XX.XX 1126226282-27564-2-0 1126226286
1126226328 RECV [. . . .. 1

6.9 Bay Networks

Bay Networks Web
Web
http://support.baynetworks.com/library/tpubs/html/switches/bstream/115412A/MARKER-2-455

Syslog
Technician Interface syslog syslog
1

syslog

Telnet Technician Interface

Syslog ( )

. syslog
. syslog
. syslog
. syslog
.5 6

No oA wNPR

8

[e¢)

. NVFS
. Technician Interface

©

syslog ( )
syslog syslog
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1: Telnet Technician Interface
Bay Networks Technician Interface 1

2: syslog ( )
syslog syslog syslog
Technician Interface
$: set wfProtocols.wfSYSLLoad.0 Ox7FFEOOOO;commit

syslog
syslog
3: syslog
syslog
set wfSyslog.wfSyslogDelete.0 1;commit
syslog ( syslog wfSyslogDisable, OID =
1.3.6.1.4.1.18.3.3.2.15.1.2 1 )
syslog
4: syslog
syslog wfSyslogMaxHosts wfSyslogPollTimer
syslog
1. syslog
$: set wfSyslog.wfSyslogMaxHosts.0 <1 - 10>;commit
wfSyslogMaxHosts 5 syslog
syslog n n=
wfSyslogMaxHosts
2. syslog ()
$: set wfSyslog.wfSyslogPollTimer.0 <5 - 610000>;commit
wfSyslogPollTimer 5
syslog
5: syslog
syslog( )
syslog 1
syslog Technician Interface
list -i wfSyslogHostEntry
syslog ID( IP )
1. syslog
$: set wfSyslogHostTable.wfSyslogHostDelete.<host_IP_address> 1 $: commit
IP syslog
wfSyslogHostLogFacility (184 = Local7) wfSyslogHostTimeSeqEnable(2 = disabled)
6 2
2. syslog UNIX

$: set wfSyslogHostTable.wfSyslogHostLogFacility.<host_IP_address>
<128|136|144]152]|160]|168]176]|184>;commit

128 = localO 160 = local4
136 = locall 168 = local5
144 = local2 176 = local6
152 = local3 184 = local7
3. syslog ( )

$: set wfSyslogHostTable.wfSyslogHostTImeSeqgEnable.
<host_IP_address> 1;commit
(wfSyslogHostDisable =1) (wfSyslogHostOperState = 1)
syslpg

6:
syslog « )

list -i wfSyslogEntFItrEntry
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ID ( <host_IP_address>.<entity_code>.<filter_index>)
<host_IP_address> <entity_code> < filter_index>
<filter_index> 1
1

syslog

$: set WfSyslogEntityFilterTable.WfSyslogEntFItrDelete.
<host_IP_address>.<entity_ code>.<filter_index> 1;commit
<host_IP_address> ( ) IP
<entity_code> <host_IP_address>

<filter_index>

2.
. ( ) ( )
. ( )
a. syslog
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrLogEvtLowBnNd.
<host_IP_address>.<entity_code>.<filter_index> <O - 255>
$: set wfSyslogEntFItrEntry.wfSyslogEntFIltrLogEvtUppBnd
<host_IP_address>.<entity_code=.<filter_index> <O - 255>
$: commit
0 255
(2 )
b. ( )
syslog
syslog
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrSevMask.
<host_IP_address>.<entity_code>.<filter_index> "<fwitd=>"
$: commit
C. syslog
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrSlotLowBnd.
<host_IP_address>.<entity_code=>=.<filter_index> <O - 14>
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrSlotLowUpp.
<host_IP_address>.<entity_code=>=.<filter_index> <O - 14>
$: commit
0 14
3 UNIX
7
Technician Interface
a. FAULT
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrFaultMap.
<host_IP_address>.<entity_code>.<filter_index> <1 - 8>
wfSyslogEntFltrFaultMap 3 FAULT UNIX CRIT

b. WARNING
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrWarningMap.
<host_IP_address>.<entity_code>.<filter_index> <1 - 8>
wfSyslogEntFItrWarningMap 5 WARNING UNIX
WARNING

$: set wfSyslogEntFItrEntry.wfSyslogEntFltrWarningMap 5
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Warning Warning

C. INFO
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrInfoMap.
<host_IP_address>.<entity_code>.<filter_index> <1 - 8>
wfSyslogEntFItrinfoMap 7 INFO

d. TRACE
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrTraceMap.
<host_IP_address>.<entity_code=>=.<filter_index> <1 - 8>
wfSyslogEntFItrTraceMap 3 TRACE
CRIT

e. DEBUG
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrDebugMap.
<host_IP_address>.<entity_code>.<filter_index> <1 - 8>

wfSyslogEntFItrDebugMap 8 DEBUG
DEBUG
7:
syslog
1.
2
2.
3
3. syslog
8: Syslog
syslog NVFS

save config <vol=:<filename>=

9 Technician Interface
Technician Interface
$: logout

6.10 Bintech

Torsten Richter

Bintech Web
http://www.bintec.net/en/index.php

. Telnet

. - (input / action)

. -(tO0 )

e setup - (setup )

. - (SYSTEM )

. - (External System Logging )

. - (ADD )

. : Log Host - (Kiwi Syslog Daemon [IP
. : Level - ( )

. : facility - ( )

. : Type - ( )

. : Timestamp - ( )

. - (save)

e setup tool/system - (exit)

e setup tool - (save)

. - (Save as boot configuration and exit )
6.11 Buffalo
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Buffalo

Web
http://buffalo.jp/download/manual/

e CD

[ ]

. Management

. Syslog Transmitting

e Use syslog

e Kiwi Syslog Daemon IP

e Error Notify

e Log information syslog daemon

6.12 Checkpoint FW-1

AirNavigator

syslog daemon

LogAnalysis
Web

http://lists.jammed.com/loganalysis/2001/09/0006.html

Firewall-1 UNIX

Checkpoint $FWDIR/bin/fw log -f  Checkpoint
UNIX logger syslog fw log -f
syslog
syslog os syslog
GUI
/
$FWDIR/log/cpmgmt.aud logger
6.13 Cisco 3000 VPN
Cisco VPN 3000 syslog SNMP

Daemon

Cisco Web

http://www.cisco.com/web/JP/product/hs/security/vpn3000con/prod_literature.html

6.14 Cisco Catalyst

set CLI Cisco Catalyst

Telnet

Set logging enable
Set logging level all 7 default (
Set logging [Kiwi Syslog Daemon

10S CLI Catalyst
Logging on
logging trap warnings ( )

Logging Facility Local7 (

2900

debug )
IP ]
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Logging <Kiwi Syslog Daemon IP >

Catalyst 6000 Web
http://www.cisco.com/japanese/warp/public/3/jp/service/manual_j/sw/cat60/65scg2/chapter28/8978 01 _28.sht
ml

http://www.cisco.com/en/US/products/hw/switches/ps708/products_system__message_qguide_chapter09186a0080
07e784.html

6.15 Cisco PIX

Cisco PIX Syslog

Cisco Web
http://www.cisco.com/JP/support/public/mt/tac/100/1002233/pixsyslog.shtml

PIX Web
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix_sw/v_63/63syslog/pixemsgs.htm

http://www.cisco.com/japanese/warp/public/3/jp/service/manual_j/sec/pix/slm/chapter02/pixemsgs.html

http://www.cisco.com/cqi-bin/Support/Errordecoder/home.pl
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/index.htm

TCP PIX syslog
logging permit-hostdown

TCP PIX
TCP Kiwi Syslog Daemon PIX
VPN PIX SNMP syslog Web

http://www.cisco.com/JP/support/public/mt/tac/100/1000172/pix_vpn_4094.shtml

6.16 Cisco

Telnet

Config term

Logging on
Logging Facility Local7 ( )
Logging [Kiwi Syslog Daemon IP ]
End
10S v11.2 logging source-interface Cisco syslog
IP logging source-interface
IP syslog
* 10S logging source-interface
syslog UDP Kiwi Syslog Daemon Winsock
Cisco Web

http://www.cisco.com/univercd/cc/td/doc/product/software/ios113ed/cs/csprtf/csprifd/cstroubl.htm

6.17 Cisco (Aironet)

Telnet
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Config terminal

Logging on
Logging Facility Local7 ( )
Logging [Kiwi Syslog Daemon 1P 1
End
10S v11.2 logging source-interface Cisco syslog
IP logging source-interface
IP syslog
* 10S logging source-interface
syslog UDP Kiwi Syslog Daemon Winsock
Cisco Web

http://www.cisco.com/univercd/cc/td/doc/product/software/ios113ed/cs/csprtf/csprtf4/cstroubl.htm

6.18 D-Link DFL-700

Geir Aasmoe

Web
http://support.dlink.com/products/view.asp?productid=DFL%2D700

DFL-700 syslog

1).

2). Web ( http://192.168.1.1)
System

3). Logging

4). Syslog

5). Syslog Server 1 Kiwi Syslog Daemon IP

6). syslog ( : Local7)

6.19 DLink DL-840V

DShield Web http://www.dshield.org/
Web
http://www.dshield.org/clients/dlinkhelp

1).
2). Web (http://192.168.1.1)
Advanced Settings
3). Administration Settings
4). SYSTEM Log Enable System Log Function Kiwi Syslog Daemon IP

6.20 FortiGate

FortiGate 60
Web
http://docs.forticare.com/fgt/admin/01-28008-0002-20050909 FortiGate-60 _Administration_Guide.pdf

FortiGate syslog CLI Web
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config log syslogd setting
set <keyword> <variable>

config log syslogd setting
unset <keyword>
get log syslogd setting

show log syslogd setting

: Web syslog
syslog IP
config log syslogd setting
set status enable
set server 220.210.200.190
set port 514
set facility user
end
syslog
get log syslogd setting
syslog
show log syslogd setting
show
FortiOS Vv 2.8 FortiGate Web
http://kc.forticare.com/default.asp?id=1580&Lang=1&SID=
6.21 FREESCO /
Bill Hely
Freesco (http://www.freesco.org/) Linux /
386sx (486 )
HDD Freesco
Kiwi Syslog Daemon 1
e Freesco PC root
e [Linux] edit /boot/etc/syslog.cfg
( syslog.cfg [TAB] |
)
o
* *[press the TAB key]@192.168.1.20
(P Kiwi Syslog Daemon IP
e [Enter]
o {Alt} + [S] [Alt] + [X]
o [F1]
e Freesco
6.22 HP JetDirect
HP JetDirect syslog HP JetAdmin Web
Web http://print_server_address:8000/
e HP

e Configuration
124
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Network
System Log Server
Kiwi Syslog Daemon

[Apply]

6.23 Intertex ADSL

IG ADSL
syslog

syslog
syslog syslog

Windows syslog

syslog

a b wnNPF

. Web Internet Gate Web

. Administration

syslog

. Syslog server Kiwi Syslog

. Save

6.24 Linksys

RFC 3164
syslog
Kiwi Syslog Daemon(http://www.Kiwisyslog.com)

CD

( IP : 192.168.0.1.)

Kiwi Syslog Daemon

Linksys SNMP

Kiwi Syslog Daemon
Setup Inputs SNMP
Listen for SNMP traps

Use Linksys Display Filter...

Linksys
MIB

6.25 Linksys VPN

File

Kiwi Syslog Daemon 162 SNMP

Setup
( 162 )

PPP PPPOE

Linksys

Kiwi Syslog Daemon

SNMP OID

Linksys Wireless-G VPN
SNMP

Web Linksys
Administration
Log
Syslog notification
Enabled
Device name
Kiwi Syslog Daemon IP
syslog
debug
Alert Log
General Log
Save Settings

(

syslog Linksys
SNMP

Linksys
: 192.168.1.100)
Informational
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6.26 Lucent

Ethernet -> Mod Config --> Log...
Syslog=Yes

Log Host=10.23.45.111

Log Facility=Local5

MAX  Syslog daemon Ethernet Profile (Mod Config ) Log

Syslog Yes

MAX Kiwi Syslog Daemon IP
MAX RIP
Table 12-3 "System configuration and administration parameters."
"Location Parameters via RIP or a static route."
Chapter 10 . "Configuring the MAX as an IP Router."
Syslog
MAX
Log Facility MAX Kiwi Syslog
Daemon (MAX )
Actions ( all.debug )
MAX Reference Guide Lucent Web

6.27 Meinberg

Meinberg Funkuhren Heiko Gerstung

Web
http://www.meinberg.de/english/products/time-server.htm

Meinberg LANTIME
http://www.meinberg.de/english/products/time-server.htm

Meinberg Linux syslog 2 syslog ( :Windows
PC Kiwi Syslog Daemon ) Web

e LANTIME Web

. Ethernet
e Syslog Server 1 Kiwi Syslog Daemon IP ( 1
syslog Syslog Server 2 2 syslog IP /
)
e Save Settings Kiwi Syslog Daemon syslog
Web Web

http://www.meinberg.de/cgi-bin/main.cqi

( )
LAN-XPT Meinberg GPS
http://www.meinberg.de/english/products/lanxpt.htm

Meinberg GPS GPS167

SNMP GPS
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GPS167 http://www.meinberg.de/english/products/gps167.htm
syslog 1 syslog SNMP 3 SNMP

e Telnet 9999
*** Meinberg XPT Setup V1.5 ***
MAC address 00204A82B8B8
e Software version V0160 (050127) CPK_580_XPTEX
[1 XPT Password:*******x
e Setup 4 syslog configuration 4 [RETURN]
Change Setup:
1 Network configuration
2 Clock port configuration
3 SNMP configuration
4 SYSLOG configuration
7 factory defaults
8 exit without save (no reboot)
9 save and exit

90 Change password
Your choice ?

e Use SYSLOG logging? Y(=yes)
Kiwi Syslog Daemon 1P
FAdxkdxk SYSLOG Configuration *xkkxx
Use SYSLOG logging? (Y) ? Y
Enter IP address for SYSLOG server:(172) .(016) .(003) .(042)

9 [RETURN] ( ) syslog

Meinberg Redundant GPS
(SCU-XPT )

http://www.meinberg.de/english/products/scu_xpt.htm

SCU-XPT GPS 2 GPS SCU-XPT
2 syslog SNMP
LAN-XPT LAN XPT

6.28 Netgear / ZyXEL RT311/RT314

Netgear
http://www.netgear.org

Web syslog Telnet
Menu 24.3.2 - System Maintenance - UNIX Syslog

Syslog:

Active= Yes

Syslog IP Address= XXX.XXX.XXX.XXX <---- syslog 1P
Log Facility= Local 1 <------ syslog

Types:

CDR= Yes

Packet triggered= Yes

Filter log= Yes

PPP log= Yes
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6.29 Netgear ADSL DG834

Web
http://www.netgear.com/products/details/DG834.php

syslog

e Web Netgear

. SECURITY Security logs

e Security logs Syslog Send to this syslog server IP addres
e Send syslog to this address Kiwi Syslog Daemon IP
e Include in Log ( )

6.30 Netgear FVS318 VPN

Mount Sterling Ohio Paul Bohn

Web
http://www.netgear.com/products/details/FVS318.php

:NETGEAR FVS318 FIRMWARE 1.01j beta 2002 8 7

syslog

e Netgear

. SECURITY Security logs

e Security logs SYSLOG

e Send syslog to this address Kiwi Syslog Daemon IP

6.31 Netgear RP114

Netgear RP114

Web
http://www.netgear.jp/products/details/RP114.html

Web syslog Telnet
Menu24.3.2 System Maintenance UNIX Syslog sysylog
Unix syslog
: Active
: yes / no
: syslog /
: Syslog IP Address
:a.b.c.d 4 a,b,c,d 0—255
: syslog IP
: Log Facility
: Facility

7

: Types: CDR, Packet triggered, Filter log, PPP log
: yes/no

: Call detail record (CDR), Packet trigger, Filter event (match or not match), PPP event.

syslogd
1. Menu 24.3.2 System Maintenance UNIX Syslog
2. Active Yes
3. Syslog IP Address syslog PC IP
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4. Log Facility
5.

syslog
= Call detail record (CDR)
= Packet trigger
= Filter event log
* PPP event log

6.

6.32 NetScreen

George McCashin

Web
1). admin Web
2). Configuration Report Settings Syslog
3). Enable Syslog
4). Include Traffic Log
5). (Kiwi Syslog Daemon UDP 514)
Kevin Branch
Netscreen (permit/deny/tunnel)
Netscreen
Log Packets Terminated to Self Netscreen Netscreen
(Netscreen )
CLI NetScreen

syslog

set syslog config ip_address security_facility

local_facility

set syslog enable

set syslog traffic

set log module system level level destination syslog

: set syslog config security facility local facility syslog
security_facility local_facility NetScreen CLI Reference Guide
set log

emergency

alert

critical

error

warning

notification

information

6.33 Nortel Networks

Flavio Ramos

Bay Command Console (BCC)
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stack# syslog
syslog
log-poll-timer 10
log-host address <Kiwi Syslog Daemon PC IP
filter name WILDCARD entity all
severity-mask {fault warning}
slot-lower-bound 1
slot-upper-bound 14
back
back
back

6.34 Pack X IDScenter

IDScenter Windows Snort IDS

http://www.packx.net/packx/html/en/index-en.htm

output Kiwi Syslog Daemon

IDScenter IDS Rules
Output
output

-> Add

facility priority (level)

Facility: LOG_LOCAL7
Priority: LOG_ALERT

LOG_CONS, LOG_PERROR, LOG_NDELAY, LOG_PID

Add syslog

6.35 SnapGear SOHO+

Web SOHO+
SYSTEM Advanced

System Log System Log

Address of remote machine Kiwi Syslog Daemon

Enable remote logging

Submit

Syslog Alert Plugin

output

Kiwi Syslog Daemon

6.36 SonicWall

SonicWALL syslog daemon syslog
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SonicWALL Web

Log
Log Settings
Sending the Log Syslog Server 1 Kiwi Syslog Daemon IP
514 Syslog server port 1

Automation Syslog Format Webtrends

Categories Log syslog

update
SonicWALL
SonicWALL syslog RnRSoft ReportGen for SonicWALL
Web

http://www.reportgen.com

6.37 Symantec /VPN 200

David Masilott

Web
Advanced Log Settings
Syslog Server Kiwi Syslog Daemon IP
System Debug Blocked Dropped Attack
Save
Kiwi Syslog Daemon
6.38 Unix
Antonino lannella
Unix super user -

/etc/syslog.conf
/etc/hosts

Unix Kiwi Syslog Daemon (HUP)
Vi /etc/hosts
hosts

H

# Internet host table

H

127.0.0.1 localhost
192.168.230.23 loghost
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loghost
Loghost IP Kiwi Syslog Daemon Windows Unix

Vi /etc/syslog.conf
syslog.conf

# Syslog configuration file.

#

*.err;kern.notice;auth.notice /dev/console
*_err;kern.debug;daemon.notice;mail.crit /var/adm/messages

*.alert;kern.err;daemon.err operator
*_ alert root
*_emerg @loghost
mail.debug @loghost
emerg localhost hosts debug

<TAB> @loghost

Unix Kiwi Syslog Daemon
syslog daemon ID SIGHUP logger syslog

logger —p user.emerg Unix test message

man syslog

6.39 VegaStream

VegaStream

Web
http://www.vegaassist.com/documentation/3-Technical%20Documentation/IN_21-Syslog_01.pdf

Vega syslog

Vega 4 syslog

1. Log ( )

2. Billing / CDR ( )

3. Console audit ( Web Telnet )
4. Debug ( )

Vega 5 syslog 1 syslog 1

Vega syslog UDP

syslog Web Logging SYSLOG Configuration
SYSLOG

syslog Add Delete Modify
Name Host syslog IP
Port UDP ( 514)

Logging Billing Console Debug

Submit Apply Changes
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:syslog

6.40 Watchqguard Firebox Dshield

Web

http://live.dshield.org/clients/watchguard_kiwi_setup.php

6.41 WatchGuard SOHO

WatchGuard Knowledgebase

SOHO 2.4.0 syslog
Unix BSD Linux nix
syslog

syslog UDP 514
syslog

SOHO syslog

SOHO

System Administration

Syslog Logging

Enable Syslog output

Kiwi Syslog Daemon IP

syslog syslog

Submit

SOHO

6.42 W-Linx MB

Philipp Beckers

Web
http://www.w-linx.com.tw/products/multifunction/soho_mate.htm

1. Web W-Linx (http://192.168.1.254)

2. Advanced Setting System Log

3. IP Adress for Syslog Kiwi Syslog Daemon PC IP
4. enable save

5. syslog

6.43 ZyXEL ZyWALL 10

Killian McCourt

Web
http://www.netgear.org

Web syslog Telnet

Menu 24.3.2 - System Maintenance - UNIX Syslog
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Syslog:

Active= Yes

Syslog IP Address= xxx.xxx.xxx.xxx (IP address of the syslog)
Log Facility= Local 1 (Send messages with a facility of Locall)

Types:

CDR= No

Packet triggered= No
Filter log= No

PPP log= No

Firewall log= Yes
VPN log= No

Netgear/Zyxel RT311/RT314

7 __SNMP

SNMP
SNMP

http://www.Kiwisyslog.com/support/

7.1 Cisco 10S SNMP

Cisco 10S Cisco ( ATM ) SNMP

Cisco 10S SNMP Web
http://www.cisco.com/JP/support/public/mt/tac/100/1001716/snmp_traps.shtml

8 Syslogd E

8.1

Kiwi Syslog Daemon

Errorlog.txt Kiwi Syslog Daemon

Kiwi Syslog Daemon

8.2

Kiwi Syslog Daemon

View View Error log file [Ctri]+[R]
8.3 SMTP
E
SendmailLog.txt Kiwi Syslog Daemon
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84 E

Kiwi Syslog Daemon

View View e-mail log file

[CtrI]+[M]

SendmaillLog

9 Syslog
9.1 Syslog
syslog
<>

BSD Unix syslog

<PRI>=HEADER MESSAGE
0 191 0

syslog RFC
Unix Unix

Priority = Facility * 8 + Level

0 kernel messages
1 user-level messages
2 mail system
3 system daemons
4 security/authorization messages
5 messages generated internally by syslogd
6 line printer subsystem
7 network news subsystem
8 UUCP subsystem
9 clock daemon (note 2)
10 security/authorization messages
11 FTP daemon
12 NTP subsystem
13 log audit
14 log alert
15 clock daemon (note 2)
16 local use 0 (localO)
17 local use 1 (locall)
18 local use 2 (local2)
19 local use 3 (local3)
20 local use 4 (local4)
21 local use 5 (local5)
22 local use 6 (local6)
23 local use 7 (local7)
Unix User
Cisco
9.2 Syslog
syslog

<>

BSD Unix syslog
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syslog BSD

Local0 Local7 Unix
Local6é Local7

0 191



<PRI=HEADER MESSAGE

0 191
syslog

Unix

Priority = Facility * 8 + Level

Emergency:
Alert:

Critical:

Error:
Warning:
Notice:
Informational:
Debug:

No o~ WNPEO

Notice

DEBUG:

INFORMATIONAL:

NOTICE:

WARNING:

ERROR:

ALERT:

CRITICAL:
- ISP
EMERGENCY:

« 7/ )

9.3 Syslog

syslog
BSD Unix syslog
<PRI=HEADER MESSAGE

0 191
syslog

RFC

Unix

Informational

RFC
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file system 85% full —

- ISP

— ALERT

0 191



Priority = Facility * 8 + Level

Priority Use this value
syslog <PRI> 191 255 191
9.4
Kiwi Syslog Daemon UDP TCP syslog UDP
PIX TCP Kiwi Syslog Daemon
UDP 514
TCP 1468
9.5 Syslog RFC 3164
HEADER IP
HEADER TIMESTAMP HOSTNAME
PRI TIMESTAMP 1 HOSTNAME TIMESTAMP
HOSTNAME 1
HOSTNAME 1P
TIMESTAMP Mmm dd hh:mm:ss
MSG TAG CONTENT TAG
CONTENT
TAG ABNF 32 TAG
CONTENT CONTENT
TAG
Kiwi SyslogGen
<PRI=Jul 10 12:00:00 192.168.1.1 SyslogGen MESSAGE TEXT
BSD Syslog RFC 3164
http://community.roxen.com/developers/idocs/rfc/rfc3164.html
syslog Web
http://www.sans.org/infosecFAQ/unix/syslog.htm
9.6 Kiwi Reliable Delivery Protocol (KRDP)
Kiwi Reliable Derivery Protocol TCP
KRDP TCP
TCP
TCP TCP
TCP
Winsock (
) Winsock
TCP 100
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KDRP TCP KRDP syslog
KRDP KRDP
KRDP syslog KRDP

KRDP
DHCP IP

KRDP 1 2147483647 20 1
2147483647 1 0

Unicode US-ASCII 1
TCP UTF-8
KRDP syslog UTF-8 KRDP Unicode

KRDP

Sender (S)
Receiver (R)

(MsgType)
00 = SenderlID
01 = ReceiverResponse
02 = Sequenced message
03 = Message acknowledgement
04 = Receiver KeepAlive
99 = Error message

KRDP AA 0000000000 Message<CR>

KRDP = Unique tag

Space (ASCII 32)

AA = Msg type (as above)

Space (ASCII 32)

0000000000 = Sequence number O to 2147483647

Space (ASCII 32)

Message = UTF-8 encoded message text

<CR=> = Carriage return character ASCII 13 to indicate end of message stream

S connects via TCP

S sends first ID packet (MsgType 00)

R responds with ReceiverResponse message (MsgType 01)
S sends sequenced messages (MsgType 02)

1. If the first message R receives is not a ID message (MsgType 00), R disconnects. (Any data received is
ignored).

2. If R does not receive ID message after 60 seconds, R disconnects.

3. After S sends the ID message, S will wait up to 60 seconds for a ReceiverResponse message. If there is no
response, S will disconnect session.

4. R sends ACK messages to S with the next expected message sequence

5. ACK messages are sent no more frequently than once every 200ms

MsgType 00 (Version and SenderlID)
KRDP 00 PV UniqueKey<CR>
The unique key identifies the channel and is used to synchronise the message numbers
PV = Protocol Version to use. 01 = KRDP Reliable/Acknowledged
Unique key format is free form.
An example would be: "IP=192.168.1.1, Host=myhost.com, ID=Instancel”
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Or, just: "Instancel”
Since the receiver might already have an "Instancel"” name from another source, the first UniqueKey would
be better. Use as much information to uniquely describe the source of the messages

MsgType 01 (ReceiverResponse message)
KRDP 01 0000000000 Listener ID<CR>
Message number is 10 digit number 0000000000 to 2147483647

MsgType 02 (Sender Message content)
KRDP 02 0000000000 Message content<CR>
Message number is 10 digit number 0000000000 to 2147483647

MsgType 03 (Receiver ACK)
KRDP 03 0000000000 ACK<CR=>
Message number is 10 digit number 0000000000 to 2147483647
Message number indicates the next sequence number it expects to receive
ACK messages are sent at a maximum rate of once every 200ms

MsgType 04 (Keep alive)
KRDP 04 0000000000 KeepAlive<CR=>
Message number is 10 digit number 0000000000 to 2147483647
Message number = Next expected message number
If being sent by Sender, MsgSeq should be set to O
If being sent by Receiver, MsgSeq should be set to next expected message number

MsgType 99 (Error)
KRDP 99 0000000000 0000 Error message here<CR>
Message number is 10 digit number 0000000000 to 2147483647
Message number indicates which message caused the error if any. Set to zero (0) if not related to a
message number
0000 = Error number (0000 to 9999)
Error message can be any text

9.6.1 KRDP

Error 1000 - Unable to decode the following message: < >

Error 1001 - Sender is unable to supply message number: <NextMsgSeq>. Starting again from 0. Sender
ID:<UniqueSenderID>
1 (0]

Error 1002 - Missed message number: <NextMsgSeq>. Received: <ActualMsgSeg> on ID: <UniqueSenderID>

Error 1003 - Received unexpected message data. Message ignored. Sender ID: <UniqueSenderID>

Error 1004 - First message did not contain Sender ID. Connection closed.

ID

Error 1005 - Unable to send Expected message number reply. Connection closed.

Error 1006 - Unable to send error message.

Error 1007 - Unable to send KeepAlive message. Connection closed.

Error 1008 - Unable to send KeepAlive to connection: <UniqueSenderID>

Error 1009 - Unable to send ACK to connection: <UniqueSenderID>

ACK
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Error 1099 - < >
1099

Error 1010 - Unexpected message received. Type: <MsgType>. Message content: <Message Content>

10
10.1
o Kiwi Syslog Daemon Ping
. Kiwi Syslog Daemon ([Ctr] [AIt]+[Del]
)
e ZoneAlarm Blacklce
. Ping DNS
o Display
e [Ctri]+[T]
Web Syslog Daemon Message Generator (SyslogGen)
http://www.kKiwisyslog.com/downloads
¢ Kiwi SyslogGen 127.0.0.1 ( ) 1
Unix Syslog
. Kiwi SyslogGen Kiwi Syslog Daemon
. Kiwi Syslog
Daemon  Setup Modifiers Setup
Kiwi Syslog Daemon File | Setup
e Cisco Logging source-interface
Cisco 10S UDP
Kiwi Syslog Daemon
L]
e IP DNS
e Alarm Statistics E
o Defaults/Import/Export [Load default Rules and Settings] [OK]

e Kiwi Syslog Daemon
Errorlog.txt  Kiwi Syslog Daemon
. Kiwi Syslog Daemon
Kiwi Syslog Daemon
Web FAQ
http://www.Kiwisyslog.com/support

Kiwi Syslog Daemon

Web

http://www.kKiwisyslog.com/support

10.2 Windows XP SP2 / Windows 2003 Server SP1

Windows XP Service Pack 2/Windows 2003 Server Service Pack 1 Windows
Kiwi Syslog Daemon

Windows

e Windows [ 1 [Windows ]

e [ 1
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e [ 1 I 1 [TCP]  [UDP]
( Kiwi Syslog Daemon UDP 514 )

Kiwi Syslog Daemon
SNMP UDP 162

Web

http://www.kKiwisyslog.com/support

10.3 Windows 95

Windows 95 Kiwi Syslog Daemon Microsoft

DCOM for Windows 95:
http://www.microsoft.com/downloads/details.aspx?FamilylD=d7a4de78-81a9-4db7-beb6-841f99342172&displayla
ng=en

Winsock?2 for Windows 95:
http://support.microsoft.com/kb/177719/ja

Windows Common Controls update:
http://www.microsoft.com/downloads/details.aspx?FamilylD=6f94d31a-d1e0-4658-a566-93af0d8d4ale&DisplayL

ang=en

Internet Explorer 4

Windows 95 1 zip
http://www.kiwitools.com/downloads/Windows95Updates.zip

Kiwi Syslog Daemon

Web
http://www.kiwisyslog.com/support
11
11.1 Kiwi Syslog Daemon
Kiwi Syslog daemon
Kiwi Syslog Daemon Service

Manager Manage
RegEdit

Kiwi Syslog Daemon

1111 -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: DisplayColumnsEnabled
: 0
31
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0 31

0-31
0 1
0 1 Date
1 2 Time
2 4 Priority
3 8 Hostname
4 16 Message text
31
Message text (16) Hostname (8) 24 (16 + 8 = 24)
Message text (16) Time (2) 18 (16 + 2 = 18)
Message text 16

11.1.2 -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: DisplayRowHeight
5

50
. 15

11.1.3

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: MailStatsDeliveryTime

00:00

23:59

: 00:00
HH:MM

E (00 00)
18 00

1114 - /

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: ServiceStartTimeout
1

120
- 30
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Service Manager Service Start Service Stop
10 300Mhz CPU

11.15 -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: ServiceUpdateTimeout

1
120
)
Service Manager Properties Update
300Mhz CPU

11.1.6 -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: NTServiceSocket
1
65535
: 3300
TCP

Kiwi Syslog Daemon  Manager TCP3300 2
Manager

111.7 —

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: NTServiceDependencies
)
ServiceNamel;ServiceName2;ServiceName3

Windows 2000 Server

One or more system services failed to start 1

Kiwi Syslog Daemon

¢ Manage

e RegEdit

e HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
e NTServiceDependencies

. : LanmanWorkstation; TCPIP;WMI
e Manage
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Workstation WMI (Windows Management Interface) TCP/IP
Kiwi Syslog Daemon

11.1.8 —
: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Options
: DebugStart
o1
: 0
1 Manager

: DEBUGSTART

: Syslogd.exe Syslogd_Service.exe Syslogd_Manager.exe

1 Kiwi Syslog Daemon

( )

SyslogNormal = Syslogd_Startup.txt
SyslogService = Syslogd_Service_Startup.txt
SyslogManager = Syslogd_Manager_Startup.txt

Input

11.1.9 DNS -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: DNSDisableWaitWhenBusy
0

100
10

DNS IP IP

DNS
10 Kiwi Syslog Daemon IP

IP
DNS timeout
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11.1.10 DNS -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: DNSCacheMaxSize

50
100
: 100

50
20000
: 5000

100 20,000

11.1.11 DNS

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: DNSCacheFailedLookups

0
1
o1
1=DNS , 0=DNS
DNS
DNS DNS
Kiwi Syslog Daemon
DNS DNS IP
DNS DNS NAME NOT
FOUND DNS
Flush entries after X minutes
11.1.12 DNS - DNS/NetBIOS

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: DNSSetupQueueBufferBurstCoefficient

1
50
: 10
DNS/NetBIOS

11.1.13 DNS - DNS/NetBI1OS

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: DNSSetupQueueBufferClearRate

1
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100
10
DNS/NetBios

11.1.14 DNS - DNS/NetB1OS

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: DNSSetupQueuelLimit

100
30000

: 1000
DNS/NetBIOS

11.1.15 DNS —
: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: DNSSetupDebugModeOn
0
1
: 0

DNS/NetBIOS (on/off)
(@D) DNS/NetBIOS { }/Syslogd/DNS-debug.txt
11.1.16

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: MsgBufferSize
100

500
: 500

100
10,000,000 (1000 )
: 20,000

(UDP, TCP, SNMP, Keep Alive)

(FIFO)
20,000
2 Unicode 100 200
1 100 20,000
4,000,000 (4MB) 1 200 8MB
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11117 E —

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: MailAdditionalSubjectText

E
Syslog Alarm: 16000 messages received this hour.
MailAdditionalSubjectText [London] E

[London] Syslog Alarm: 16000 messages received this hour.

11.1.18 E -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: MailAdditionalBodyText

E

11/ Kiwi Syslog Daemon Statistics 11/

24 hour period ending on: Fri, 06 Feb 2004 13:04:55 +1300
Syslog Daemon started on: Fri, 06 Feb 2004 13:03:54
Syslog Daemon uptime: 24 hours, 0 minutes

+ Messages received - Total: 20000
+ Messages received - Last 24 hours: 20000

MailAdditionalBodyText London - Firewall Monitoring Syslog Daemon
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London - Firewall Monitoring Syslog Daemon

11/ Kiwi Syslog Daemon Statistics 11/

24 hour period ending on: Fri, 06 Feb 2004 13:04:55 +1300
Syslog Daemon started on: Fri, 06 Feb 2004 13:03:54
Syslog Daemon uptime: 24 hours, 0 minutes

+ Messages received - Total: 20000
+ Messages received - Last 24 hours: 20000

CRLF

11119 E -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: MailMaxMessageSend

1
1000
: 50

E SMTP

MailMaxMessageSend 1

SMS E

11.1.20

Log to file

Log to File )

AutoSplit

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: FileWriteCacheEnabled
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Log to File

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: FileWriteCacheTimeout
1

120
. 5

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: FileWriteCacheEntries
10

100,000
: 1000

2 Unicode
100 200

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: FileWriteCacheMaxSizeKB

1
2,000
: 50
/ (KB)
(KB)
2 Unicode
100 200 Out of Memory

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: FileWriteCacheCleanup

10
1440
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10
(G

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: FileWriteCacheFileLock

append shared

syslog
0s

FileWriteCacheCleanup

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: FileWriteCacheOpenFiles

1
250
: 100
FileWriteCacheFileLock  1( ) append shared
255
FileWriteCacheFileLock
Log to File AutoSplit
255 (255 )
100
11.1.21 -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: LogFileDateSeparator

D )

YYYY-MM-DD ®)
Q)
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o Kiwi ISO yyyy-mm-dd ( )
e Kiwi ISO UTC yyyy-mm-dd ( )

Kiwi ISO :
2004-05-27 10:58:22 Kernel.Warning 192.168.0.1 kernel: This is a test message

) :
2004/05/27 10:58:22 Kernel.Warning 192.168.0.1 kernel: This is a test message

11.1.22 -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: LogFileTimeSeparator

" ( )
HH:MM:SS )
¢)
( ) (
©)
e Kiwi ISO yyyy-mm-dd ( )
o Kiwi ISO UTC yyyy-mm-dd ( )

Kiwi 1SO :
2004-05-27 10:58:22 Kernel.Warning 192.168.0.1 kernel: This is a test message

“) :
2004-05-27 10.58.22 Kernel.Warning 192.168.0.1 kernel: This is a test message

11.1.23 -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: LogFileEncodingFormat

0
65535
: 1 (System)
(
UTF-8
Kiwi Syslog Daemon Unicode Unicode
UTF-8( 65001) UTF-8 Unicode

Windows Web
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http://msdn.microsoft.com/ja-jp/library/aa288104.aspx

System 1
ANSI 0 ANSI
UTF-8 65001 Unicode Transformation Format 8
Shift-JIS 932
EUC-JP 51932 (EUC)apanese Extended Unix Code
BIG5 950
Chinese 936

UTF-8 UTF-8 Unicode
Unicode UTF-8 Web

http://ja.wikipedia.org/wiki/UTF-8

11.1.24

Edit Script
Run Script

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: ScriptEditor

: Notepad.exe

: C:\Program files\MetaPad\MetaPad.exe

11.1.25

Kiwi Syslog Daemon
Windows Scripting Host

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: ScriptTimeout

0( - )
60000
: 10000
( 10000 =10 )
10 10
10 60 0
(
)

11.1.26
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Log to Database ADO ADO
30

SDO

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: DBCommandTimeout

0 (No timeout - not recommended)
120
: 30
)

30 30
30 120

11.1.27 -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: ArchiveFileReplacementChr

" ( )

&*+=:;,/\|?<> -

2004/12/25 12:45:00 2004-12-25 12-45-00

11.1.28 -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: ArchiveFileSeparator

Do ( )

Use dated file names

Q)

11.1.29 -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
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: UseOldArchiveNaming

0
1
oC )
1 zip
Kiwi Syslog Daemon 8.3.x
1 zip
11.1.30 - Temp

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: ArchiveTempPath
O )
Kiwi Syslog Daemon
Windows ( C:\Windows\Temp C:\Documents and

Settings\<Username=>\Local Settings\Temp)

EnableArchiveTempFile ( )

11.1.31 — Temp

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: EnableArchiveTempkFile

0
1
oC )
(@D Kiwi Syslog Daemon
1 (CD-WORM) zip

( )

11.1.32

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: ErrorLogFolder

(C:\My Logs\)

errorlog.txt
errorlog.txt

11.1.33
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: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: MailLogFolder
(C:\My Mail Logs\)

SendMailLog.txt
SendMailLog.txt

11.1.34 KRDP - ACK

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: KRDPACKTimer
10

65535
: 200

TCP_ACK
(ACK)

11.1.35 KRDP -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: KRDPKeepAliveTimer

1

65535
25

ACK

KRDPACKTimer 200ms 5
25(25 x200ms =5 )

11.1.36  KRDP -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: KRDPCacheFolder

InstallFolder\Cache\

11.1.37 KRDP - Rx

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: KRDPRxDebug

0
155
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KRDP / KRDP TCP
KRDPRxDebug.txt

KRDP Inputs TCP

11.1.38 KRDP - TX

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: KRDPTxDebug
0
1
-0
/
KRDP / KRDP
KRDPTxDebug.txt
KRDP Forward to another host
11.1.39 KRDP —

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: KRDPQueueSize
50

200000
: 10000

KRDP TCP

11.1.40 KRDP — (MB)

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: KRDPQueueMaxMBSize
1
100

: 20
(MB)

KRDPQueueMaxMBSize

11.1.41 KRDP -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: KRDPAutoConnect
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1
o1
/
1 KRDP TCP
11.1.42 KRDP -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: KRDPConnectTime
5

65535
. 5

KRDPConnectTime

11.1.43 KRDP —

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: KRDPSendSpeed
10
10000
: 2000
/
1
11.1.44 KRDP —

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: KRDPIdleTimeout

oC )
65535
. 60

TCP
TCP
KRDPIldleTimeout

11.1.45 KRDP —SegNum

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: KRDPAddSeqgToMsgText
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o

1 KRDP
ID 0 2147483647

: KRDP_Seq=1234

The quick brown fox jumped over the lazy dogs back KRDP_Seq=5742
The quick brown fox jumped over the lazy dogs back KRDP_Seq=5743
The quick brown fox jumped over the lazy dogs back KRDP_Seq=5744
The quick brown fox jumped over the lazy dogs back KRDP_Seq=5745

11.1.46 Syslogd

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: ProcessPriority

0
3

: 0
Syslog

O - LOW_PRIORITY

1 - BELOW_NORMAL_PRIORITY

2 - NORMAL_PRIORITY (default)
3 - ABOVE_NORMAL_PRIORITY

4 - HIGH_PRIORITY

5 - REALTIME_PRIORITY (

AboveNormal
Normal High

BelowNormal
Idle Normal

High

Task List oS

Low

Low
Idle

Normal

Realtime

oS
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11.1.47 - /

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: OriginalAddressStartTag

: "Orignial Address="

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: OriginalAddressEndTag

: "o ( )
syslog syslog /
UDP/TCP
Kiwi Syslog Daemon

Original Address=192.168.1.1 Original Address=

Foward to another hos Retain the original source address of the message

OriginalAddressStartTag = "Orginial Address="

OriginalAddressendTag =" " ( )
Original Address=nnn.nnn.nnn.nnn nnn.nnn.nnn.nnn IP
( )

OriginalAddressStartTag = "<ORIGIN=>"
OriginalAddressEndTag = "</ORIGIN=>"

<ORIGIN=>nnn.nnn.nnn.NnNn</ORIGIN> nnn.nnn.nnn.nnNN 1P
( )
OriginalAddressStartTag = "F="
OriginalAddressEndTag =" " ( )
F=nnn.nnn.nnn.nnn nnn.nnn.nnn.nnn 1P

11.1.48 -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Options
: MaxRuleCount

10
999
: 100
Kiwi Syslog Daemon

100 Kiwi Syslog Daemon
100
autosplit

159



11.1.49 -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
: DBLoggerCacheClearRate
10

1000
: 1000 (ms)

SQL ( )

11.1.50 -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties
:DBLoggerCacheTimeout

1
30

23()

)

11.1.51 -

: HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi Enterprises\Syslogd\Properties

: DBLoggerCacheDisable

0

1

oC )
11.2
Syslogd - Syslog.exe Syslogd_Manager.exe Syslogd_Service.exe
11.2.1

: DEBUGSTART

: Syslogd.exe, Syslogd_Service.exe & Syslogd_Manager.exe

Kiwi Syslog Daemon

( )
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SyslogNormal = Syslogd_Startup.txt
SyslogService = Syslogd_Service_Startup.txt
SyslogManager = Syslogd_Manager_Startup.txt

Input

11.2.2

: -INSTALL

: Syslogd_Service.exe

Windows NT/2000 Kiwi Syslog Daemon

Kiwi Syslog Daemon Service Manager Manage
Silent :
—silent

: -install-silent

11.2.3

: -UNINSTALL

: Syslogd_Service.exe

Windows NT/2000 Kiwi Syslog Daemon

Kiwi Syslog Daemon Service Manager Manage
/

net stop
: net stop “Kiwi Syslog Daemon”

Silent :
—silent

: -uninstall-silent

11.3 Kiwi Syslog Daemon

Kiwi Syslog Daemon
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Kiwi Syslog Daemon

"AppPath\Kiwi_Syslogd_X.X.X.setup.exe" /S INSTALL=APP /D=InstallPath

"InstallPath\Syslogd.exe"

Windows NT

Kiwi Syslog Daemon

"AppPath\Kiwi_Syslogd_X.X.X.setup.exe" /S INSTALL=SERVICE /D= InstallPath

"AppPath\Kiwi_Syslogd_X.X.X.setup.exe REGKEY="Name|Company|E-mail|Serial|Key"

/D

"AppPath\Kiwi_Syslogd_X.X.X.setup.exe REGKEY="..."/ S INSTALL=SERVICE /D="InstallPath"

Kiwi Syslog Daemon

* AppPath
* AppPath
114 INI

Enterprises\Syslogd

INI

INI Kiwi Syslog Daemon INI
Setup Defaults/Import/Export

INI
(D: C:

http://www.Kiwisyslog.com/support/

12 Kiwi

12.1 Kiwi CatTools

Kiwi CatTools

(Kiwi_Syslogd_X.X.X.setup.exe)

"C:\ProgramFiles\"

INI
INI
INI
INI INI

C:\Program files\Syslogd) LoadNewSettings.ini
Syslogd : HKEY_LOCAL_MACHINE\SOFTWARE\Kiwi

File Export

INI
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Cisco / 3Com / Extreme / Foundry / HP / Netscreen / Multicom

Kiwi CatTools

. Telnet SSH
[ ]
L]
Telnet SSH
Kiwi CatTools Web
http://www.kKiwisyslog.com/
12.2 Kiwi SyslogGen
Windows 95/98/ME/NT4/2000/XP syslog
Kiwi SyslogGen GUI Unix syslog Kiwi Syslog Daemon

Kiwi SyslogGen Kiwi Syslog Daemon

. Facility Level

[ ]
. @ )
. Kiwi Syslog Daemon *
. Kiwi Syslog Daemon

* Kiwi Syslog Daemon

Kiwi SyslogGen Web

http://www.Kkiwisyslog.com/

12.3 Kiwi Logfile Viewer

Kiwi Logdfile Viewer Windows 95/98/ME/NT4/2000/XP

Kiwi Syslog Daemon

o HTML
[ )
[ ]
[ ]
. syslog
[ )
Kiwi Lodfile Viewer Web

http://www.Kiwisyslog.com/

12.4 Kiwi Secure Tunnel
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Kiwi Secure Tunnel Kiwi Syslog Daemon( )

Kiwi Syslog Daemon

Kiwi Secure Tunnel Windows NT4/2000/XP/2003
Manager Windows NT
Kiwi Secure Tunnel 1 1
1
1 Kiwi Syslog Daemon
syslog

Daemon
Kiwi Secure Tunnel Web

http://www.Kiwisyslog.com/
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1 Hour history, 111

24 Hour history, 111

3com, 116

3Com, 117

About Kiwi Syslog, 17

Action - Display, 30

Action - E-mail message, 39

Action - Forward to another host, 36

Action - Log to file, 30

Action - Log to NT Event log, 46

Action - Log to ODBC database, 43

Action - Play a sound, 38

Action - Run external program, 38

Action - Run Script, 50

Action - Send ICQ instant message, 48

Action - Send SMS or pager message via
NotePager Pro, 47

Action - Send Syslog message, 42

Additional text or message to be added to the
e-mail body, 150

Additional text or message to be added to the
e-mail subject, 150

Adjust column widths automatically, 110

Adjust width to fit screen, 13

ADSL, 127

allied telesyn, 118

Always on top, 109

An example alarm message, 101

An example Syslog Statistics message, 102

Archive time options, 72

Arris, 118

Arris Cable Modem, 118

AT, 118

Audible Alarm, 102

AutoSplit values, 30

bay networks, 120

Bay Networks, 132

BCC, 132

Beep on every message received, 107

Bintech, 123

Blink System Tray Icon when receiving
messages, 110

catalyst, 124

Choose font, 14

cisco, 124, 125

Cisco, 124

Cisco PIX Firewall (TCP), 107

Clear display, 13

Complex filter, 19

Configuring a 3Com NetServer, 116

Configuring a 3Com Total Control Chassis, 117

Configuring a Bay Networks router, 120

Configuring a Cisco Catalyst switch, 124

Configuring a Cisco PIX to send syslog
messages, 124

configuring a cisco router to send syslog, 125

Configuring a DLink840V, 126

Configuring a HP JetDirect Printer, 127

Configuring a Lucent Router, 128

Configuring a Netgear / ZyXEL RT311/RT314,
130

165

Configuring a Netgear FVS318 VPN Firewall, 130

Configuring a Netgear RP114 Router, 131

Configuring a WatchGuard SOHO firewall, 135

Configuring a W-Linx MB Broadband router, 136

Configuring a Zyxel ZyWALL 10, 136

Configuring an Arris Cable Modem Termination
System, 118

Copy display to clipboard, 11

Counters, 112

Custom DB formats, 93

Custom file formats, 92

Debug options, 11

Debug options - Apply new settings to Syslogd service,
16

Debug options - Clear the service DNS Cache, 16

Debug options - Display the Service version, 15

Debug options - Get diagnostic information, 15

Debug options - Reset the Syslogd service, 16

Debug options - Retrieve last messages, 16

Debug options - Send keep alive, 16

Disclaimer, 8, 9

dlink, 126

DLINK 840V, 126

DNS - Max cache size, 147, 148

DNS query timeout, 96

DShield.org, 135

E-mail alarm and statistics options, 99

Enter the registration details (F2), 17

Exit, 12

Export settings to INI file, 11

Features in the free version, 6

Features in the registered version, 7

Feedback - Comments or Bugs, 8

Firebox, 135

firewall, 127, 128, 130, 134, 135, 136

Freesco, 127

FVS318, 130

Guide to initial Syslog Daemon Setup, 17

Help Topics, 16

How the log file archiving works, 70

How the rule engine works, 18

How to navigate using the keyboard, 17, 18

How to purchase the registered version., 8

HP, 127

IDScenter, 132

Importing and Exporting a filter definition, 29, 30

Install the Syslogd service, 15

Installing the Service edition, 113

InternetGate, 127

IP Address Range filter, 23

IP Subnet Mask filter, 24

jetdirect, 127

Join the mailing list, 17

keep alive, 107

keepalive, 107

keep-alive, 107

Kiwi Logfile Viewer, 166

Kiwi Syslog Daemon Service Edition, 113

Kiwi Syslog FAQ, 16

Kiwi Syslog Help (F1), 16

Kiwi SyslogGen, 166

linksys, 127, 128



LinkSys firewall, 127, 128
Log file formats, 34
lucent, 128
Lucent, 128
Make a suggestion or report a bug, 17
Manage menu, 14
Managing the service edition, 114
maximum e-mail messages sent per minute,
151
MB-401X, 136
Message buffer size, 149
Minimize to System Tray on start-up, 109
netgear, 130, 131
Netscreen firewall, 131
Netscreen25, 131
netserver, 116
Normal Syslog (UDP port 514), 103
nortel, 120
Nortel, 132
Notify by Mail, 102
Pack X, 132
Paging, 47
Ping the Syslogd service, 15
PIX, 124
printer, 127
Priority filter, 24
Problems logging when running as a Service, 46
Properties, 10, 12
Purchase the registered version, 17
Purge, 11
Registry settings for Kiwi Syslog Daemon, 144
Regular Expression filter, 20
Resolve IP addresses found within the syslog
message text, 95
router, 125, 127, 128, 131
Router, 132
Rows of scrolling display, 109
RP114, 131
RT311, 130
RT314, 130
Run Program, 103
Scripting
VBScript
JScript
Initial script, 99
Send Test message to local host (Ctrl-T), 11
Service - Install Service, 164
Service - Inter-App communication port, 146
Service - Properties Update Timeout, 146
Service - Start/Stop Timeout, 145
Service - Uninstall Service, 164
Setting the log insertion type, 46
Setup - Archiving, 70
Setup - Input options, 103
Setup - Inputs - Keep-alive, 107
Setup - SNMP logging, 105
Severity, 111
Show Hostname instead of IP number (resolve
to Hostname), 95
Show messages per hour in title bar, 109
Show the hostname only (remove the domain
name), 95

166

Show the Syslogd service state, 15

Simple filter, 18

SMS message, 47

snapgear, 133

SnhapGear SOHO+, 133

SNORT, 132

Software License Agreement, 8

soho, 133

SOHO, 135

soho plus, 133

sonicwall, 133

SonicWall, 133

Start the Syslogd service, 15

Start-up Debug, 147

Statistics delivery time, 145

Steps to installing the new version, 114

Steps to remove existing version, 114

Stop the Syslogd service, 15

support@kiwisyslog.com, 165

symantec, 134

Symantec Firewall/VPN 200, 134

Syslog Facilities, 137

Syslog Levels, 138

Syslog Priority values, 139

Syslog RFC 3164 header format, 140

sysloggen, 166

TCP vs. UDP logging, 104

Thanks, 10

The error log, 137

The main display window, 10

The SMTP mail log, 137

Threshold filter, 28

Time Interval filter, 27

Time of Day filter, 26

Timeout filter, 29

To configure an ODBC database DSN, 46

To view the e-mail log file, 137

To view the error log file, 137

Top 20 Hosts, 111

total control, 117

Transport, 139

Troubleshooting, 143

Troubleshooting the Service edition, 114

TXT message, 47

Uninstall the Syslogd service, 15

Upgrading to a new version of Kiwi Syslog
Daemon NT Service, 114

Use 3D titles, 109

Use a local DNS cache (improves speed), 96, 97

Use dd-mm-yyyy date format (non US format),
109

View e-mail log file, 12

View error log file, 12

View syslog statistics, 12

vpn, 130

VPN, 128

vpn 200, 134

VPN3000, 124

Wallpaper, 99

watchguard, 135

Watchguard, 135

Word wrap, 110



zywall, 136 zyzel, 136
Zyxel, 130
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