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Choose which Virtual
Displa O View

Setup Properties Manage the service

“4 Xiwi Syslog S2rice Manager
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File Adiew Manage Help

G4 A | Display 00 [Default)

Time Prionty Hostname Message ”
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Free message Messages Per Hour
buffer space

File

Setup (Ctrl-P )

Syslog Setup Syslog

Send Test message to local host (Ctrl-T )

Localhost(127.0.0.1 ) UDP Syslog Syslog
TCP www.Kiwisyslog.com  SyslogGen

Kiwi Syslog Daemon - Test message number 0001

Purge ( )

e e-mail (InstallPath¥SendMailLog.txt)
e error (InstallPath¥Errorlog.txt)
. Syslog (1000 )

10



. e-mail (1000 )

Debug options ( )
. Enable Syslog Debug ( InstallPath¥Syslogd-debug.txt
. Reset Syslog socket (
e View the message buffer ( )
e View mail buffer ( )

Copy display to clipboard ( )
Syslog
Ctrl-C
Export settings to INI file ( INI
INI
Setup | Defaults/Import/Export
Exit ( )
Display "Minimize to system tray on [X] close button”
File | Exit

View ( )

View syslog statistics (Syslog )

Syslog
View e-mail log file (e-mail )
Windows
InstallPath¥SendMailLog.txt
View error log file ( )
Windows

InstallPath¥Errorlog.txt
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Manage ( )
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Install the Syslogd service (Syslogd
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Start the Syslogd service (Sysloqd

Syslogd
( )

Manage | Ping the Syslog service

Stop the Syslogd service (Sysloqgd

Syslogd

Manager 'Pings’
20
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Ping the Sysloqgd service (Syslogd Ping)

Syslogd 5
Ping "The Syslogd Service is Alive!"
Show the Syslogd service state (Sysloqgd )

Debug options - Display the Service version ( -

Service Manager

Debuqg options - Get diagnostic information ( -

e-mail
Syslog Daemon

Debuqg options - Reset the Sysloqgd service ( -Sysloqd
oS
2,3
3
Winsock
Debuq options - Clear the service DNS Cache ( -DNS
IP DNS
DNS

Debug options - Apply new settings ( -

Syslog

Debug options - Retrieve last messages ( -
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Debuqg options - Send keep alive (

-Keep alive

Help ( )

Kiwi Sysloqg Help ( F1)

help

Help Topics ( )

Online FAQ ( FAQ)

Web www.Kiwisyslog.com FAQ

Purchase the registered version (

CPU
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Enter the reqgistration details (

F2)

Make a suggestion or report a bug (

Kiwi Enterprises
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Web www.Kiwisyslog.com/feedback.htm

Join the mailing list (

SMTP e-mail
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Web www.kiwisyslog.com/feedback.htm

SMTP e-mail
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File | Setup

Defaults/Import/Export

Delete
Insert

Ctrl-v

Ctri-C
F2

F4
Home
End
Enter

Space bar

Shift + Up Arrow
Shift + Dn Arrow

Rules / Filters / Actions (

/

Load default Rules and Settings

100

syslog

100

100

F2
25
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Default
Display Log to file

Cretae new item

Delete the item

Copy the item

Ctrl-v

Import Export

Import
/
support@kiwisyslog.com
C:
Filter Type ( )
Simple filer ( )
1 IP
B
"link up" "link down"
"link up" "link down"

simple filter 1

[C]
[s]

Add...

Delete... Delete
Ctrl-C
Import Export Export
.ksr (Kiwi Syslog Rule)
syslog e-mail
ksr
D:
A

OR

Incluce:|"POP3" "SMTP" "MAPI"

[s]

16



POP3 SMTP MAPI

OR

Include:|" The link is down"

[s]
€]

The link is down

Complex filter (

1P /
AND, OR, NOT-OR, NOT-AND
[(A B) (c D)1 [(E F)
G H)]
OR
[C]
[S]
2 3 4
|r||:||.-||jE: "fD:-:" ”ClLlil:l‘i“ ”hE”D” I: S
l,ﬂ.'nd IIDVEI‘.II Ilthell C S
Exclude: | "hello” Cll|s
And: | 'brown" ol | B
[s]
OR
fox quick hello the , hello brown



Include: Cll s
And: S
Exclude:|"chicken" "duck" i ?
And: D |
chicken duck
And:
And:
Reqular Expression filter ( )
Unix
AND, OR, NOT OR, NOT AND
Unix
OR
[C]
2 3,4
Include:|" " The" C
And:|'dog" =
Exclude: |"'chicken” C
And: | duck” -

18




lnclude:

And:

Exclude:

And:

And:

And:

OR

The dog chicken Duck
||-“~The||
1 d |:| g $ 1
The dog

Char Description

N\

$

[list]
[Mist]

[A-Z] A Z

? 0

[AEIOU] 1

1

1 [0-9 1

1 10? 1 10

1 10~ 1 10 1000

10+ 10 1000

YREAYY Ry

7

¥a ASCIl 7

¥b

ASCII 8

¥f ASCII 12
¥n ASCII 10

¥r
¥t
¥v

ASCII 13
ASCII 9
ASCII 11

19
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¥q ASCII 34

"Nstuff" ' stuff
"stuff$" ' stuff
"o.d" ' old, odd, ord
"o[ld]d" ' old odd
"o[~]d" ' odd, ord, old
"od?" ‘o od
"od*" ' 0, od, odd
"od+" ' od, odd,
e ' ( )
"[A-Z][a-z]*" !
"[0-9]+"
"[1-9]+[1-9]*" '0
"[+¥-]?[0-9]*[¥.]?[0-9]*" '
(2 )

"dst=¥qLOCAL MACHINE¥qg" ' dst=LOCAL MACHINE

IP Address Range filter (

IP
IP
Include Exclude
Include IP
Include range start| 203 | 185 | 100 I
Include range end:| 203 | 185 | 100 | 255
Exclude range start:| 204 | 185 | 100 10
Exclude range end:| 203 | 185 100 20

IP 203.185.100.0 203.185.100.255 203.185.100.10

20
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Include range start:

Include range end:

Exclude range start:

Exclude range end:

IP 203.185.100.10

IP Subnet Mask filter (

203

185

100

10

203

185

203.185.100.20

100

Include/Exclude

Include Exclude

Include

Include IF Address:

hask:

Exclude I[P Address:

hask:

IP 203.185.100.0

Include Exclude

20

203 185 100 0
255 255 255 0
AND IP

203.185.100.255

21
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Include IF Address:

hask:
Exclude IP Address:| 203 185 o0
bash:| 255 25h 2hh _ I
IP 203.185.100.0 203.185.100.255
Priority filer ( )
Emerg Alert Crit Emor Wamm MHotice Info Debug
Kemel @ @ O O
User v ] (V) < v ]
M ail 'V ] (V) V] 'V ]
Daemon Y (V') v ) v ]
Auth v ] (v v ) v ]
Syslog vV vV VW ¥ ToggetoON
Lpr Toggle to OFF
Mews Select All
UUCP Inverse
Inverse
Select All Toggle to OFF or ON

22



Emerg Alert Cnt  Emor Warn MNotice Info Debug
Kermnel < < <9 < <
User g 9 9 v 9
M ail 9 O 9 9 0
Daemon -ﬂ- d- ﬂ- -ﬂ- d-
Auth 9 9 9 9 @
Syzlog 'ﬁ 'ﬂ 'ﬁ' 'ﬁ 'ﬂ
Emerg Alert Cnt  Emor Warn Notice Info Debug ~
Kernel

Uset @ © © © © 9 9 ©

M ail

Daemon
Auth
Syzlog

Emerg Alert Crit Error Wamn HNotice Info Debug
Kemel @ @ © 9 9 9 9 @
Uszer
M ail v 9 9 9 v v v v
Daemon V] < V] ] V] V'] V'] (V]
Auth 9 O 9 9 O Vv 9 o
Syzlog 'ﬂ 'ﬂ a 'ﬂ 'ﬂ s‘.‘i "j 'di

User

Time of day filter ( )

1/4
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Sun Mon Tue wWed Thu Fri Sat
00:00 9 9 9
00:15 & 9 9 9
00:30
; v v v v Toggle to OMN
00:45 ﬂ ﬁ ﬂ ﬂ Toggle to OFF
01:00 v v V] v Select All
01:15 Inverse
01:30
Inverse
Select All Toggle to OFF or ON
Sun Mon Tue wWed Thu Fri Sat
07:45
08:00 v ) (v (v v ] v ]
08:15 (V'] (V') (V'] v ] v ]
08:30 < < V'] V] v ]
08:45 < (v ) (v < v ]
09:00 V] (v (V') V] 'V ]
09:15 V') (v (V') v ] 'V ]
8 9
8 5 inverse
8 5
Time interval filter ( )
1
Flags/Counters
send e-mail message
"link down" 1
X

Rule: Link down notify
Filters
Filter: Field=Hostname, Type=Simple.
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Include: "central-router.company.com" [S]
Filter: Field=Msg Text, Type=Simple.

Include: "link down" [S]
Filter: Field=Flags/Counters, Type=Time interval

Fire this event once, then wait for 15 minutes before firing again.

Actions
Action: Send E-mail message

E-mail body: The link has gone down, please call the helpdesk.

Alert - %0MsgText

central-router.company.com link down
15 link down
e-mail
1 1
Threshold filter ( )
Y X

Flags/Counters

Threshold
5

30 5 login failed
link down

Rule: Failed login
Filters
Filter: Field=Hostname, Type=Simple.
Include: "unixhost.company.com [S]
Filter: Field=Msg Text, Type=Simple.
Include: "login failed" [S]
Filter: Field=Flags/Counters, Type=Threshold
Filter is true if event occurs 10 times in 120 seconds.
Actions
Action: Send E-mail message

(Message text)

(Message text)

port scan detected
1 60

port scan detected

brute force

E-mail body: Intruder Alert — Login failed 10 times in 2 minutes.

Alert - %oMsgText

central-router.company.com 120 10 login failed
e-mail
Timeout filter ( )
Y X

Flags/Counters

Syslog

25

e-mail

200



flags/counters

: Local7.Debug (191)
IP: 127.0.0.1 (localhost)
MsgText: Rule name here Y X z

Rule: Firewall Monitor
Filters

Filter: Field=Hostname, Type=Simple.
Include: "firewall.company.com" [S]

Filter: Field=Flags/Counters, Type=Timeout
Filter is true if event doesn't occur 1 times in 5 minutes.

Filter: Field=Time of Day, Type= Time of Day
Monday to Friday 8:00 a.m. to 6:00 p.m.

Actions
Action: Send E-mail message
E-mail body: Firewall is not alive
Alert - %o0MsgText

%MsgText will read:
Firewall Monitor 5 1 1

firewall.company.com 5 Timeout
( 8:00 a.m. 6:00 p.m.),

Import Export
Import KSD
Export KSR

support@kiwisyslog.com e-mail

Action - Display ( - )

10 Syslog daemon

Action - Loqg to file ( - )

Action - Log to file ( - )

Log file name [.--]

"SyslogCatchAll.txt"
"InstallPath¥Logs¥" InstallPath  Kiwi Syslog Daemon
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AutoSplit values ( )

AutoSplit

AutoSplit Insert AutoSplit value
%PriLevAA

AutoSplit

C:¥Logs¥MyLogFile%DateD2.txt

%DateD2 23
C:¥Logs¥MyLogFile23.txt

AutoSplit values
C:¥Logs¥%PriLevAA¥MyLogFile-%DatelSO.txt
C:¥Logs¥Debug¥MylLogFile-2002-04-09.txt
C:¥Logs¥%HostName.%HostDomain¥MyLogFile-%PriLevAA.txt

C:¥Logs¥myhost.mycompany.com¥MyLogFile-Debug.txt
Run Script VarCustom VarGlobal autosplit
%variable
AutoSplit

Date

ISO Date (YYYY-MM-DD)

%DatelSO

: YYYY-MM-DD 0] 10
: 2002-10-15

Year (YYYY)

. %DateY4
: 4 4
: 2002
Year (YY)
. %DateY2
: 2 2
02
0 Month (MM)
. %DateM2
: 2 2
12
Month (MMM)
%DateM3
3 3 (Jan, Feb, Mar, Apr...)
Nov
(6] Date (DD)
. %DateD2
: 2 2
05
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Day (DDD)

%DateD3
: 3 3 (Sun, Mon, Tue...)
Fri
Time
0 Hour (HH)
I %TimeHH
: 2 2 24 3 p.m. =15
14
0 Minute (MM)
. %TimeMM
: 2 2
59
AM/PM indicator (AM PM)
: "%TimeAMPM
: 2 2 00:00 11:59 = AM. 12:00
AM
Priority
Level ( )
%PriLevAA
: Debug, Notice, Info
: Critical
Facility ( )
%PriFacAA
: facility Locall, News, Cron...
User
: Level (2 )
: %PriLev0O
: 2 00 07
05
: Facility (2 )
: %PriFac00
: 2 facility 00 23
23
Priority (3 )
I %Pri000
: 3 000 191
016
IP Address  ( )
IP Address (4 8 , )
%IPAdd4
: IP
: 192.168.001.024
IP Address (3 8 , )
%IPAdd3
: IP 3
: 192.168.001
IP Address (2 8 , )
%IPAdd2
: IP 2
: 203.056
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Host name ( )

Hostname ( )
%HostName

. sales-router

Domain ( )
%HostDomain

: mycompany.co.nz

Reversed domain ( )
%HostDomRev

nz.co.mycompany

Message Text - WELF (
WELF WebTrends
src=

support@kiwisyslog.com

Firewall name (WELF )
% TextFW

I protector

Source address (WELF )
%TextSrc

: 192.168.1.6

Destination address (WELF

%TextDst
1 203.57.12.1
Protocol (WELF )
%TextProto
: http
Input Source ( )
Input Source (UDP/TCP/SNMP)
%InpSrc
: ID( )
UDP
Custom/Global script (
VarCustomO1 VarCustom16
%VarCustomO1 %VarCustom16
Run Script 16
autosplit
VarGlobal01 VarGloball6
%VarGlobalO1 %VarGloabl16
Run Script 16

autosplit
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Formats add a new Custom File Format
Log to file

Kiwi format 1SO yyyy-mm-dd ( )
DateTime (YYYY-MM-DD HH:MM:SS) [TAB] Priority (Facility.Level) [TAB] Host name [TAB] Message text
: 2002-07-22 12:34:56 [TAB] Local5.Debug [TAB] firewall-inside [TAB] prot=UDP port=53 dst=203.25.36.47 src=192.168.1.2
bytes=64
Kiwi format 1SO UTC yyyy-mm-dd ( )
UTC DateTime (YYYY-MM-DD HH:MM:SS) [TAB] Priority (Facility.Level) [TAB] Host nhame [TAB] Message text
: 2002-07-22 12:34:56 [TAB] Local5.Debug [TAB] firewall-inside [TAB] prot=UDP port=53 dst=203.25.36.47 src=192.168.1.2
bytes=64
Kiwi format mm-dd-yyyy ( )
Date (MM-DD-YYYY) [TAB] Time (HH:MM:SS) [TAB] Priority (Facility.Level) [TAB] Host name [TAB] Message text
: 07-22-2002 [TAB] 12:34:56 [TAB] Local5.Debug [TAB] firewall-inside [TAB] prot=UDP port=53 dst=203.25.36.47
src=192.168.1.2 bytes=64
Kiwi format dd-mm-yyyy ( )
Date (DD-MM-YYYY) [TAB] Time (HH:MM:SS) [TAB] Priority (Facility.Level) [TAB] Host name [TAB] Message text
1 22-07-2002 [TAB] 12:34:56 [TAB] Local5.Debug [TAB] firewall-inside [TAB] prot=UDP port=53 dst=203.25.36.47
src=192.168.1.2 bytes=64
Kiwi format UTC mm-dd-yyyy ( )

UTC Date (MM-DD-YYYY) [TAB] UTC Time (HH:MM:SS) [TAB] Priority (Facility.Level) [TAB] Host hame [TAB]
Message text

: 07-22-2002 [TAB] 12:34:56 [TAB] Local5.Debug [TAB] firewall-inside [TAB] prot=UDP port=53 dst=203.25.36.47
src=192.168.1.2 bytes=64
Kiwi format UTC dd-mm-yyyy ( )

UTC Date (DD-MM-YYYY) [TAB] UTC Time (HH:MM:SS) [TAB] Priority (Facility.Level) [TAB] Host hame [TAB]
Message text

1 22-07-2002 [TAB] 12:34:56 [TAB] Local5.Debug [TAB] firewall-inside [TAB] prot=UDP port=53 dst=203.25.36.47
src=192.168.1.2 bytes=64
Comma Separated Values yyyy-mm-dd (CSV)
Format: DateTime (YYYY-MM-DD HH:MM:SS),Priority (Facility.Level),Host name,Message text

: 2002-07-22 12:34:56,Local5.Debug,firewall-inside,"prot=UDP port=53 dst=203.25.36.47 src=192.168.1.2 bytes=64"

Comma Separated Values UTC yyyy-mm-dd (CSV)

UTC DateTime (YYYY-MM-DD HH:MM:SS),Priority (Facility.Level),Host name,Message text
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: 2002-07-22 12:34:56,Local5.Debug,firewall-inside,"prot=UDP port=53 dst=203.25.36.47 src=192.168.1.2 bytes=64"

BSD Unix syslog
DateTime (Mmm DD HH:MM:SS) [SPACE] Host name [SPACE] Message text (PID tag followed by message content)

: Jul 22 12:34:56 [SPACE] firewall-inside [SPACE] amd[308]: key sys: No value component in “rw,intr"

XML
Format: <Message><DateTime=> DateTime (YYYY-MM-DD HH:MM:SS) </DateTime=><Priority> Priority

(Facility.Level) </Priority>=<Source_Host> Host hame </Source_Host><MessageText> Message Text
</MessageText></Message>

: <Message><DateTime>2002-07-23
21:53:35</DateTime=><Priority>Local7.Debug</Priority><Source_Host>firewall-inside</Source_Host><MessageText>
prot=UDP port=53 dst=203.25.36.47 src=192.168.1.2 bytes=64</MessageText></Message>
RnRsoft ReportGen

Format: rnrsoft [TAB] Date (YYYY-MM-DD) [TAB] Time (HH:MM:SS) [TAB] Host name [TAB] Level (numeric 0-7)
[TAB] Message text

: rnrsoft [TAB] 2002-07-23 [TAB] 22:02:51 [TAB] firewall-inside [TAB] 7 [TAB] prot=UDP port=53 dst=203.25.36.47
src=192.168.1.2 bytes=64

ReportGen for SonicWall, PIX, GNATbox and Netscreen : www.jtc-i.co.jp

WebTrends

Format: WTsyslog[2001-11-12 12:44:45 ip=192.168.168.1 pri=6] <134=>id=firewall time="2001-11-15 08:43:42"
fw=192.168.1.1 pri=6 src=192.168.1.34 proto=http

: WTsyslog[2001-11-12 12:44:45 ip=192.168.168.1 pri=6] <134>id=firewall time="2001-11-15 08:43:42" fw=192.168.1.1
pri=6 src=192.168.1.34 proto=http

Webtrends firewall suite : http://www.netiq.com/products/fwr

Cisco PIX PFSS format ( )
Format: <Priority value (0-191)>Message text

: <191>Built outbound TCP connection 12004 for faddr grc.com/80 gaddr 192.168.2.2/4120 laddr 192.168.1.1/4391

3Com 3CDeamon format (BSD )
Format: DateTime (Mmm DD HH:MM:SS) [SPACE] Host address [SPACE] Message text

2 Jul 22 12:34:56 [SPACE] 192.168.1.1 [SPACE] key sys: No value component in "rw,intr"

Raw - Message text only ( )
Format: Message text only

: Built outbound TCP connection 12004 for faddr grc.com/80 gaddr 192.168.2.2/4120 laddr 192.168.1.1/4391

Sawmill format 1SO yyyy-mm-dd ( )
DateTime (YYYY-MM-DD HH:MM:SS) [TAB] Priority (Facility.Level) [TAB] Host name [TAB] Message text

2002-07-22 12:34:56 [TAB] Local5.Debug [TAB] firewall-inside [TAB] prot=UDP port=53 dst=203.25.36.47
src=192.168.1.2 bytes=64

Sawmill . www.sawmill.net
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Action - Forward to another host (

Syslog

1P
I.e. Myhost.com, SecondHost.net, 203.75.21.3

Facility Level

[Test]

Action - Play a sound ( —

Hostname or IP address

New facility New level

Sound file name

¥sounds

Action - Run external program (

"..." browse

[Test]

Program file name

Command line options
Syslog

Insert message content or counter

Syslog
"..." browse

the Insert message content or counter link

%MsgText Syslog
command line options text

command line
"555-1234", "Syslog - A link has gone down - %MsgAll"

: "Warning, message received from host %oMsgHost at %oMsgTime" |

Action - E-mail message ( - E-mail )
Syslog e-mail
Syslog Syslog e-mail Syslog e-mail
e-mail SMTP
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E-mail recipient
E-mail subject 1

E-mail message
%MsgText Syslog
e-mail

Test

Insert message content or counter

Max subject length

Max message length
e-mail

Test Setup

Insert message content

counter link

Syslog

Syslog

Syslog

%MsgText
hyperlink
subject : Syslog Alert from %MsgHost
Message from Host %MsgHost at %MsgTime on %MsgDate Message: %oMsgText
Kiwi Syslog Daemon Syslog e-mail %MsgAll
e-mail
e-mail E-mail 1,000
E-mail
<013><010>
<013> <010> replace non printable characters with ASCII
value Syslog CR LF e-mail
Insert message content or counter ( )

%MsgText

subject : Syslog Alert from %MsgHost

All of the message
%MsgAll

%variable

: 2002-10-10 11:28:04 Local7.Debug host.company.com This is a test message

Date
%MsgDate
: YYYY-MM-DD
e: 2002-02-18

Time
%MsgTime
: HH:MM:SS
: 22:30:16

Facility
%MsgFacility
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: facility
Local7, Mail

Level
%MsgLevel
: level
Debug, Info

Host address of sender
%MsgHost
: IP
192.168.1.1

The message text
%MsgText
syslog
This is a test message

Alarm min msg threshold
%MsgAlarmMin

-100 a )

Alarm max msg threshold
%MsgAlarmMax

: -5000 @ )

Alarm disk space threshold
%MsgAlarmDisk

MB
90 (MB)
Message count this hour
%MsgThisHour
254
Message count last hour
%MsgLastHour
: 1
254
Custom/Global/Statistics ( )
VarCustomO1 VarCustom16
%VarCustomO1 %VarCustom16
Run Script 16
autosplit
VarGlobalO1 VarGloball6
%VarGlobal01 %VarGloabl16
Run Script 16
autosplit
VarStatsO1 VarStats16
%VarStatsO1l %VarStats16
Run Script 16

e-mail
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Action - Send Syslog message ( — Syslog

Syslog

Syslog Syslog

Syslog

Hostname or IP address IP

Hostname or IP address

IP
. Myhost.com, SecondHost.net, 203.75.21.3

facility level New facility
facility level

Syslog Test

Insert message content or counter
syslog

syslog syslog

Syslog Alert from %MsgHost

New level |

Insert message content or counter link

: Message from Host %MsgHost at %6MsgTime on %MsgDate Message: %MsgText

Action - Log to ODBC database ( — ODBC

Action - Log to ODBC database ( — ODBC

ODBC Data Source Name (DSN)
ODBC DSN connect string
DSN connect string field DSN ID
browse ODBC DSN

DSN connect string

Data Source Name

ODBC DSN Browse
UID=UserlID;
PWD=Password;

DSN=Syslogd;UID=Admin;PWD=Password;
UserlID Password

DSN DSN=Syslogd
35
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,DSN DSN=

Database Table name

Syslogd

ODBC

Database type/field format

e Access
e« SQL

e MySQL
e Oracle

Microsoft Access database

Field Name Type
Date MSGDATE Date
Time MSGTIME Time

Priority MSGPRIORITY Text 30
Hosthname  MSGHOSTNAME Text
Message text MSGTEXT Memo

Test

Edit custom format

Size
10

255
1024

SQL database (Microsoft SQL generic SQL)

Field Name Type
Date MSGDATE DateTime
Time MSGTIME DateTime

Priority MSGPRIORITY VarChar 30

Size
10
8

Hosthame  MSGHOSTNAME VarChar 255
Message text MSGTEXT VarChar 1024

MySQL database

Field Name Type
Date MSGDATE Date
Time MSGTIME Time

Priority MSGPRIORITY VarChar 30

Size
10
8

Hostname  MSGHOSTNAME VarChar 255
Message text MSGTEXT Text 1024

Oracle database

Field Name Type
Date MSGDATE Date
Time MSGTIME Time

Priority MSGPRIORITY VarChar2

Size
10

8

30

Hostname MSGHOSTNAME VarChar2 255

Message text MSGTEXT VarChar2

1024

ODBC MDAC (Microsoft Data Access Components)

URL
http://www.microsoft.com/data/

Kiwi Syslog Daemon
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ODBC
http://www.kiwitools.com/downloads/Syslog_ODBC_Samples.zip

Zip ODBC

ODBC Control Panel
Control Panel ODBC applet System DSN ODBC

Create table

DSN
Query table

5 DSN

Move previous

5
Field name Type Size Data
+ B B S, >

MsgDate adDBTimeStamp 16 28/07/2002
MsgTime adDBTimeStamp 16 14:45:16
MsgPriority adVarWChar 30 Local7.Debug
MsgHostname adVarWChar 255 host.company.com
MsgText adLongVarWChar 1024 This is a test message from Kiwi Syslog Daemon

Edit custom format

Custom DB formats

Show SQL commands
SQL
Create table

SQL

Database type: Access database
Database name: Kiwi Access format ISO yyyy-mm-dd

SQL
CREATE TABLE Syslogd (MsgDate DATE,MsgTime TIME,MsgPriority TEXT(30),MsgHostname TEXT(255),MsgText MEMO)

SQL INSERT
INSERT INTO Syslogd (MsgDate,MsgTime,MsgPriority,MsgHostname,MsgText) VALUES
('2002-07-28','14:58:04",'Local7.Debug’,'host.company.com’,'This is a test message from Kiwi Syslog Daemon")

Connection Inactivity timeout

Run debug command button
SQL
INSERT
query

query Select From
statement
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Show SQL commands

Custom fields

Custom fields syslog
16

syslog

¥Scripts

To configure an ODBC database DSN (ODBC DSN )

ODBC Data Sources (32bit)
System DSN Add ( Kiwi Syslog Daemon
)
( Microsoft Access driver )
Data Source Name 1 (Syslogd

Select
OK Data Source Names
Log to ODBC database DSN connect string DSN

Problems logging when running as a Service (

System DSN

Service Manager ODBC

ODBC

Action - Log to NT Event log (

Administrator

Local System

Service Local System

- NT Event log )

Action - Log to NT Event log (

- NT Event log )

NT 5

syslog NT
Error, Warning, Information, Success Failure

NT
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1
%1 is replaced with:

Date — Tab — Time — Priority — Tab — Hostname — Tab —

5
%1 Tab %2 Tab %3 Tab %4 Tab %5
%1 = Date
%2 = Time

%3 = Priority
%4 = Hostname
%5 = Message

5
%1 Space %2 Space %3 Space %4 Space %5
%1 = Date
%2 = Time
%3 = Priority
%4 = Hostname
%5 = Message

Test NT

NT NT
NT

Action - Send pager or SMS message via NotePage Pro (

Message

Windows 95/98 NT

System

- NotePage Pro

SMS )

NotePagerPro
http://www.notepager.com NotePager
SMS

NotePager Pro

e SNPP, WCTP  SMTP

NotePager Pro

SMS or e-mail

SNPP, e-mail, modem, TAPI,

"Insert message content or counter”

Send Page To:

NotePager Pro

: Send to: Joe Send To: All-Network-Staff.

Message From:
NotePager Pro
NotePager Pro
Syslog@company.com

Message:
SMS

NotePager Pro

NotePager Pro

Syslog
NotePager Pro Recipients Groups
1
e-mail From name
‘company.com™ "Syslog"
%MsgText

"Insert message content or counter”

Max message length
syslog
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%MsgText
1=link up, 2=link down, 9=Router unreachable

Test Button:

Test Test Setup

Insert message content or counter

Insert message content counter

%MsgText syslog

Message from Host %MsgHost at %MsgTime on %MsgDate Message: %oMsgText

Action - Send ICQ instant message ( —1CQ )
Syslog 1CQ 1CQ
1ICQ WWPager 1CQ
ICQ Web 1CQ http://www.icq.com
ICQ 2
http 1ICQ Web 80 Proxy 80
Web http://wwp.icq.com
Syslog Syslog

1CQ number:
1CQ

From name:

[ele)

From e-mail address:

1ICQ E-mail
Subject:
%MsgHost syslog
Insert message content or counter
Max subject length
Message:
1ICQ %MsgText Syslog

Insert message content or counter

Max message length

ICQ

Expand <013><010> in message
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<013> <010> replace non printable characters with ASCII
value syslog CR LF 1CQ

[ele)

Nickname: Syslog Daemon

E-mail: syslog@company.com

Sender IP: XXX.XXX.XXX.XXX

Subject: firewall.company.com

Firewall Alert - Unauthorized login attempt: User=Administrator

Test 1CQ 1CQ Test Setup

Insert message content or counter

1CQ Insert message content or counter
%MsgText Syslog

subject : Syslog Alert from %MsgHost

message

Message from Host %MsgHost at %MsgTime on %MsgDate Message: %oMsgText

Action - Send SNMP Trap ( — SNMP )
Syslog 1P SNMP
File | Properties | Action "Add New item"

"Send SNMP trap"

Destination IP address
SNMP IP

Message text
SNMP Insert message content or

counters (Message text )

Agent IP address
SNMP 1P "The original sender" "From this machine" ( Kiwi

Syslog Daemon )

Generic type
6 version 1

a s wNEFLO

EGP
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6 Enterprise Specific

Version
Kiwi Syslog Daemon SNMP

Enterprise OID
SNMP MIB

Generic Type 6

Variable OID
2 SNMP MIB

Community
Specific type
T

MIB

Remote port

SNMP

SNMP

Action - Run Script (

162

SNMP

1.3.6.1.X.X.X.X) 1

1.3.6.1.X.X.X.X)

"public”, "private"

( syslog

Main()

Function Main()
' Your code goes here
' Set the return value
Main = "OK"
End Function

Field
Script file name

VB

txt

Script description
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Script Language

2 :
VB - MS Word Excel Visual Basic VBA (Visual Basic for Applications)
J — Web Java Java
Perl TCL support@kiwisyslog.com

VB :
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/script56/html/vtoriVBScript.asp

J :
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/script56/html/js56jsoriJScript.asp
Edit script
Test
Test
Main() Syslog
Main() OK
show test results

Properties (Test )

Show test results
show test results

Script file caching

File | Debug options |
Clear the script file script file cache
Syslog Ctrl-F8

Field Read/Write permissions

CPU Read/Write

Read

Write

VarFacility

VarLevel
VarlnputSource
VarPeerAddress
VarPeerName
VarPeerDomain
VarCleanMessageText

VarDate

VarTime
VarMilliSeconds
VarSocketPeerAddress
VarPeerAddressHex
VarPeerPort
VarLocalAddress
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VarLocalPort

VarPriority
VarRawMessageText
VarCustomO1 VarCustom16
Read/Write
VarGlobalO1 VarGloball6

VarStatsO1 VarStats16

ActionQuit
SecondsSinceMidnight
SecondsSinceStartup

Keep-alive

Syslog

Step 1.
Create a new rule called "Replace text"
Add a new Run Script action.
Set the script file name to: ReplaceText.txt
Set the script description to: Replaces occurrences of "cat" with "dog".
Set the script language to VBScript
Set the field read/write permissions to:
Common fields: Read=Yes, Write=Yes
Other fields: Read=No, Write=No
Custom fields: Read=No, Write=No

Edit Script
/ File Save

Function Main()

' Replace cat with dog within the message text field
Fields.VarCleanMessageText = Replace(Fields.VarCleanMessageText, "cat", "dog")

' Return OK to tell syslog that the script ran correctly.
Main = "OK"

End Function

Step 2.

Add a new Log to file action

Set the file name to "MyCustomLog.txt" in the folder of your choice.
Leave the file format as default.

Click the action and then press F4 to auto name the action "Log to file"
Add a new Display action

Leave the display number as default.

Click the action and then press F4 to auto name the action "Display"
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Run script display and log to file

Rules
Rule: Replace Text
Filters
Actions
Run Script
Display
Log to file

Step 3.
Select the Run Script action.

Click the Test Setup button.

Change the message text to read: The cat sat on the mat.
Click the Show action button

Check the Show test results check box

Press the Test button

Cat dog

Step 4. SyslogGen

VarCleanMessageText

Apply the new rule changes by clicking OK on the Properties window. You will then have just the main syslog window showing.

Download SyslogGen from www.kiwisyslog.com

Install it on the same machine as the Syslog Daemon

Set the send options to "send message once"

Set the destination to localhost (127.0.0.1).

Set the message text to be: This is a test. The cat sat on the mat.
Press the Send button

This is a test. The dog sat on the mat .

Fields
Fields.

Common

Fields.VarFacility
: facility
(0-32767)
:0 23. facility

Fields.VarLevel
: level
(0-32767)

:0 7. Level

Fields.VarlnputSource

(0-32767)

: 0 to 2. 0=UDP, 1=TCP, 2=SNMP, 3 = KeepAlive, 4 = NT Event Log, 5 = Log file, 6 = Comm port

4,5 6 )

Fields.VarPeerAddress
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nnn.nnn.nnn.nnnN 1P
Case A.
(192.168.1.1) ---> Syslog
192.168.1.1
Case B.
(192.168.1.1) ---> Syslog
192.168.1.1
I nnn.nnn.nnn.nnn
:192.168.1.67

Fields.VarPeerName

DNS
nnn.nnn.nnn.nnn

FQDN
: myhost

Fields.VarPeerDomain

FQDN

: mydomain.com
Fields.VarCleanMessageText

( , DNS ,

Syslog

(192.168.1.2) --->

(192.168.1.3)

DNS

, Cisco

Syslog

(192.168.1.3)

VarPeerAddress

%SEC-6-1PACCESSLOGRP: list 101 denied udp 10.0.0.3 (firewall) (137) -> 216.7.14.105 (webserver.company.com) (137), 1

packet

Fields.VarDate

(10 )
: YYYY-MM-DD
: 2002-03-17

Fields.VarTime

8 )
: HH:MM:SS
1 23:10:04

Fields.VarMilliSeconds
: 1/1000
@ )
999
:nnn (3 s )

: 000
Fields.VarSocketPeerAddress

Case A.
(192.168.1.1) --->
192.168.1.2.

Syslog

Case B.
(192.168.1.1) --->
192.168.1.3.

syslog

I nnn.nnn.nnn.nnn.
:192.168.1.67

(192.168.1.2) --->

(192.168.1.3)
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Fields.VarPeerAddressHex

IP 8 16
16 P 1P
VarPeerAddressHex
: (8 )
: 00000000 FFFFFFFF
: COA80102 (192.168.1.2 2 16 )

Fields.VarPeerPort
: UDP/TCP
(0-65535)
0 65535
11023

Fields.VarLocalAddress

:127.0.0.1, 192.168.1.2

Fields.VarLocalPort
: UDP/TCP
(0-65535)
:0 65535
: UDP 514, TCP 1468, SNMP 162
Fields.VarPriority

(0-32767)
: 0 191

Fields.VarRawMessageText

( <pri=> , )

VarPeerIPAddress IP IP

Log to file Log to
Database %VarCustomO1 Insert message content or counter AutoSplit
16 1 9 (VarCustoml1 VarCustomO1 )
Fields.VarCustomO1 Fields.VarCustom16
%VarGlobalOl Insert message content or counter AutoSplit

16 1 9 (VarGloball VarGlobal01 )
Fields.VarGlobalO1 Fields.VarGlobal1l6

%VarStatsOl1l Insert message content or
counter
Counters Statistics Statics statistics e-mail
Statistics Scripting
16 statistics 19 (VarStats1 VarStatsO1 )

Fields.VarStatsO1 Fields.VarStats16

47



Fields.ActionQuit

0
3=3 ) 100 1000
0
(0-32767)
10 1000
1 0= , 1-99= , 100=

Fields.SecondsSinceMidnight

(0-20 )
:0 86400

Fields.SecondsSinceStartup

(0-20 )

Fields

Fields

"Fields"

Fields.IsValidIPAddress(I1PAddress as string) as Boolean
: 1P
: IPAddress

7))

If Fields.IsValidIPAddress(Fields.VarPeerAddress) = True then
Fields.VarCustomO1 = Fields.VarPeerAddress
End if

Fields.ConvertlPtoHex(I1PAddress As String) As String
: IP address 8 16
: IPAddress
: 8 16

If Fields.IsValidIPAddress(Fields.VarPeerAddress) = True then
Fields.VarCustomO1 = Fields.ConvertlPToHex(Fields.VarPeerAddress)
End if

Fields.ConvertPriorityToText(PriorityValue)
facility.level

0 191
Facility.Level
191 "Local7.Debug"

Filename = "C:¥Program files¥Syslogd¥Logs¥TestLog.txt"
' Use the date and time from the current message
With Fields
MsgDate = .VarDate & " " & .VarTime
MsgText = "This is a test message from the scripting action™

, 1000=

Data = MsgDate & vbtab & .ConvertPriorityToText(.VarPriority) & vbtab & _

.VarPeerAddress & vbtab & MsgText
Call .ActionLogToFile(Filename, Data)
End with

Fields.ActionPlaySound(SoundFilename As String, RepeatCount as Long)
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wav X

SoundFilename, RepeatCount
SoundFilename
RepeatCount :
0= ( )
1 100 =
1 5

' Play the squeak sound 5 times
Call Fields.ActionPlaySound("C:¥Program Files¥Syslogd¥Sounds¥Squeak.wav", 5)

' Play the squeak sound until cancelled
Call Fields.ActionPlaySound("C:¥Program Files¥Syslogd¥Sounds¥Squeak.wav", 0)

' Play the system beep sound 10 times
Call Fields.ActionPlaySound(*"", 10)

' Play the system beep sound until cancelled
Call Fields.ActionPlaySound(*", 0)

Fields.ActionSendEmail(MailTo, MailFrom, MailSubject, MailMessage)
: e-mail

MailTo = "userl@company.com,user2@company.com,user3@company.com"

MailTo = "joe@company.com"

MailFrom = "server@company.com™

MailSubject = "This is a test of the scripting action"

MailMessage = "This is a test mail message" & vbCrLf & "Multiple lines."

Call Fields.ActionSendEmail(MailTo, MailFrom, MailSubject, MailMessage)

Fields.ActionLogToFile(Filename, Data)

AutoSplit
%TimeHH

: Filename = "C:¥Program files¥Syslogd¥Logs¥TestLog%TimeHH.txt"

Filename = "C:¥Program files¥Syslogd¥Logs¥TestLog.txt"

MsgPriority = "Local7.Info"

MsgHostAddress = Fields.VarPeerAddress

' Use the date and time from the current message

MsgDate = Fields.VarDate & " " & Fields.VarTime

MsgText = "This is a test message from the scripting action"

Data = MsgDate & vbtab & MsgPriority & vbtab & MsgHostAddress & vbtab & MsgText

Call Fields.ActionLogToFile(Filename, Data)
Other fields Read VarDate VarTime script read access
Fields.ActionLogToFileWithCache(Filename, Data)

100 5
ActionLogToFile 10
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AutoSplit
%TimeHH

Filename = "C:¥Program files¥Syslogd¥Logs¥TestLog%TimeHH.txt"

Filename = "C:¥Program files¥Syslogd¥Logs¥TestLog.txt"

MsgPriority = "Local7.Info"

MsgHostAddress = Fields.VarPeerAddress

' Use the date and time from the current message

MsgDate = Fields.VarDate & " " & Fields.VarTime

MsgText = "This is a test message from the scripting action™

Data = MsgDate & vbtab & MsgPriority & vbtab & MsgHostAddress & vbtab & MsgText

Call Fields.ActionLogToFileWithCache(Filename, Data)
Other fields Read VarDate VarTime script read access

Fields.ActionDeleteFile(Filename)

Filename = "C:¥Program files¥Syslogd¥Logs¥TestLog.txt"
Call Fields.ActionDeleteFile(Filename)

Fields.ActionDisplay(DisplayNumber, TabDelimitedMessage)

TabDelimitedMessage 5

With Fields
MsgPriority = ConvertPriorityToText(.VarPriority)
MsgHostAddress = .VarPeerAddress
' Use the date and time from the current message
MsgDate = .VarDate & " " & .VarTime
MsgText = "This is a test message from the scripting action”
Display = MsgDate & vbtab & MsgTime & vbtab & MsgPriority & vbtab &
MsgHostAddress & vbtab & MsgText
Call .ActionDisplay(0, Display)

End with
www.Kiwisyslog.com
e-mail
¥Scripts
support@kiwisyslog.com Web
PIX
PIX Send e-mail
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Cisco Web
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix_v53/syslog/pixemsgs.htm

Common fields: Read=yes
Custom fields: Write=yes

Rules
Rule: Lookup PIX msg
Filters
Filter: Host IP address: Simple: Match PIX firewall address
Actions
Action: Run Script: Lookup PIX msg
Action: Send e-mail
To: helpdesk@company.com:
Subject: Problem with PIX
Body: %MsgText%
Explanation: %VarCustomO1
Action to take: %VarCustom02

Function Main()

' Set the return value to OK
Main = "OK"

' By default, skip to the next rule, don't take the actions that follow

" If we exit the function before we get to the end, the default 'skip to next rule
" will be used.

Fields.ActionQuit = 100

' Example of a PIX message
' %P1X-4-209004: Invalid IP fragment...

Dim M ' Message
Dim E ' Explanation
Dim A ' Action

' Copy message to local variable for speed
M = Fields.VarCleanMessageText

" If message length is too short, exit function
If Len(M) < 15 then exit function

' Grab the first 15 chrs
M = Left(M,15)

' Check the message is a valid PIX message
If Mid(M,1,5) <> "%PIX-" then exit function

' Add any additional checks you want to perform here

' Grab the important part ("4-209004")
M = Mid(M,6,8)

E="
A

" Now lookup the values and create an explanation and action for each match
Select Case M
Case "4-209004"
E = "An IP fragment is malformed. The total size of the reassembled IP packet exceeds the maximum possible size of
65,535 bytes"
A = "A possible intrusion event may be in progress. If this message persists, contact the remote peer's administrator or
upstream provider."
Case "2-106012"
E = "This is a connection-related message. A IP packet was seen with IP options. Because IP options are considered a
security risk, the packet was discarded.”
A = "A security breach was probably attempted. Check the local site for loose source or strict source routing."

" Insert other values to lookup here
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End Select

' Exit if we don't have any values to pass
If len(E) = 0O then exit function
If len(A) = O then exit function

' Pass the Explanation and Action to take to the custom variables

Fields.VarCustomO1 = E

Fields.VarCustom02 = A

' Since we have a valid match, we want to execute the send e-mail action which follows.
' Setting ActionQuit to 0 means we won't skip any actions.

Fields.ActionQuit = 0

End function

- (Info )

Function Info()

* // Common fields

' VarFacility

' VarLevel

' VarlnputSource

' VarPeerAddress

' VarPeerName

' VarPeerDomain

' VarCleanMessageText

' // Other fields

' VarDate

'VarTime

' VarMilliSeconds

' VarSocketPeerAddress
' VarPeerAddressHex

' VarPeerPort

' VarLocalAddress

' VarLocalPort

' VarPriority

' VarRawMessageText (Read only)

' // Custom fields
' VarCustomO1 to VarCustom16

' // Inter-Script fields
' VarGlobalO1 to VarGloball6

' // Custom Stats fields
' VarStatsO1 to VarStats16

* // Control and timing fields

' ActionQuit

' 0=No skip, 1-99=skip next n actions within rule,
100=skip to next rule, 1000=stop processing message

' SecondsSinceMidnight
' SecondsSinceStartup

' // Functions and Actions
' IsValidIPAddress(IPAddress as string) as boolean
' ConvertlPtoHex(IPAddress as string) as string

* ActionPlaySound(SoundFilename as string, RepeatCount as long)
RepeatCount O=until cancelled, 1-100=repeat x times

' Soundfilename "'=system beep, "wav file name"=play wav file

* ActionSendEmail(MailTo as String, MailFrom as string, MailSubject as string, MailMessage as string)

' Sends an e-mail message to the addresses specified in MailTo
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End function

Setup — Archiving (

Setup — Archiving (

Archiving

100

Archiving
[New]

schedule

Archiving

add a new custom schedule

Example: "C:¥Program Files¥Syslogd¥Dated Syslogs¥2002-02-23¥"
YYYY-MM-DD

Example: "C:¥Program Files¥Syslogd¥Dated Syslogs¥MyLogFile2002-02-23.txt"
YYYY-MM-DD

Archive Hourly

Example: "C:¥Program Files¥Syslogd¥Dated Syslogs¥MyLogFile2002-02-27-24.txt"

YYYY-MM-DD-HH HH 01

BLAT e-mail

Notify by e-mail

e-mail

"BLAT for windows"

http://www.interlog.com/~tcharron/blat.html

options

%Folder = Dest folder inc date stamp
: C:¥Program Files¥Syslogd¥Dated logs¥2004-02-27¥%

2
Rules/Filters/Actions
01 24
24
001 099
Test Archive
E-mail Statistics
Web
%parameter
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%/FileLong = Dest file name inc path
: C:¥Program Files¥Syslogd¥Dated logs¥2004-02-27-001¥SyslogCatchAll.txt

%/FileShort = Dest file name (no path or extn)
: SyslogCatchAll

%DateStamp = Date Stamp
: 2004-02-27

%FileZipLong = Dest zip file inc path
: C:¥Program Files¥Syslogd¥Dated logs¥2004-02-27-006¥2004-02-27.zip

%FileZipShort = Dest zip file name (no path)

( zip ): 2004-02-27
( zip ): SyslogCatchAll
e-mail

11/ Archive Status Report 17/
Date and Time: Fri, 26 Jul 2002 00:00:01
Schedule name: Daily
Source Folder: C:¥Program Files¥Syslogd¥Logs¥
Destination Folder: C:¥Program Files¥Syslogd¥Dated logs¥2002-07-26¥
+ + + + +
| File name: | File size | Move | Zip |
+ + + + +
| pix.txt | 6582642 | OK | OK |
+ + + + +

End of report.

archive time
Custom
Monthly
Weekly
Daily
Hourly

uTC uTC

00:00

Hourly 01 24

Example "C:¥Program Files¥Syslogd¥Dated Syslogs¥MyLogFile2002-02-27-24.txt"
YYYY-MM-DD-HH HH 01 24
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Setup — Formatting (

Custom file formats (

Custom DB formats (

DB )

New

Field Function

Field names

DATE

Field size

255

Field type

Custom fields

16

Custom DB formats

INSERT

Time
INSERT

Example of data format being logged:

Field name Type Size Data

+ B B S, >
MsgUnique adlnteger 41
MsgDate adDBTimeStamp 16 28/07/2002
MsgTime adDBTimeStamp 16 16:12:54
MsgDateTime adDBTimeStamp 16 28/07/2002 16:12:54
MsgUTCDate adDBTimeStamp 16 28/07/2002
MsgUTCTime adDBTimeStamp 16 04:12:54
MsgUTCDateTime adDBTimeStamp 16 28/07/2002 04:12:54
MsgTimeMS adlnteger 40
MsgPriorityNum adlnteger 4 191
MsgFacilityNum adlnteger 4 23
MsgLevelNum adlnteger 47
MsgPriority adVarWChar 30 Local7.Debug
MsgFacility adVarWChar 15 Local7
MsgLevel adVarWChar 15 Debug

MsgHostAddress adVarWChar
MsgHostname adVarWChar
MsglnputSource adVarWChar
MsgText adLongVarWChar

15 192.168.0.1
255 host.company.com
10 UDP

1024 This is a test message from Kiwi Syslog Daemon

55

add new custom DB format
Access database
Unknown format

MSG

300

VarChar

Access Text SQL VarChar

Syslog



Field format

HostAddress
0 0 15 1P

Show SQL commands button
Syslogd
SQL

Database type: MySQL database
Database name: New Format

SQL command to create the table:
CREATE TABLE Syslogd (MsgDate DATE,MsgTime TIME,MsgPriority VARCHAR(30),MsgHostname VARCHAR(255),MsgText TEXT)

SQL INSERT command example:
INSERT INTO Syslogd (MsgDate,MsgTime,MsgPriority,MsgHostname,MsgText) VALUES
('2002-07-28','16:22:44",'Local7.Debug’,'host.company.com’,'This is a test message from Kiwi Syslog Daemon")

Setup - DNS Resolution ( - DNS )

Resolve the address of the sending device ( )
1P 203.50.23.4 sales-router.company.com
Hostname

Remove the domain name

Remove the domain name ( - )

Resolve the IP address of the sending device
sales-router.company.com sales-router

Resolve IP addresses found within the syslog message text (Syslog
P )

IP Web IP
* NetBIOS DNS NetBIOS DNS 20 30

Test user connected to website http://192.168.1.2/index.html. src=192.168.5.100 rxbytes=64
With replace IP address with host name option, the message becomes...

Test user connected to website http://website.company.com/index.html. src=userpc.company.com rxbytes=64
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With place host name next to IP address option, the message becomes...
Test user connected to website http://192.168.1.2 (website.company.com) /index.html. src=192.168.5.100

(userpc.company.com) rxbytes=64

Remove the domain name
If domain name contains
".companyabc.com", ".companyxyz.co.uk"
mypc.company.co.uk 1P "mypc"
Hostname tagging:

place host name next to IP address
hostname=[ ]

WELF resolved_host=
DNS query timeout (DNS )
DNS 8 DNS
NetBIOS Windows 20
DNS 3
1,000
Syslog
DNS resolver threads (DNS )
IP DNS
DNS 1P DNS 2001P
1,2 10
200
25

only take effect after a program restart

IP 50-100
DNS DNS

201P
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Setup - DNS Cache ( — DNS )

local DNS cache ( DNS )

IP DNS
DNS

DNS DNS
DNS

DNS 100 20,000
View
Refresh
Clear

(DNS )

Clear All
DNS

Cache settings ( )

Flush entries after X seconds:

1440 1 1
Enable pre-emptive lookup of IP addresses:
IP
DNS
100 ( 10 ) IP
Pre-load the cache with static entries from a hosts file:
1P
hosts StaticHosts.txt
Host
# Static DNS host file
# Each entry must consist of an IP address, a tab, then a host name
# The IP address is in the format aaa.bbb.ccc.ddd
# The host name can be any text value that you like up to 63 characters in length
#
# Comments can be on a separate line and must start with a # character
#
# Example:
# 192.168.1.1 myhost.mycompany.com
#
# NOTE: The IP address and host name MUST be separated with a tab (ASCII chr 9)
# Spaces will not be recognised as a valid separator

# Default value for localhost
127.0.0.1 localhost

# local machines

192.168.1.2myfunny.valentine.com
192.168.1.5Flyme2.themoon.com
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Setup — Modifiers ( — )

Syslog message modifiers (Syslog

Remove imbedded date and time from Cisco messages
Cisco

Cisco Cisco PIX

Sisco

Allow messages with no priority (use default priority)

Syslog
. <100=>This is a test message
Unix 0 191

Maximum message length (bytes)

Syslog Daemon

Syslog RFC 3164 1024

Allow messages with priority > 191 (use default priority)

Syslog Unix 0 191
191

Remove CR/LF from end of messages
CR/LF 2

CR/LF

Replace non-printable characters with <ASCII value>

CR LF
ASCII
CR <013>
Parse RFC 3164 headers and use imbedded time and date
Setup — Scripting ( - )
16
Counter Statistics
0
options|Initialize custom statistics syslog
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4096

Ctrl-F9

191

1000

File|Debug

e-mail
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Setup — Appearance ( - )

Wallpaper ( )

Setup - E-mail options ( — E-mail )

E-mail setup options ( — E-mail )

Send syslogd alarm messages to:
e-mail ( Alarm

e-mail E-mail
noc@company.com, helpdesk@company.com, pagerl23@company.com
e-mail

Test

Send syslog statistics to:
Facility Level

Courier new

Short alarm messages (for pagers)

Keep a log file of e-mail activity
e-mail

SendMailLog.txt

View log
delete log

Enable verbose logging
Hostname or IP address of SMTP mail server:
SMTP 1P ISP

mail.company.com smtp.company.com

SMTP http://www.ocloudsoft.com Mail Direct
Valid 'from' e-mail address on SMTP server:
SMTP

SMTP

e-mail message from

noc@company.com (Syslog Server)
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Syslog Server From SMTP

e-mail
SMTP port:
SMTP SMTP 25
1 65535
Timeout:
SMTP SMTP 30
1 240
SMTP Username and Password:
SMTP e-mail SMTP
SMTP SMTP
ISP
POP before SMTP POP
5 SMTP POP before SMTP

Syslog Alarm: 2198 messages received this hour.
The current maximum threshold is set at 3 messages per hour.
This could indicate a problem, please check the log files and syslog statistics below.

/// Kiwi Syslog Daemon Statistics ///

24 hour period ending on: Fri, 26 Jul 2002 15:39:16 +1200
Syslog Daemon started on: Wed, 17 Jul 2002 11:39:53
Syslog Daemon uptime: 9 days, 3 hours, 59 minutes

+ Messages received - Total: 361965
+ Messages received - Last 24 hours: 37964
+ Messages received - Since Midnight: 26530
+ Messages received - Last hour: 2821
+ Messages received - This hour: 2198
+ Messages per hour - Average: 1582
+ Messages forwarded: 3063

+ Messages logged to disk: 26530
+ Errors - Logging to disk: 0

+ Errors - Invalid priority tag: 0

+ Errors - No priority tag: 0

+ Errors - Oversize message: 0

+ Disk space remaining on drive C: 59505 MB

Breakdown of Syslog messages by sending host

S SSSSpa—, e o +
| Top 20 Hosts | Messages | Percentage |
e o o +
| pix_Ffirewall_inside] 26530 | 100.00% |
S SSSSpa—, e o +

Breakdown of Syslog messages by severity

e Fom e Fom +
| Message Level | Messages | Percentage |
S R —— R +
| O - Emerg | 0o | 0.00% |

| 1 - Alert | o |1 0.00% |

] 2 - Critical | [OJ | 0.00% |

| 3 - Error | 123 | 0.46% |

| 4 - Warning | 0 1 0.00% |

| 5 - Notice | 715 | 2.70% |

| 6 - Info | 25692 | 96.84% |

| 7 - Debug | o | 0.00% |
e o o +
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End of Report.

24 hour period ending on: Fri, 26 Jul 2002 00:00:01 +1200
Syslog Daemon started on: Wed, 17 Jul 2002 11:39:53

Syslog Daemon uptime: 8 days, 12 hours, 19 minutes
+ Messages received - Total: 335435

+ Messages received - Last 24 hours: 35206

+ Messages received - Since Midnight: 35967

+ Messages received - Last hour: 1149

+ Messages received - This hour: 366

+ Messages per hour - Average: 1467

+ Messages forwarded: 0

+ Messages logged to disk: 35967

+ Errors - Logging to disk: 0

+ Errors - Invalid priority tag: 0

+ Errors - No priority tag: 0

+ Errors - Oversize message: 0

+ Disk space remaining on drive C: 59573 MB

Breakdown of Syslog messages by sending host

S S —— S —— +
| Top 20 Hosts | Messages | Percentage |
o o o +
| pix_Ffirewall_inside] 35967 | 100.00% |
S R R ——— +

Breakdown of Syslog messages by severity

T o e +
| Message Level | Messages | Percentage |
o o o +
| O - Emerg | (0N | 0.00% |

| 1 - Alert | 0 1 0.00% |

| 2 - Critical | o | 0.00% |

| 3 - Error | 69 | 0.19% |

| 4 - Warning | 0 1 0.00% |

| 5 - Notice | 731 | 2.03% |

| 6 - Info | 35167 | 97.78% |

| 7 - Debug | 0 | 0.00% |
o o o +

End of Report.

Setup - Alarm thresholds ( - )
Notify by Mail ( )
e-mail
e-mail
Audible Alarm ( )
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Syslog Syslog Daemon

1 1
Play sound file 5 1
Run Program ( )

%Min = 1

%Max = 1

%LogMax =

%LogSize =

%MsgCount = 1

Pager.exe "555-1234" ,"Syslog - Warning, lots of messages received, Max set at %0Max but received %0MsgCount
(log files size=%logSize)"

EmailProg.exe "To:admin@company.com®, "Subject:Time to archive the logs (Now %LogSize)"

Test

Setup - Input options ( — )

Setup - Input options ( — )

syslog UbDP TCP SNMP Versionl 2c

UDP514 syslog

(Cisco PIX) syslog TCP syslog Sisco PIX TCP1468 TCP

SNMP Versionl 2c

SNMP
UbP162

UDP TCP SNMP

keep alive

Inputs — UDP ( - UDP)

Syslog Daemon  UDP 514 syslog

1 65535
514 syslog

Syslog Daemon  UDP syslog Listen for UDP Syslog messages
Kiwi Syslog Daemon UDP UDP
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Bind to Address:

UDP
to address
address

Inputs — TCP.

192.168.1.1
syslog

( —TCP)

Syslog

UbP

Cisco PIX TCP

UDP 514

UbP

syslog TCP
syslog

TCP

syslog

PIX

Cisco PIX

Cisco Pix

Inputs — SNMP (

1468

(Bind to

192.168.2.1 192.168.1.1

TCP

Its default behavior is that if it cannot connect to the syslog

: www.cisco.com/univercd/cc/td/doc/product/iaabu/pix

- SNMP)

SNMP v1 v2

Listen for SNMP traps:

UDP port:
SNMP

Specified fields:
SNMP

Community:

Enterprise:

SNMP MIB

Uptime:

Agent address:
1P

Trap type:

SNMP

UbP 162

"public”, "private"

(1.3.6.1.X.X.X.X)
2

vl

64

syslog

1 65535 162

"monitor"

vl v2
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2 Generic Specific vl 6 Generic
Generic 6 Specific
Version:
vl 2
Message:
1 8
MIB

Syslog priority to use:

SNMP syslog syslog SNMP

facility level
Local0.Debug facility level
SNMP field tagging:
"fieldname=value"
XML |

fieldname=value

community=public enterprise=1.3.6.1.2.1.1.1 enterprise_mib_name=sysDescr uptime=15161 agent_ip=192.168.0.1
generic_num=6 specific_num=0 version=Verl generic_name="Enterprise specific" var_count=01 var01_o0id=1.3.6.1.2.1.1.1
varO1l_value="This is a test message from Kiwi Syslog Daemon" varO1_mib_name=sysDescr

G

Use LinkSys Display filter:

LinkSys Display PPP PPP
LinkSys

Perform MIB lookups:
version 7.0.3 ID

Cisco, 3Com, Allied Telesyn, SonicWall, Nokia, Checkpoint, BreezeCom, Nortel

MIB : KiwiMIBDB.kmf InstallPath¥MIBs
35,000 MIB
5 MIB /
MIB Zip MIB
When creating the MIB MIB

OID

Log failed lookups to debug file:

support@kiwisyslog.com

SNMP MIB-11

MIB

support@jtc-i.co.jp

OID Unknown_OID_list.txt

OoID "log failed lookups" OID

InstallPath¥MIBs Unknown_OID_list.txt zip support@kiwisyslog.com
support@jtc-i.co.jp

Beep on every message received ( )

syslog SNMP

View
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Cisco PIX (TCP)
Cisco PIX UDP TCP PIX
1 65535 Cisco PIX
TCP PIX (Kiwi Syslog Daemon)
PIX Syslog Daemon
Syslog Daemon
Kiwi Syslog Daemon  PIX PIX

Kiwi Syslog Daemon  PIX

PIX

Inputs - Keep-alive ( — Keep alive)

keep alive

Keep alive

keep alive

keep alive

keep-alive

syslog

rule Rule
syslog

syslog I am still alive and well
keep alive

varlnputSource

Enable keep-alive messages:

Frequency:

Syslog facility:
keep-alive

Syslog level:
keep-alive

From IP Address:

keep-alive
Message text:
keep-alive
keep alive

Scripting use.

keep-alive

keep-alive 60 1 1

Syslog Syslog

/
informational info

IP 1.1.1.1 255.255.255.255

Keep-alive message

Run script
keep-alive

Rules
Rule: MyScript
Filters

Priority: Match Syslog.Info only

Actions

Action: Run script
Action: Stop processing (Exits the rule engine here)
Other Rules here...
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keep-alive varlnputSource keep-alive

keep-alive OK
Rules
Rule: Send keep alive message
Filters
Priority: Match Syslog.Info only
Actions

Action: Forward to host (send to another host via a syslog message)
Action: Stop processing (Exits the rule engine here)
Other Rules here...

Stop processing keep-alive
Syslog.info ( )

|
—

Setup — Display (

Always on top ( )

Kiwi Syslog Daemon

Rows of scrolling display ( )

40 ( )
10 50

5 1000

CPU
CPU

Minimize to System Tray on start-up (

Kiwi Syslog Daemon

Kiwi Syslog Daemon  Windows

Use 3D titles (3D )
3D
Use dd-mm-yyyy date format (dd-mm-yy us
Kiwi Syslog Daemon  US mm-dd-yyyy

dd-mm-yyyy
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Show messages per hour in title bar (

Blink System Tray Ilcon when receiving messages (

)

Word wrap ( )

Syslog

Adjust column widths automatically (

Syslog statistics window (Sysloqg

View | Choose font

Sysloq statistics window (Syslog

Kiwi Syslog Daemon View | View Syslog Statistics

Syslog Statistics

M Syslog Statistics

Help [F1) | Fefrezh [F5) |

Cloze
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Syslog 10 Refresh F5

1 Hour history (1 )

60 1

24 Hour history (24 )

24 1
24 1

Severity ( )

Severity 0-Emergency severity 7-Debug

Top 20 Hosts ( 20 )

Counters ( )

syslog
24 ( ) (0:00)

1 0 HH:MM:SS

Messages - Total:

Messages - Last hour:
60 0

Messages - This hour:
1 0

Messages - Last 24 hours:
24 ( ) 23
23
@ 23)+

Messages - Average:
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24

Messages - Forwarded:
"Forward message" syslog

Messages - logged to disk:
"Log to file"

Errors - logged to disk:

0 (View | Error log )
Disk space remaining:
MB Alarms | Disk space monitor
CustomStats:
custom statistics Counters "Run Script"
Scripting

Kiwi Syslog Daemon

Kiwi Syslog Daemon

Windows NT Version 4 ( )SP4 Windows 2000
Microsoft Internet Explorer Version 5.x

Kiwi Syslog Daemon NT 6.3.2

RAM 128MB

800 x 600, 256

Installing the Service edition ( )

NT Kiwi Syslog Daemon

installation .exe
Kiwi Syslog Daemon Service Manager

Syslog daemon

Manage NT

Manage | Install the Syslogd Service

|
C:¥Program files¥Syslogd¥Syslogd_Service.exe —install
—uninstall

C:¥Program files¥Syslogd¥Syslogd_Service.exe —uninstall
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NT
Ctrl + F3

C:¥>net start "Kiwi Syslog daemon"

The Kiwi Syslog Daemon service is starting.
The Kiwi Syslog Daemon service was started successfully.

C:¥>net stop “Kiwi Stslog Daemon”

The Kiwi Syslog Daemon service is stopping.

The Kiwi Syslog Daemon service was stopped successfully.
20

NT NT

Ping
Manage | Ping the Syslogd service

Syslog Ctrl + T  localhost

Kiwi Syslog Daemon - Test message number 0001

Eile | Properties Display
Kiwi Syslog Daemon Service Manager Syslogd
Manage
1). Ping
Manage | Ping Syslogd service
2). OK
Syslog Service Manager Ctrl+ T localhost
3).
www.kiwisyslog.com Kiwi Syslog Message Generator

Kiwi Syslog Daemon NT

Kiwi Syslog Daemon NT

Kiwi Syslog Daemon

www.kiwisyslog.com www.jtc-i.co.jp
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1). Service Manager
Manage | Stop the Syslogd service

2). Service Manager
Manage | Uninstall the Syslogd service

3). Service manager

4). ( )
( .exe
)
1). Kiwi Syslog Daemon NT
2).
3). Syslogd Service Manager

| | Kiwi Syslog Daemon | Kiwi Syslog Daemon Service Manager

4). Action Yes No
No

5). Syslogd
Manage | Install the Syslogd service

6). Syslogd
Manage | Start the Syslogd service

7). Ping
Manage | Ping the Syslog service

8).
localhost Ctrl + T

Syslog

Syslog

Syslog

Syslog support@kiwisyslog.com

Cisco

Telnet

Config term
Logging on
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Logging Facility Local7 ( facility)

Logging [Kiwi Syslog Daemon 1P ]
End
10S v11.2 logging source-interface Cisco Syslog
logging source-interface IP
Syslog
* 10S logging source-interface
Syslog UDP Syslog Daemon Winsock
Cisco

www.cisco.com/univercd/cc/td/doc/product/software/ios113ed/cs/csprtf/csprtf4/cstroubl.htm

Cisco PIX
Cisco PIX Syslog
Cisco Web
www.cisco.com/warp/public/110/pixsyslog.html
PIX

www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix_sw/v_63/63syslog/pixemsgs.htm
www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix_v53/syslog/pixemsgs.htm

I www.cisco.com/cgi-bin/Support/Errordecoder/home.pl

: www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/index.htm

VPN PIX SNMP Syslog
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a0080094469.shtml

Cisco Catalyst

'set’ CLI Catalyst 2900 5000

Telnet

Set logging enable

Set logging level all 7 default (this will set all facilities with a level of debug)

Set logging [IP Address or Hostname of machine running Kiwi Syslog Daemon]
10S CLI Catalyst

Logging on

logging trap warnings (or whatever level you want)

Logging Facility Local7 (or any other facility you want to allocate for this router.)
Logging <IP Address or Hostname of machine running Kiwi Syslog Daemon=>

Catalyst 6000 :
www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_5_5/cnfg_gd/logging.htm

http://www.cisco.com/en/US/products/hw/switches/ps708/products_system_message_guide_chapter09186a008007e784.html

Cisco VPN

Cisco VPN 3000 Series Syslog SNMP Kiwi Syslog Daemon

Cisco web
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http://www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_user_guide_chapter09186a00800ecab7.html#xtocid14471
46

Cisco (Aironet)

Telnet Console enable
enable
Config terminal
Logging on
Logging Facility Local7 (or any other facility you want to allocate for this device.)

Logging [IP Address or Hostname of machine running Kiwi Syslog Daemon]

End
10S v11.2 logging source-interface Cisco syslog
IP logging source-interface syslog
IP
* logging source-interface 10S Syslog
UDP Kiwi Syslog Daemon Winsock
Cisco Cisco web

http://www.cisco.com/en/US/products/hw/wireless/ps5279/products_configuration_guide_chapter09186a0080184b04.html#424
26

Unix

Antonino lannella
Unix super user privileges -

/etc/syslog.conf
/etc/hosts

Syslog Daemon

Vi /etc/hosts
hosts
#
# Internet host table
#
127.0.0.1 localhost
192.168.230.23 loghost
loghost
Loghost IP Kiwi Syslog Daemon
Vi /etc/syslog.conf

syslog.conf

# Syslog configuration file.

#

*_.err;kern.notice;auth.notice /dev/console
*_.err;kern.debug;daemon.notice;mail.crit /var/adm/messages

*_alert;kern.err;daemon.err operator
*.alert root

*_emerg @loghost

mai l .debug @loghost
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emerg localhost hosts

Facility.Level <TAB> @loghost
Unix Syslog Daemon
syslog server logger

message.

man syslog
The general idea is Facility.Level <TAB> @loghost

Extreme Summit

Telnet console (admin)

config syslog

debug

syslog daemon ID SIGHUP

Configure syslog add <IP address of syslog server> <Facility name>

E.g. Configure syslog add 192.168.1.1 localO

config syslog

Configure syslog delete <IP address of syslog server> <Facility name>

E.g. Configure syslog delete 192.168.1.1 localO
CLI

enable cli-config-logging

Alliant

Mark Hamilton

Alliant
http://www.alliantnetworks.com/

SYSLOG

SYSLOG SYSLOG

= SYSLOG 1P

. ( : public)
* Telnet CLI IP

- CLI

SYSLOG
1. Telnet CLI
2. :

CG=> login <password>
CG# configure system
CG(sys)# configure syslog
CG(sys-sys)# set status on

3. show log

SYSLOG configuration. The following is an example of show log output:

SYSLOG messages are enabled

First SYSLOG server's IP address: 10.0.1.2
Second SYSLOG server's IP address: 0.0.0.0
Severity threshold 6

CG(sys)#
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4. severity error

CG=> login <password>

CG# configure system
Maintenance Onboard logging
CG(sys)# configure syslog
CG(sys-sys)# set status on
CG(sys-sys)# set severity 3

DLink DL-840V

www.dshield.org

. http://www.dshield.org/clients/dlinkhelp

1).

2). ( http://192.168.0.1 ) "Advanced Settings"

3). "Administration Settings"

4). 'SYSTEM Log' "Enable System Log Function” Kiwi Syslog Daemon

Pack X IDScenter

IDScenter Windows Snort IDS

http://www.packx.net/packx/html/en/index-en.htm

output Kiwi Syslog Daemon
IDScenter IDS Rules
Output
output
-> Add

facility priority (level)

Facility: LOG_LOCAL7
Priority: LOG_ALERT

LOG_CONS, LOG_PERROR, LOG_NDELAY, LOG_PID

Add syslog output
SonicWall
SonicWALL Syslog daemon Syslog
SonicWALL Web
Log

Log Settings
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Sending the Log syslog daemon IP : Syslog Server 1
s Syslog server port 1

Automation Syslog Format Webtrends
Categories Log subheading Syslog
update

SonicWALL

SonicWALL syslog RnRSoft ReportGen for SonicWALL

FREESCO /

Bill Hely

Freesco (http://www.freesco.org/) Linux /
(486 )
HDD Freesco syslog

e Freesco PC root
e [Linux] edit /boot/etc/syslog.cfg
( syslog.cfg Note that in this file a TAB
)
. : *.*[press the TAB key]@192.168.1.20
Uz Kiwi Syslog Daemon "@" IP )
e Enter
o Alt-S Alt-X
e F1
e Freesco

FW-1

LogAnalysis
http://lists.jammed.com/loganalysis/2001/09/0006.html

Firewall-1 UNIX

Checkpoint $FWDIR/bin/fw log -f  Checkpoint
syslog "fw log -f" —
syslog
OS syslog
GUI GUI
$FWDIR/log/cpmgmt.aud
3Com

Total Control Chassis Syslog

Telnet HiPer Access Router Card (HiPer ARC)
Add Syslog

ADD SYSLOG <IP Address> FACILITY <Facility>= LOGLEVEL <logging level>
IP address  Kiwi Syslog Daemon PC
Facility
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514

www.reportgen.com

o/s 8Mb RAM

Kiwi Syslog Daemon

UNIX "logger"

"logger"

386sx



LOG_AUTH

LOG_LOCALO
LOG_LOCAL1
LOG_LOCAL2
LOG_LOCAL3
LOG_LOCAL4
LOG_LOCALS
LOG_LOCAL6
LOG_LOCAL?

Logging level

COMMON

CRITICAL

UNUSUAL

VERBOSE

ADD SYSLOG 10.0.10.23 FACILITY LOG_LOCAL7 LOGLEVEL VERBOSE

LIST SYSLOGS Syslog

Console Prompt=>LIST SYSLOGS
SYSLOG SINKS

SysLog Log Level Msg Count Facility
192.168.203.203 COMMON 507 LOG_LOCAL7
192.168.203.230 COMMON 4551 LOG_AUTH
SAVE ALL NVRAM

3Com NetServer

NetServer 8 or NetServer 16 Syslog

NetServer Telnet
Add Syslog

ADD SYSLOG <IP Address> LOGLEVEL <logging level>
IP address  Kiwi Syslog Daemon PC

logging level
COMMON
CRITICAL
DEBUG
UNUSUAL
VERBOSE

ADD SYSLOG 10.0.10.23 LOGLEVEL VERBOSE
LIST SYSLOGS Syslog

Console Prompt=>LIST SYSLOGS

SYSLOG SINKS

SysLog Log Level Msg Count
192.168.203.203 COMMON 507
192.168.203.230 COMMON 4551

SAVE ALL NVRAM

Linksys
Linksys SNMP Kiwi Syslog Daemon
. Kiwi Syslog Daemon File | Properties
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e Properties Inputs | SNMP

e Listen for SNMP traps ( 162 )
Use Linksys Display Filter... PPP PPPOE
Linksys SNMP MIB OID
Linksys VPN
Linksys Wireless-G VPN syslog

SNMP SNMP Linksys
s web Linksys
e Administration
e Log
¢ Syslog notification
. Enabled
. Device "Linksys"
¢ Kiwi Syslog Daemon ( : 192.168.1.100) IP
. syslog Informational
e Alert Log
e General Log
. Save Settings
L]

Symantec /VPN 200
David Masilotti
web
Advanced Log Settings |

Syslog Server running Kiwi Syslog Daemon IP

Attack
Save

syslom log

SnapGear SOHO+

Kiwi Syslog Daemon

web SOHO+
SYSTEM Advanced
System Log System Log
Address of remote machine running Kiwi Syslog Daemon

Enable remote logging
Submit

syslom log

Kiwi Syslog Daemon
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BuffaloTech AirStation

Buffalo AirStation

http://www.buffalotech.com/wireless/support/downloads.php?type=manuals

e CD AirStation "AirNavigator"

. AirStation

. "Management"

. "Syslog Transmitting”

e syslog "Use"

¢ Kiwi Syslog Daemon 1P

. syslog daemon Error Notify
¢ Log information syslog daemon

Intertex ADSL

IG Manual ADSL
Syslog Server System Log
Syslog RFC3164 Syslog Syslog
Syslog Windows
syslog :
. Web Internet Gate Web ( 1P :192.168.0.1.)
. Administration

. Syslog server Kiwi Syslog IP
. Save

g s wNPEk

Syslog

Lucent

Ethernet -> Mod Config --> Log...

Syslog=Yes
Log Host=10.23.45.111
Log Facility=Local5

MAX  Syslog daemon Ethernet Profile (Mod Config menu ) Log
Syslog Yes
MAX Kiwi Syslog daemon IP
MAX  RIP
Table 12-3 . "System configuration and administration parameters."
"Location Parameters via RIP or a static route."
Chapter 10 ."Configuring the MAX as an IP Router."
Syslog MAX
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Log Facility MAX log facility Kiwi Syslog daemon
(MAX ) facility

facility Action

MAX Reference Guide Lucent web

Allied Telesyn

Allied Telesyn New Zealand Taylor Wilkens
syslog daemon
create log output=1 destination=syslog server=address
address syslog daemon IP
IP traffic filter
add log output=1 type=IPFILT
ISDN
add log output=1 mod=ICC type=CALL subtype=DOWN
add log output=1 filter=1 all
/ Imi
add log output=1 filter=1 type=vint
add log output=1 filter=1 type=dlink

Web
http://www.alliedtelesyn.co.nz/documentation/arrouter/241/pdf/log.pdf

Arris

Dale Hutchinson
Kiwi Syslog daemon  Arris CMTS1000 DOCSIS 1.0 Cable Modem Termination System CMTS1500 DOCSIS 1.1 Cable Modem
Termination System

manage

event-level

syslog-ip-addr XXX.XXX.XXX.XXX //1P address of your Kiwi Syslog Daemon server
admin-status-of-throttle unconstrained

WatchGuard SOHO

WatchGuard
SOHO 2.4.0 Syslog Syslog Solaris, SCO Unix, BSD, Linux
Unix-style OS SOHO Syslog
Syslog UDP514 SOHO Syslog
Syslog

SOHO syslog configuration

SOHO

System Administration

Syslog Logging

Enable Syslog output

syslogd IP

Syslog Syslog
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Submit

SOHO

Watchguard Firebox Dshield

http://live.dshield.org/clients/watchguard_Kkiwi_setup.php

Bay Networks

Bay Networks web

http://support.baynetworks.com/library/tpubs/html/switches/bstream/115412A/MARKER-2-455

Syslog
syslog Technician Interface syslog 1
syslog :
1. Telnet Technician Interface
2. Syslog
3. syslog
4. syslog
5. syslog
6. syslog
7.5 6 8
8. NVFS volume syslog
9. Technician Interface
syslog ( )
syslog syslog
Task 1: Telnet Technician Interface
Bay Networks Technician Interface 1
Task 2: Syslog
syslog syslog syslog

Technician Interface
$: set wfProtocols.wfSYSLLoad.O Ox7FFEOOOO;commit

syslog
syslog
Task 3: syslog
syslog
set wfSyslog.wfSyslogDelete.0 1;commit
syslog ( syslog wfSyslogDisable, OID = 1.3.6.1.4.1.18.3.3.2.15.1.2,
1 )

syslog

Task 4: syslog
syslog wfSyslogMaxHosts wfSyslogPollTimer
syslog 5

1. syslog :
$: set wfSyslog.wfSyslogMaxHosts.0 <1 - 10>;commit
wfSyslogMaxHosts 5 You can add to the syslog
but syslog "n" n = wfSyslogMaxHosts
2. syslog () :
$: set wfSyslog.wfSyslogPollTimer.0 <5 - 610000>;commit
wfSyslogPollTimer 5

syslog
Task 5: syslog

syslog
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syslog 1
To list existing entries in the syslog Technician Interface

list -i wfSyslogHostEntry

syslog ID ( IP )
1. syslog :
$: set wfSyslogHostTable.wfSyslogHostDelete.<host_IP_address> 1
$: commit
1P This entry informs syslog
wfSyslogHostLogFacility (184 = Local7) wfSyslogHostTimeSeqgEnable
(2 = disabled), 2
2. syslog UNIX :
$: set wfSyslogHostTable.wfSyslogHostLogFacility.<host_IP_address> <128]|136]|144]152]|160]|168]|176]|184>;commit
128 = localO 160 = local4
136 = locall 168 = local5
144 = local2 176 = local6é
152 = local3 184 = local7
3 syslog

$: set wfSyslogHostTable.wfSyslogHostTImeSegEnable.
<host_IP_address> 1;commit

(wfSyslogHostDisable =1) (wfSyslogHostOperState = 1) syslpg
Task 6:
syslog ( )
list -i wfSyslogEntFItrEntry
ID ( <host_IP_address>.<entity_code>.<filter_index>)
<host_IP_address>.<entity _code> < filter_index>

<filter_index> +1
1
1. :
$: set WfSyslogEntityFilterTable.WfSyslogEntFItrDelete. <host_IP_address>.<entity_code>.<filter_index>
1;commit
<host_IP_address> ( ) IP
<entity_code> <host_IP_address>
<filter_index>
2.

a. syslog
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrLogEvtLowBnd.
<host_IP_address>.<entity_code>.<filter_index> <O - 255>
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrLogEvtUppBnd.
<host_IP_address>.<entity_code>.<filter_index> <O - 255>
$: commit

0 255 ( 2 )

b. ( )

syslog
syslog
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrSevMask.
<host_IP_address>.<entity_code>.<filter_index> "<fwitd=>"
$: commit
C. syslog
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrSlotLowBnd.
<host_IP_address>.<entity_code>.<filter_index> <O - 14>
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrSlotLowUpp.
<host_IP_address>.<entity_code>.<filter_index> <O - 14>
$: commit

0 14
3. UNIX
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Technician Interface

a. FAULT :

$: set wfSyslogEntFItrEntry.wfSyslogEntFltrFaultMap.
<host_IP_address>.<entity_code>.<filter_index> <1 - 8>
wfSyslogEntFltrFaultMap 3 FAULT UNIX

b. WARNING :

$: set wfSyslogEntFItrEntry.wfSyslogEntFlItrwarningMap.
<host_IP_address>.<entity_code>.<filter_index> <1 - 8>
wfSyslogEntFltrWarningMap 5 WARNING UNIX

$: set wfSyslogEntFItrEntry.wfSyslogEntFltrWarningMap 5

Warning Warning UNIX
C. INFO :
$: set wfSyslogEntFItrEntry.wfSyslogEntFltrinfoMap.
<host_IP_address>.<entity_code>.<filter_index> <1 - 8>
wfSyslogEntFltrinfoMap 7 INFO UNIX

d. TRACE :

$: set wfSyslogEntFItrEntry.wfSyslogEntFltrTraceMap.
<host_IP_address>.<entity_code>.<filter_index> <1 - 8>

The default value of wfSyslogEntFItrTraceMap 3 TRACE

e. DEBUG :

$: set wfSyslogEntFItrEntry.wfSyslogEntFltrDebugMap.
<host_IP_address>.<entity_code>.<filter_index> <1 - 8>
wfSyslogEntFItrDebugMap 8 DEBUG UNIX

Task 7:
syslog
1.

2. 6
3. syslog 5

Task 8: Syslog
NVFS volume syslog
save config <vol=:<filename>

Task 9. Technician Interface
Technician Interface
$: logout

Nortel Networks

Flavio Ramos
Bay Command Console (BCC)

stack# syslog
syslog
log-poll-timer 10
log-host address <IP Address of PC running Kiwi Syslog Daemon=>
filter name WILDCARD entity all
severity-mask {fault warning}
slot-lower-bound 1
slot-upper-bound 14
back
back
back

ZyXEL ZyWALL 10

Killian McCourt
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www.netgear.org

Web Syslog Telnet
Menu 24.3.2 - System Maintenance - UNIX Syslog

Syslog:

Active= Yes

Syslog IP Address= xxx.xxx.xxx.xxx (IP address of the syslog)
Log Facility= Local 1 (Send messages with a facility of Locall)

Types:

CDR= No

Packet triggered= No
Filter log= No

PPP log= No

Firewall log= Yes
VPN log= No

Netgear/Zyxel RT311/RT314

Netgear / ZyXEL RT311/RT314

Netgear
www.netgear.org
Web Syslog Telnet
Menu 24.3.2 - System Maintenance - UNIX Syslog

Syslog:

Active= Yes

Syslog IP Address= XXX.XXX.XXX.XXX <---- ip address of the syslog

Log Facility= Local 1 <------ Make sure you set it as the same group in your syslog
Types:

CDR= Yes

Packet triggered= Yes

Filter log= Yes

PPP log= Yes

Netgear RP114

Netgear RP114

www.netgear.com

Web Syslog Telnet
Syslog Menu24.3.2 — - UNIX Syslog. Menu 24.3.2 Unix
Syslog
: Active
: yes / no
: syslog

: Syslog IP Address

1P
: syslog IP
: Log Facility
: Facility
17 Lacal

: Types: CDR, Packet triggered, Filter log, PPP log
: yes / no
Call detail record (CDR), Packet trigger, Filter event (match or not match), PPP event.

syslogd
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1. Menu 24.3.2 - System Maintenance - UNIX Syslog
2. Active  Yes
3. Syslog IP Address Syslog PC IP
4. Log Facility
5. activity
syslog
= Call detail record (CDR)
« Packet trigger

= Filter event log
« PPP event log

6.
FVS318 VPN
Paul Bohn Mount Sterling Ohio
http://www.netgear.com/product_view.asp?xrp=4&yrp=12&zrp=129
:NETGEAR FVS318 FIRMWARE 1.01j beta
2002 8 7
syslog
o Netgear
. SECURITY Security logs
e Security logs SYSLOG
e Send syslog to this address Syslog Daemon IP

HP JetDirect

HP JetDirect syslog HP JetAdmin Web

Web http://print_server_address:8000/

. HP

. Configuration

. Network
. System Log Server

. Kiwi Syslog Daemon

e Apply

W-Linx MB

Philipp Beckers

: http://www.w-linx.com.tw/products/multifunction/soho_mate.htm

1. web W-Linx box (http://192.168.1.254) admin
2. "Advanced Setting" System Log

3. "IP Adress for Syslog" Kiwi Syslog Daemon

4. "enable" save

5. syslog
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NetScreen

George McCashin
Web

1). "admin" web

2). Configuration->Report Settings->Syslog

3). 'Enable Syslog’

4). 'Include Traffic Log'

5). (Kiwi Syslog Daemon UDP

Kevin Branch
Netscreen (permit/deny/tunnel)
) Netscreen

"Log Packets Terminated to Self" Netscreen

(Netscreen

CLI NetScreen

Syslog

set syslog config ip_address security_facility
local_facility

set syslog enable

set syslog traffic

set log module system level level destination syslog

: set syslog config
local_facility

security facility local facility
NetScreen CLI Reference Guide

set log

emergency
alert
critical
error
warning
notification
information

Bintech

Torsten Richter
: http://www.bintec.net/en/index.php
Command Line Interface configuration:

Telnet to the router

goal - (input / action)

switch off the time-out for this session - (type "t 0")
open setup - (type "setup")

choose - (select "SYSTEM")

choose - (select "External System Logging™)

choose - (select "ADD")

field: Log Host - (enter the Kiwi Syslog machine [IP or Hostname])
field: Level - (select with space tab)

field: facility - (select with space tab)

field: Type - (select with space tab)

field: Timestamp - (select with space tab)

save - (save)
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e exit to setup tool/system - (exit)

e exit to setup tool - (save)

e save and exit - (select "Save as boot configuration and exit")

Sysloqgd e-mail

Syslog

InstallPath¥Errorlog.txt

Syslog Daemon

View View Error log file

SMTP

Ctrl+R

e-mail

InstallPath¥SendMailLog.txt

e-mail

Syslog Daemon

View View e-mail log file

Syslog

Syslog

Syslog
<>

BSD Unix Syslog
<PRI>HEADER MESSAGE

0 191
Syslog

Unix

Priority = Facility * 8 + Level

NP~ O

mail system

kernel messages
user-level messages

Ctrl+M

SendMailLog text

RFC

Syslog
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3 system daemons

4 security/authorization messages (note 1)
5 messages generated internally by syslogd
6 line printer subsystem

7 network news subsystem

8 UUCP subsystem

9 clock daemon (note 2)

10 security/authorization messages (note 1)
11 FTP daemon
12 NTP subsystem
13 log audit (note 1)
14 log alert (note 1)
15 clock daemon (note 2)
16 local use 0 (localO)
17 local use 1 (locall)
18 local use 2 (local2)
19 local use 3 (local3)
20 local use 4 (local4)
21 local use 5 (local5)
22 local use 6 (local6)
23 local use 7 (local7)
Unix User Local0 Local7 Unix
Cisco Local6 Local7
Syslog
Syslog 0 191
<>

BSD Unix Syslog
<PRI>HEADER MESSAGE

0 191 0
Syslog RFC

Priority = Facility * 8 + Level

Emergency:
Alert:

Critical:

Error:
Warning:
Notice:
Informational:
Debug:

NOo b~ WNEO

Notice Informational

DEBUG:

INFORMATIONAL:

NOTICE:
- e-mail

WARNING:
- 85%
ERROR:
ALERT:
— - ISP
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CRITICAL:

— ALERT CRITICAL — ISP
EMERGENCY:
- ?( ? ?) - apps/servers/sites...

Syslog

Syslog 0 191
Priority <>
BSD Unix Syslog
<PRI>=HEADER MESSAGE

0 191 0
Syslog RFC
Priority = Facility * 8 + Level
Priority Use this value
<PRI> 191 255 191
Kiwi Syslog Daemon  UDP TCP Syslog UbP
Syslog Daemon TCP

UbDP 514
TCP 1468

Syslog RFC 3164
HEADER IP
HEADER TIMESTAMP HOSTNAME
TIMESTAMP PRI TIMESTAMP HOSTNAME
HOSTNAME 1P
TIMESTAMP Mmm dd hh:mm:ss
MSG TAG CONTENT TAG

TAG ABNF 32
CONTENT CONTENT

Kiwi SyslogGen :
<PRI>Jul 10 12:00:00 192.168.1.1 SyslogGen MESSAGE TEXT

BSD Syslog RFC 3164
http://community.roxen.com/developers/idocs/rfc/rfc3164.html

syslog
http://www.sans.org/infosecFAQ/unix/syslog.htm
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Syslog Daemon Ping
Kiwi Syslog Daemon ( Ctrl-Alt-Del )
ZoneAlarm  Blacklce

Ping DNS
facility level Display
Ctrl+T
Syslog Daemon Message Generator (SyslogGen)
SyslogGen 127.0.0.1 (local host) 1
Syslog
SyslogGen Syslog Daemon
Priority properties Modifiers
Cisco Logging source-interface
UDP
Syslog Daemon
IP DNS
Alarm  Statistics e-mail
Defaults/Import/Export Load default Rules and Settings OK
Syslog Daemon
support@kiwisyslog.com support@jtc-i.co.jp

Kiwi Syslog Daemon

Kiwi Syslog daemon
Kiwi Syslog Daemon
Manage
RegEdit

Kiwi Syslog Daemon

e-mail

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties
: MailMaxMessageSend
1

1000
: 50

E-mail SMTP

MailMaxMessageSend 1

SMS e-mail

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties
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: MailStatsDeliveryTime

00:00

23:59
1 00:00
HH:MM

(00 00)

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties
: ServiceStartTimeout

1
120
: 30

Service Manager Service Start Service Stop 10
300Mhz CPU

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties

: ServiceUpdateTimeout

1
120
:5
Service Manager Properties Update 10
CPU
DNS — wait
: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties
: DNSAbortWhenBusy
0
100
: 10
Wait
10 Syslog Daemon

"DNS timeout"
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DNS -

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties

: DNSCacheMaxSize

50
100
: 100

50
20000
: 5000

100 20,000

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties

: MsgBufferSize

100
500
. 500

100
10,000,000 (1000 )
20,000

Maximum number of message buffer entries:
(UDP, TCP, SNMP, Keep Alive) (FIFO)

20,000

Unicode 2 100 200
100 20,000 4,000,000 bytes (4MB)
200 8MB

E-malil

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties

: MailAdditionalSubjectText
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e-mail

e-mails e-mails
syslog daemon

syslog daemon e-mail

e-mail
Syslog Alarm: 16000 messages received this hour.
MailAdditionalSubjectText "[London]" e-mail

[London] Syslog Alarm: 16000 messages received this hour.

E-mail additional body text

E-malil

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties

: MailAdditionalBodyText

e-mail
e-mails e-mails
syslog daemon
syslog daemon e-mail
e-mail
11/ Kiwi Syslog Daemon Statistics 11/

24 hour period ending on: Fri, 06 Feb 2004 13:04:55 +1300
Syslog Daemon started on: Fri, 06 Feb 2004 13:03:54
Syslog Daemon uptime: 24 hours, 0 minutes

+ Messages received - Total: 20000
+ Messages received - Last 24 hours: 20000

MailAdditionalBodyText "London - Firewall Monitoring Syslog Daemon"

London - Firewall Monitoring Syslog Daemon

11/ Kiwi Syslog Daemon Statistics 11/

24 hour period ending on: Fri, 06 Feb 2004 13:04:55 +1300
Syslog Daemon started on: Fri, 06 Feb 2004 13:03:54
Syslog Daemon uptime: 24 hours, 0 minutes

+ Messages received - Total: 20000
+ Messages received - Last 24 hours: 20000

CRLF
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E-mail additional subject text

- Inter-App

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties

: NTServiceSocket

1
65535
: 3300
TCP port number
Kiwi Syslog Daemon  Manager TCP3300 2
Manager

"Log to file"

"Log to File" X X

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties

: FileWriteCacheEnabled

"Log to File" X X

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties
: FileWriteCacheTimeout

1
120

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties

: FileWriteCacheEntries

95

AutoSplit



10
100,000
1000

UNICODE
1 2 100 200

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties

: FileWriteCacheCleanup
10

1440
: 10

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties

: FileWriteCacheFileLock

0
1
0
=1, =0
"append shared"
syslog
oS

FileWriteCacheCleanup

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties

: FileWriteCacheOpenFiles

1
250
: 100
FileWriteCacheFileLock 1 ( ) "append shared"
255
FileWriteCacheFileLock
AutoSplit 255

) 100

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties

: ArchiveFileReplacementChr

" (dash)
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Log to File

(255



"&* =1, [¥]?<>" —n

F "2004/12/25 12:45:00" "2004-12-25 12-45-00"

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd¥Properties
: ArchiveFileSeparator

"-'" (dash)

"Use dated file names"

)

Syslogd.exe

: DEBUGSTART

: Syslogd.exe, Syslogd_Service.exe & Syslogd_Manager.exe

exe

SyslogNormal = Syslogd_Startup.txt
SyslogService = Syslogd_Service_Startup.txt
SyslogManager = Syslogd_Manager_Startup.txt

Input start-up

: -INSTALL

: Syslogd_Service.exe
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NT 2000 Syslog Daemon

Syslog Daemon Service Manager Manage

: -UNINSTALL

: Syslogd_Service.exe

NT 2000 Syslog Daemon

When to use:
Syslog Daemon Service Manager Manage

/
INI
INI
INI
INI
INI
INI Kiwi Syslog Daemon INI
INI
INI
Syslog

Kiwi SyslogGen

Windows 95/98/ME/NT4/2K/XP Syslog

Kiwi SyslogGen GUI uUnix Syslog

Kiwi SyslogGen Syslog Daemon

. Facility Level

. (
. Kiwi Syslog Daemon
. Syslog Daemon

e ( Syslog Daemon

Kiwi SyslogGen www.Kiwisyslog.com

Read

LoadNewSettings.ini

INI

INI

( C:¥Program files¥Syslogd)

: HKEY_LOCAL_MACHINE¥SOFTWARE¥Kiwi Enterprises¥Syslogd

File | Export

INI

Defaults/Import/Export

support@kiwisyslog.com support@jtc-i.co.jp

Syslog Daemon

98



Kiwi Logfile Viewer

Kiwi Lodfile viewer

Kiwi Syslog Daemon

(

Windows 95/98/ME/NT4/2K/XP

HTML

Syslog

)
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Your index page goes here...

In MS-Word, select INDEX AND CONTENTS from the INSERT menu.
Select INDEX and click OK.
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